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Without any surprise, the COVID-19 pandemic has 
caused few delays in PEN-CP work during the past six 
months. The biggest drawback came when we had to 
cancel the customs challenge and user need (PUNI) 
collection -physical visits at PEN-CP customs partners 
(see planning on page 13 in Magazine 7 - Feb.2020). In 
addition, live workshops e.g. among the management 
team members could not be held any more; as well as no 
Technology Forums where to meet and discuss 
face-to-face with solution providers and technology 
innovators. 

At the same time, PEN-CP has continued to work on a 
broad stream of activities, which should be obvious 
when reading this Magazine Issue 9. The three PEN-CP 
Expert Teams, PETs, organized multiple bilateral and 
team-level web-meetings during April-June 2020, in 
order to expand on the PUNI databases, and to identify 
and discuss on potential follow-up innovation 
instruments and events, addressing the high priority 
PUNIs. Several outcomes of the PET-work is now being 
taken to the next level, in the context of ‘PEN-CP 
innovation up-scaling’. You can read for example about 
the finalized PEN-CP Innovation Award topics for 2020 
(PCIA-2020); about the outline for the first Hackathon; 
and about the vision for the first PEN-Tournament.

Magazine 9 presents also updates on planning for 
PEN-Training materials; on COVID-19 related 
announcements, agreements and guidelines; the new 
EU Customs Action Plan, with few pointers to PEN-CP 
work; and more. Last but not least, we share the agenda 
version 2 for the PEN-CP Year 2 Annual Event, which due 
to continuing COVID-19 travel and other restrictions will 
be held on-line, planned for 11-14 January 2021 (final 
dates to be confirmed soon).

We look forward to talking with all partners during 
PEN-CP Full consortium web-meeting 8, on Thu 29.10 at 
10am Brussels time (meeting link and password is 
emailed separately to all PEN-CP partners).

In Helsinki, on 27.10.2020

Juha Hintsa
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PEN-CP surveys training needs of 
European customs 

Can External Data Improve Customs 
Risk Management? 

The upcoming PEN-CP annual study chapter on external data sources explores data landscapes of 
today’s customs world. The study puts a spotlight on promising external data sources and shows 
how unlocking these sources of information can benefit customs risk assessment. 

By Toni Männistö, Juha Hintsa and Vladlen Tsikolenko, Cross-border Research Association 

   can use to cross-check information they receive from 
other sources. For instance, the Post*Code product of 
the Universal Postal Union (UPU) contain address 
information from around the world, and the database 
of Bureau of International Containers (BIC) offers 
details about owners and operators of shipping 
containers. 

5. Movement tracking services offer information and 
analytics based on tracking data on ships, trains, 
trucks, and other vehicles of transport. The services 
often rely on data from satellites, ground stations as 
well as on-board transponders and trackers.  IHS 
Markit and eeSea are examples of such services. The 
clients of the latter one may use the data to support 
detailed planning and scheduling of port operations 
and land-side transportation activities, among other 
purposes. 

6. Industry certification programs capture and share 
risk relevant information and data on companies and 
their supply chains. Examples include the Accredited 
Agent program of the International Air Transport 
Association (IATA), security program of the Business 
Alliance for Secure Commerce (BASC), and security 
standardization program of the Transported Asset 
Protection Association (TAPA).

7. E-commerce platforms like eBay and Alibaba collect 
and store vast amounts of information for example on 
online suppliers, orders, payments, and shipping 
processes. 

What about the benefits of external data for customs? After 
all, accessing external data costs considerable time and 
money.  So why should customs entertain the idea of 
connecting to external data sources? We have identified six 
ways how external data could add value to customs risk 
management and to overall customs performance. 

• Access to additional information beyond 
declaration data. External data sources provide 
access to commercial and administrative information 
that might otherwise not be available to customs, 
including certain data elements in transportation data, 
payment data and verified company information.  

• Earlier availability of information. The sooner 
information becomes available, the sooner customs 
can assess risk. External data sources contain datasets 

The information age we are living in today offers vast potential 
for customs to redesign customs risk management for greater 
efficiency and performance. The key opportunities lie in the full 
digitalization of customs documents, partnerships, 
registrations and other information that extend the 
possibilities of risk analysis. At the same time, data analytics 
innovations are providing means to make sense of the rapidly 
expanding volume of digital information. The upcoming PEN-CP 
annual study chapter (Issue 1) explores the potential of 
external data for customs. The study defines external data as 
any information outside customs systems and any 
governmental – national and international - databases that are 
not readily available for customs to use. To connect to external 
data sources, customs may need to negotiate with data 
owners, organize data retrieval, and pay for data access, among 
other possible actions.

The study identifies seven groups of external data sources, 
from where customs could acquire valuable data for risk 
assessment purposes:  

1. Industry platforms are information systems that 
capture digital logistics and commercial information 
across end-to-end international supply chains. Notable 
platforms include CargoHub for air cargo, TradeLens and 
INTTRA for maritime containers, and Post*Net for postal 
deliveries. Their clients use these platforms for example 
to coordinate logistics with their supply chain partners, 
across geographies, and between business functions.

2. Company information providers offer the latest 
firmographic and commercial data on companies 
worldwide. Notable service providers include Dun & 
Bradstreet and Orbis by Bureau van Dijk. Their clients use 
the data for example to assess credit risks with their 
customers, to support their marketing and sales activities, 
and to evaluate credibility and trustworthiness of their 
suppliers.

3. Import/export analytics services, such as IHS Markit 
and Descartes, provide detailed and consolidated 
information and analytics on imported and exported 
goods. Their clients from consulting, finance, 
governmental, academic and other sectors use the data 
for example for analysis & forecasting, competitive 
benchmarking and new opportunity evaluation purposes.

4. Cross-validation databases are registers and 
directories with verified, up-to-date information on 
goods, traders, and modes of transport, which customs 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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The upcoming PEN-CP annual study chapter on external data sources explores data landscapes of 
today’s customs world. The study puts a spotlight on promising external data sources and shows 
how unlocking these sources of information can benefit customs risk assessment. 

By Toni Männistö, Juha Hintsa and Vladlen Tsikolenko, Cross-border Research Association 

   can use to cross-check information they receive from 
other sources. For instance, the Post*Code product of 
the Universal Postal Union (UPU) contain address 
information from around the world, and the database 
of Bureau of International Containers (BIC) offers 
details about owners and operators of shipping 
containers. 

5. Movement tracking services offer information and 
analytics based on tracking data on ships, trains, 
trucks, and other vehicles of transport. The services 
often rely on data from satellites, ground stations as 
well as on-board transponders and trackers.  IHS 
Markit and eeSea are examples of such services. The 
clients of the latter one may use the data to support 
detailed planning and scheduling of port operations 
and land-side transportation activities, among other 
purposes. 

6. Industry certification programs capture and share 
risk relevant information and data on companies and 
their supply chains. Examples include the Accredited 
Agent program of the International Air Transport 
Association (IATA), security program of the Business 
Alliance for Secure Commerce (BASC), and security 
standardization program of the Transported Asset 
Protection Association (TAPA).

7. E-commerce platforms like eBay and Alibaba collect 
and store vast amounts of information for example on 
online suppliers, orders, payments, and shipping 
processes. 

What about the benefits of external data for customs? After 
all, accessing external data costs considerable time and 
money.  So why should customs entertain the idea of 
connecting to external data sources? We have identified six 
ways how external data could add value to customs risk 
management and to overall customs performance. 

• Access to additional information beyond 
declaration data. External data sources provide 
access to commercial and administrative information 
that might otherwise not be available to customs, 
including certain data elements in transportation data, 
payment data and verified company information.  

• Earlier availability of information. The sooner 
information becomes available, the sooner customs 
can assess risk. External data sources contain datasets 
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Figure. Categorization and examples of external data sources (note: some data providers fall into more than one category)

their data with customs. This compensation can take 
different forms. Some data owners charge a fee, others are 
satisfied with trade facilitation prospects that may come 
from closer cooperation with customs. Some data owners 
may give their data for free for research purposes, to be able 
to benefit from the project’s findings, eventually. Incentives 
may also take other forms, beyond what’s explained above - 
as long as data owners get something back for sharing their 
precious data with customs.

This PEN-CP annual study chapter will also showcase 
practical examples of external data initiatives and projects 
and recommend areas where the customs community 
should cooperate with relevant stakeholders to fully 
leverage the potential of external data sources. The chapter 
also highlights the importance for customs to assess both 
costs and benefits of external data sources, on case-by-case 
basis, by comparing the expected value of data against the 
costs of access and integration. The annual study chapter on 
external data sources will first be published exclusively for 
the PEN-CP community, by the end of 2020, and it will be 
presented during PEN-CP Year 2 Annual Event (January 
2021). After that, we plan to release the report for a wider 
audience; and, possibly to continue the research work 
towards Issue 2 on the same topic, subject to the feedback 
shared by PEN-CP customs partners.

The authors thank Dr. Wout Hofman from TNO, the 
Netherlands Organisation for Applied Scientific Research and 
Mathieu Labare and Jonathan Migeotte from Belgian 
Ministry of Finance, for reviewing this article.

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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In Action: PET-1 Data and Risk 
Management

PEN-CP surveys training needs of 
European customs 

outside the initial shortlist. Reflecting the challenges of 
the digital era, customs highlighted the need to 
develop training modules on next-generation data 
analytics methods, like Big Data techniques, predictive 
analytics, and analysis of open source information. In 
the field of customs laboratory, the respondents would 
like to access training material on the identification of 
biodegradable plastics and synthetic fuel oils.
 
The survey also studied whether customs have existing 
materials available on the important training topics. 
The findings show that every respondent has material 
on one or more training themes, but no customs has 
training programs for all the topics. In other words, the 
respondents have some national training modules on 
the important topics, but also that there are many gaps 
in their existing training schemes. Some respondents 
also indicated that they have training material available 
in English that could be readily shared with all PEN-CP 
customs partners, possibly even beyond them. The 
survey results also confirm the impression that many 
PEN-CP partners are already collaborating with other 
customs administrations and international 
organisations to develop common training materials.
 
Most respondents use internet or intranet to organise 
training for their employees. Around half of the 
respondents report that they have used training 

Survey highlights
Training and developing personnel is essential to the 
future success of customs administrations. As an 
innovation boosting network, PEN-CP develops also new 
ways and contents to improve training activities of the 
European customs community. 

To start with training activities, PEN-CP surveyed partner 
administrations on their views on customs training needs 
and priorities. Eleven PEN-CP customs partners provided 
their inputs, and one response was collected from a 
representative of Customs Eastern and South-Eastern 
Land Border Expert Group (CELBET).

The respondents ranked topics of customs training by 
their importance for future customs operations. The 
shortlist of topics was created based on the inputs 
customs provided during the PEN-CP Year 1 Annual Event 
(in Budapest, November 2019). The top-three most 
important themes are associated to X-ray image 
interpretation: 1) Comparison of X-ray images against 
customs declaration information, 2) Analysis of X-ray 
images, and 3) Master course for recruitment staff on 
X-ray image analysis. Other preferred topics of high 
importance include control of drugs, post-clearance 
auditing, customs controls on trains, and cooperation 
with other agencies at the border. 

Customs were also asked to suggest other training topics 

material produced by third parties, for example 
universities, research institutes, and technology and 
solution providers.  

Implications of the survey findings
The survey provides valuable information on the critical 
customs training topics where most investments are 
needed. The criticality does not depend only on the 
perceived importance of a training topic, but also on the 
gaps that customs have in their training curricula.
 
X-ray image interpretation is already a hot topic of 
customs training. There are existing programs linked to 
the topic, run by DG TAXUD, CELBET, and regional 
initiatives like the BAXE project in the Baltics. Even so, 
further development is needed to extend the existing 
programs and to make them available and relevant for all 
members of the European customs community, in PEN-CP 
and beyond. PEN-CP can contribute to improved X-ray 
training in many ways. For example, the project can 
collect X-ray images from its customs partners for training 
purposes and to analyse options for X-ray simulator 
trainings.
 
Further, the survey findings imply that custom should 
continue their strong efforts towards developing 
e-learning capability, especially in the modern times of 
the global pandemic and remote work. Most importantly, 
PEN-CP customs should continue to work together with 
one another, international organisations, and other key 
stakeholders to develop better training material. 
Cooperation is particularly important in topics on which 
customs may not have sufficient competence in-house, 

PEN-CP customs shared their views on the 
future of customs training in a PEN-CP 
survey. The survey findings reveal critical 
areas of customs training and pinpoint gaps 
in the existing training programmes. The next 
step is to produce practical exercises and 
test them with customs practitioners. 

By Zsolt Dézsi, Susana Wong-Chan, Toni 
Männistö and Juha Hintsa

The information age we are living in today offers vast potential 
for customs to redesign customs risk management for greater 
efficiency and performance. The key opportunities lie in the full 
digitalization of customs documents, partnerships, 
registrations and other information that extend the 
possibilities of risk analysis. At the same time, data analytics 
innovations are providing means to make sense of the rapidly 
expanding volume of digital information. The upcoming PEN-CP 
annual study chapter (Issue 1) explores the potential of 
external data for customs. The study defines external data as 
any information outside customs systems and any 
governmental – national and international - databases that are 
not readily available for customs to use. To connect to external 
data sources, customs may need to negotiate with data 
owners, organize data retrieval, and pay for data access, among 
other possible actions.

The study identifies seven groups of external data sources, 
from where customs could acquire valuable data for risk 
assessment purposes:  

1. Industry platforms are information systems that 
capture digital logistics and commercial information 
across end-to-end international supply chains. Notable 
platforms include CargoHub for air cargo, TradeLens and 
INTTRA for maritime containers, and Post*Net for postal 
deliveries. Their clients use these platforms for example 
to coordinate logistics with their supply chain partners, 
across geographies, and between business functions.

2. Company information providers offer the latest 
firmographic and commercial data on companies 
worldwide. Notable service providers include Dun & 
Bradstreet and Orbis by Bureau van Dijk. Their clients use 
the data for example to assess credit risks with their 
customers, to support their marketing and sales activities, 
and to evaluate credibility and trustworthiness of their 
suppliers.

3. Import/export analytics services, such as IHS Markit 
and Descartes, provide detailed and consolidated 
information and analytics on imported and exported 
goods. Their clients from consulting, finance, 
governmental, academic and other sectors use the data 
for example for analysis & forecasting, competitive 
benchmarking and new opportunity evaluation purposes.

4. Cross-validation databases are registers and 
directories with verified, up-to-date information on 
goods, traders, and modes of transport, which customs 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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PEN-CP Instruments for the top 5 PUNIs
Tentative ideas; to be fine-tuned later

outside the initial shortlist. Reflecting the challenges of 
the digital era, customs highlighted the need to 
develop training modules on next-generation data 
analytics methods, like Big Data techniques, predictive 
analytics, and analysis of open source information. In 
the field of customs laboratory, the respondents would 
like to access training material on the identification of 
biodegradable plastics and synthetic fuel oils.
 
The survey also studied whether customs have existing 
materials available on the important training topics. 
The findings show that every respondent has material 
on one or more training themes, but no customs has 
training programs for all the topics. In other words, the 
respondents have some national training modules on 
the important topics, but also that there are many gaps 
in their existing training schemes. Some respondents 
also indicated that they have training material available 
in English that could be readily shared with all PEN-CP 
customs partners, possibly even beyond them. The 
survey results also confirm the impression that many 
PEN-CP partners are already collaborating with other 
customs administrations and international 
organisations to develop common training materials.
 
Most respondents use internet or intranet to organise 
training for their employees. Around half of the 
respondents report that they have used training 

for example next-generation data analytics and 
laboratory technologies. Natural partners outside the 
customs community include universities, technology 
developers, and private consultancies. 

What are the next steps? 
Over the next three years, PEN-CP will develop training 
material based on the findings of this training needs survey 
as well as on follow-up interviews with customs experts. 
Pilot training session will start as soon as there is sufficient 
amount and quality of training material available. The goal is 
to produce around 30-hour package of relevant. 
learner-friendly contents that customs can use to build a 
productive workforce for the future.
 
In concrete terms, following two topics call for training 
material development work in the near future:

• Comparison of X-ray images against customs 
declaration data 

• Handling of electronic and traditional container 
seals of different seal makers and seal types  

PEN-CP training materials can take many forms: instructional 
videos, infographics, case studies, quizzes, exercises, training 
scenarios, and presentations. These training products will be 
designed to work as self-learning material or as part of 
online training courses, which is a key for efficient training in 
the times of remote work and social distancing. Materials for 
organizing train the trainer -sessions will also be a priority.

We kindly invite all PEN-CP partners to contribute to the 
development of the first two training modules (X-ray images 
& declarations; and seal controls). Please express your 
interest by email to: action leader dezsi.zsolt@nav.gov.hu , 
and copy to: pen-cp@cross-border.org

material produced by third parties, for example 
universities, research institutes, and technology and 
solution providers.  

Implications of the survey findings
The survey provides valuable information on the critical 
customs training topics where most investments are 
needed. The criticality does not depend only on the 
perceived importance of a training topic, but also on the 
gaps that customs have in their training curricula.
 
X-ray image interpretation is already a hot topic of 
customs training. There are existing programs linked to 
the topic, run by DG TAXUD, CELBET, and regional 
initiatives like the BAXE project in the Baltics. Even so, 
further development is needed to extend the existing 
programs and to make them available and relevant for all 
members of the European customs community, in PEN-CP 
and beyond. PEN-CP can contribute to improved X-ray 
training in many ways. For example, the project can 
collect X-ray images from its customs partners for training 
purposes and to analyse options for X-ray simulator 
trainings.
 
Further, the survey findings imply that custom should 
continue their strong efforts towards developing 
e-learning capability, especially in the modern times of 
the global pandemic and remote work. Most importantly, 
PEN-CP customs should continue to work together with 
one another, international organisations, and other key 
stakeholders to develop better training material. 
Cooperation is particularly important in topics on which 
customs may not have sufficient competence in-house, 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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The team members

In Action: PET-1 Data and Risk 
Management

ALBANIA
• Genti Cani

NETHERLANDS
• Marcel Molenhuis

BELGIUM
• Jonathan Migeotte
  (Team Leader)
• Freja De Middeleer

UK
• Darren Hart
• Mohammed Aqueel

15 PUNIs were 
analysed

8 new PUNIs 
inserted by PET-1 

The PET-1 Team Leader had 
bilateral meetings with each 

team member, to discuss about 
the purpose of the PET and to 
encourage them to submit new 
PUNIs

ATTENTION!
Anyone interested to join this 
PET, please contact:
Ms. Susana Wong Chan at 
susana.wongchan@unil.ch and
Mr. Jonathan Migeotte at 
jonathan.migeotte@minfin.fed.be

PUNIs were enriched and 
improved during group calls. 
Afterwards, they were 
prioritised and candidates for 
follow-up PEN-CP instruments 
were selected. We share few 
examples on them in this article
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PEN-CP Instruments for the top 5 PUNIs
Tentative ideas; to be fine-tuned later

Need to Address Data Quality

Innovation Award/prize. The objective is 
to find out/learn from how other customs 
administrations are tackling issues with low data 
quality.

Risk management systems 
don’t exploit data outside the 
customs declarations.

This PUNI should focus on data, rather than system.

Prototype grant.  The PET-1 will analyse the 
External data annual study outcomes, to determine 
which data source could be tested within the 
PEN-CP.

Challenge competition or 
hackathon. Perform a trial with export datasets 
(e.g. Datasur), exploring how the combination of 
external data and import declaration(s) can support 
risk identification.

Development of AI and 
machine learning for the 
analysis of scanned images

Innovation award/ prize.  Learn globally 
what other customs administrations are doing on 
this topic.

Prototype grant. PET-1 will select some law 
enforcement AI technology in order to test it in the 
customs environment.

PEN-Tournament.  Compare the efficiency of 
targeting officer versus AI, in detecting any 
irregularity.

Ineffectiveness of traditional 
risk management when 
dealing with the growth of 
e-commerce.

Focus on following two aspects of this PUNI: Buyer 
approach + Leveraging higher quality and 
additional data from e-commerce platforms

Innovation award/ prize.  Ask from a 
wider community of customs administrations in 
which different ways they are getting data from 
final customers. 

PEN-Survey.  Ask from a broad group of 
consumers/ e-commerce customers whether they 
would be ready to share specific data, using an 
App (like the one in use by Slovenian Post), with 
customs administrations.

Prototype grant. Linked to the PEN-Survey 
explained above, run practical tests with a suitable 
App, used in postal environment.

Dynamic risk management 
and targeting

Prototype grant. Test a tool that collects 
events and analyses anomalities.
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Building on the US Opioid Challenge competition 
(https://www.challenge.gov/challenge/opioid-detection-challenge/) article presented in 
PEN-CP Magazine 8 of May 2020 (pages 24 to 27), we have the pleasure to share two 
follow-up interviews conducted with the winning company as well as with one jury member. 
From IDDS the Vice President of Technology, Omar Al Kofahi, as well as the CEO and President, 
Jeffrey Hamel, were kind enough to answer the Magazine 9 questions. From the Jury side, we 
had the pleasure to interview Ms. Stephanie L Smith from Postal Inspection Service of USPS.

share? How did this help you? Did you gain access to 
specific data? Did you gain specific insights on the 
opioid situation that helped you design your solution?

IDSS: The CBP organized site visits to a number of mail 
inspection facilities in New York and New Jersey, in 
addition to facilitating access to opioid simulants which 
were used for training. Regular meetings were 
conducted and communication channels were open 
with CBP to address questions which come up during 
development.

MAG: Would you have developed this technology, had 
it not been for the challenge?

IDSS: As the market developed, we would have 
eventually developed our algorithms.  The Opioid 
Challenge jump started our algorithm development 
and winning propelled IDSS into the market.

MAG: The rules of the challenge opens up for teaming 
up with one of the contributions that were not elected 
in stage 2. What did you think of that? Was it 
something you considered?

IDSS: We did not at the time because of the short 
timelines.  We have since partnered with one of the 
other finalists to integrate our technologies to provide 
a enhanced solution to the marketplace.

MAG: Would you consider participating if the prize sum 
had been lesser, just to have the contacts with these 
four authorities?

IDSS: The contacts within these authorities has been 
very valuable to a small business like IDSS.  As a small 
business, the possibility of winning prize money of that 
size allows IDSS to make an investment decision to 

And first, interview with the winner IDDS, Integrated 
Defense and Security Solutions, Boxborough, 
Massachusetts, USA (https://www.idsscorp.net/) 

PEN-CP Magazine (MAG): Congratulations for winning 
the Opioid Detection Challenge. Can you please tell us a 
little about what motivated your organization to go into 
the challenge? Did you think you already had a solution 
that would be an important contribution?

IDSS: We’ve been developing automated detection 
algorithms for explosives for a number of years. Based on 
some knowledge of opioid material, we felt comfortable 
that our detection algorithms can be trained to detect 
opioids which we validated as part of the challenge.

MAG: What was the most difficult part of participating in 
the Challenge?

IDSS: First, we needed to understand the concepts of 
operations and requirements. This was provided by 
facilitating site visits to Customs and Border Protection 
(CBP) inspection facilities. Second, data, representative of 
opioids and normal stream of commerce, is a 
pre-requisite to developing detection algorithms. Access 
to opioid samples was not trivial and had to be facilitated 
by the CBP.

MAG: What was the most inspiring learning experience 
during the challenge?

IDSS: Understanding the shear volume of packages that 
must be inspected daily was an eye opener. Along with it 
comes the challenge of inspecting and intercepting 
opioids and illicit materials coming into the country.

MAG: How often did you meet with the authorities after 
the first stage and what sort of information did they 

Part 2 on Opioids Challenge 
Competition in the US – Two 
Interviews
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Prototype grant. Test a tool that collects 
events and analyses anomalities.

PEN-CP Magazine Issue 9 | THE NEW EU CUSTOMS ACTION PLAN

Ms. Smith: The USPS will not work with them, but it is 
my understanding the primary customer - US Customs 
and Border Protection through the Department of 
Homeland Securities Science & Technology Directorate 
is working with several of the applicants. It would not 
be appropriate to characterize the level to which 
contestants offer promise.

MAG: If you were to repeat this exercise, would you 
change anything in the approach and organisation of 
the challenge? 

Ms. Smith: Communicating the needs to the 
contestants was difficult. Preconceived ideas had to be 
overcome. Providing a detailed presentation of the 
challenge would likely have improved this; however, 
broadcasting weaknesses to a potentially malevolent 
audience is to be avoided. 

MAG: Do you have any advice for PEN-CP planning to 
organize challenge competitions (customs, border 
security etc.) but with much smaller amounts of prize 
money than the Opioid Detection Challenge? 

Ms. Smith: Depending upon the nature of the 
technology needed for a challenge - the cost to 
develop a prototype can be very significant. For most 
contestants the money is not the motivator, yet it is 
needed to offset investment in a concept. Protecting 
the intellectual property rights of innovators is critical 
too. We should work harder to encourage innovators 
to help solve societal problems - and develop ways to 
compensate them justly.

MAG: Thank you very much Ms. Smith for sharing 
these interesting views, from the Opioid Challenge jury 
member perspective.

participate and then utilize the prize money to continue 
to advance our solution.

MAG: Thanks a lot Mr. Al Kafahi and Mr. Hamel for this 
enlightening interview, and all the best with future of 
IDSS

And second, interview with a Opioid Challenge jury 
member Ms. Stephanie L Smith, from the Postal 
Inspection Service (USPIS) of the United States Postal 
Service (USPS), https://www.uspis.gov/ 

MAG: Could you please tell us how you first came to 
hear about it and what led you to have the role in the 
jury that you had?

Ms. Smith: I serve as the Scientific & Technical Advisor 
for the US Postal Inspection Service- the law 
enforcement arm of the US Postal Service. I formerly 
served as the Assistant Laboratory Director for the 
Inspection Services National Forensic Lab. I have an 
education in forensic science and chemistry and a 
graduate degree in Biodefense. The US Postal 
Inspection Service was a co-sponsor of the ODC in 
partnership with other interested USG agencies. In that 
capacity I served as liaison for my organization and was 
then selected to represent the unique challenges of 
such detection goals for the USPS (extreme mail volume 
and timely movement of mail). 

MAG: There were some very clear criteria on selection 
of the contributions. How easy or difficult was the 
selection process? 

Ms. Smith: Some applicants were outside the bounds of 
the criteria - that was an easy cut. Of those remaining, 
from a USPS perspective the biggest challenge is a short 
time on sample. Beyond that non-intrusive 
interrogation is an extreme challenge. It was not that 
difficult to select because the criteria were difficult and 
achieving them was very difficult.

MAG: What have been the most awarding learning 
experiences during the selection process? 

Ms. Smith: I appreciate the opportunity to work with 
innovators. Some applicants had very clever ideas- even 
the concepts that would not work well for the needed 
application - will nonetheless be useful in other uses. 

MAG: Is there an obligation for the price winners to 
keep working with the 4 authorities? 

Ms. Smith: There are no obligations. 

MAG: How about the 6 that did not win a price? Will 
you continue to work with them in any way or were 
they very far behind the winner and the runner-up? 
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analysis of data affecting the financial interests of the 
EU and to support the correct implementation of the 
Customs Union tariff. Tools will be developed within the 
EU Surveillance electronic system, ICS2, to use export 
and import data and data from other agencies such as 
COPIS and AFIS to support the analytic work and to 
share the information amongst Member State (MS) 
Customs Authorities, to identify trends and to assist the 
Commission and MS in developing policy. A new Risk 
Management Strategy will be elaborated and adopted 
in the second quarter of 2021.

From 1 July 2021, the VAT exemption for goods with a 
low valuation will cease to exist, which increases the 
need to follow these trade flows. To better support 
customs in face of the ever-increasing trend towards 
e-commerce, the Commission intends to make the new 
payment tool - Eurofisc available to customs. By 2022, 
customs should get direct access to the Eurofisc tax 
information hub and the Commission will assess what 
possibilities there are to enable customs to access VAT 
data, with the view of a concrete proposal by 1 January 
2024. By 1 July 2021, on-line platforms for e-commerce 
will have an obligation, through amendments to the 
UCC, to gather some information for VAT purposes and 
present it to tax authorities on request. Commencing in 
2021, the Commission will analyse the impact of 

The new Action Plan, Taking the Customs Union to the 
Next Level, was launched on 28 September 2020, building 
on the political guidelines from the EU Commission 
President Ursula von der Leyen and the project ”The 
Future of Customs in the EU 2040”.

The four areas are detailed in a Communication from the 
Commission to the European Parliament, the Council and 
the European Economic and Social Committee. The 
Communication takes it starting point that ”It has become 
apparent in recent years that Member States’ customs 
authorities are struggling with the challenges of 
performing their various roles”, the Commission pointing 
out areas such as undervaluation of goods, differences in 
the Member States’ customs controls leading to diverted 
trade, e-commerce and trade facilitation. It also mentions 
the additional challenges such as departure of the UK 
from the European Union and the COVID-19 -crisis as 
reasons why customs need to be flexible, efficient and 
resilient in front of crises. 

The Action Plan contains as many as 30 actions. For the 
Risk Management area, the focus is to a large extent on 
better data analysis to aid risk management, Customs 
clearance and anti-fraud actions. A Joint Analytics 
Capabilities (JAC) initiative is proposed to be created 
within the Commission to facilitate the collection and 

Risk Management, Cooperation and 
Data at the Heart of Commission 
Action Plan for Customs

Make EU customs smarter, more 
innovative and more efficient. In these 
words, the European Commission 
describes its new Action Plan, Taking 
the Customs Union to the Next Level, 
which is intended to improve the 
European Customs Union during the 
coming four years. The Commission sets 
out four specific areas for action: 
Risk Management, Managing e-commerce, 
Promotion of compliance and Customs 
authorities acting as one. 
Johan Ponten and Gillian Castle, Cross-border Research Association
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share? How did this help you? Did you gain access to 
specific data? Did you gain specific insights on the 
opioid situation that helped you design your solution?

IDSS: The CBP organized site visits to a number of mail 
inspection facilities in New York and New Jersey, in 
addition to facilitating access to opioid simulants which 
were used for training. Regular meetings were 
conducted and communication channels were open 
with CBP to address questions which come up during 
development.

MAG: Would you have developed this technology, had 
it not been for the challenge?

IDSS: As the market developed, we would have 
eventually developed our algorithms.  The Opioid 
Challenge jump started our algorithm development 
and winning propelled IDSS into the market.

MAG: The rules of the challenge opens up for teaming 
up with one of the contributions that were not elected 
in stage 2. What did you think of that? Was it 
something you considered?

IDSS: We did not at the time because of the short 
timelines.  We have since partnered with one of the 
other finalists to integrate our technologies to provide 
a enhanced solution to the marketplace.

MAG: Would you consider participating if the prize sum 
had been lesser, just to have the contacts with these 
four authorities?

IDSS: The contacts within these authorities has been 
very valuable to a small business like IDSS.  As a small 
business, the possibility of winning prize money of that 
size allows IDSS to make an investment decision to 

And first, interview with the winner IDDS, Integrated 
Defense and Security Solutions, Boxborough, 
Massachusetts, USA (https://www.idsscorp.net/) 

PEN-CP Magazine (MAG): Congratulations for winning 
the Opioid Detection Challenge. Can you please tell us a 
little about what motivated your organization to go into 
the challenge? Did you think you already had a solution 
that would be an important contribution?

IDSS: We’ve been developing automated detection 
algorithms for explosives for a number of years. Based on 
some knowledge of opioid material, we felt comfortable 
that our detection algorithms can be trained to detect 
opioids which we validated as part of the challenge.

MAG: What was the most difficult part of participating in 
the Challenge?

IDSS: First, we needed to understand the concepts of 
operations and requirements. This was provided by 
facilitating site visits to Customs and Border Protection 
(CBP) inspection facilities. Second, data, representative of 
opioids and normal stream of commerce, is a 
pre-requisite to developing detection algorithms. Access 
to opioid samples was not trivial and had to be facilitated 
by the CBP.

MAG: What was the most inspiring learning experience 
during the challenge?

IDSS: Understanding the shear volume of packages that 
must be inspected daily was an eye opener. Along with it 
comes the challenge of inspecting and intercepting 
opioids and illicit materials coming into the country.

MAG: How often did you meet with the authorities after 
the first stage and what sort of information did they 
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proposals for increased operational cooperation and 
development of joint human capacity building facilities 
in order to make the customs profession more 
attractive over time. Consideration will be given on the 
flexibility of the Union Customs Code to manage crises 
like COVID-19. The Commission proposes that this 
should be a part of the evaluation of the Customs 
code.

It is in this context that the Commission launches an 
idea to form an agency, that ”could allow the 
management, storage, greater development and 
effective sharing of data analytics for the assistance of 
all Member States in their risk management and 
anti-fraud activities and could also help to ensure the 
application of an effective and uniform approach to 
risk-management through the EU customs territory”. 
This would be made after an impact assessment, 
planned to be ready in 2023, considering also possible 
overlaps with existing agencies.

The content of the plan relates to all the PEN-CP 
security themes, especially Risk Management & Data; 
Customs-to-Customs Cooperation; and 
Customs-to-Other-Agency Cooperation. It foresees 
funding for equipment, so it is also relevant for the 
Detection Technology and Laboratory Equipment 
themes. PEN-CP Magazine will continue to follow this 
and see if we come back on more detail on how the 
Action Plan may linked to our work in PEN-CP.

The primary sources for this article: Communication 
from the Commission to the European Parliament, the 
Council and the European Economic and Social 
Committee: Taking the Customs Union to the Next 
Level: a Plan for Action. COM(2020) 581 final, Brussels, 
28.9.2020. And, https://bit.ly/3e0917V

e-commerce on customs duty collection.

The third part of the Action Plan focuses on 
strengthening and facilitating compliance. Here the 
Commission proposes to strengthen legislation and to 
detail more precisely how AEOs should be monitored to 
make sure that Customs follow the selection criteria. 
Also, building on an ongoing pilot involving nine MSs, 
the Commission wants to make the EU Single Window 
environment more effective, enabling businesses to 
complete all border requirements in one electronic 
action. 

Furthermore, the Commission proposes an evaluation 
of the UCC to establish if the UCC and the electronic 
systems in place are fulfilling the purposes for which 
they are intended. The Commission and MSs will revisit 
the question of how to address the lack of a common 
EU systems in the application of infringement and 
sanctions. The Commission also sees the monitoring of 
the function of preferential trade agreements and the 
rules of origin procedures and enhanced collaboration 
on customs matters with important trade partners, 
such as China, as important steppingstones.

Enhanced cooperation scheme between Customs and 
other security and border management authorities is 
detailed in the fourth area of the Action Plan: Customs 
working as one. Here data again comes to the forefront 
and the Commission proposes a feasibility study on 
interoperability of the Schengen Information system 
and Europol data with the ICS2. 

This part of the plan contains a lot of proposals that 
seem to have loose connections with each other. There 
are plans for better funding for equipment and a 
proposal on possible legal support for the collection of 
customs performance indicators. It also contains 
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participate and then utilize the prize money to continue 
to advance our solution.

MAG: Thanks a lot Mr. Al Kafahi and Mr. Hamel for this 
enlightening interview, and all the best with future of 
IDSS

And second, interview with a Opioid Challenge jury 
member Ms. Stephanie L Smith, from the Postal 
Inspection Service (USPIS) of the United States Postal 
Service (USPS), https://www.uspis.gov/ 

MAG: Could you please tell us how you first came to 
hear about it and what led you to have the role in the 
jury that you had?

Ms. Smith: I serve as the Scientific & Technical Advisor 
for the US Postal Inspection Service- the law 
enforcement arm of the US Postal Service. I formerly 
served as the Assistant Laboratory Director for the 
Inspection Services National Forensic Lab. I have an 
education in forensic science and chemistry and a 
graduate degree in Biodefense. The US Postal 
Inspection Service was a co-sponsor of the ODC in 
partnership with other interested USG agencies. In that 
capacity I served as liaison for my organization and was 
then selected to represent the unique challenges of 
such detection goals for the USPS (extreme mail volume 
and timely movement of mail). 

MAG: There were some very clear criteria on selection 
of the contributions. How easy or difficult was the 
selection process? 

Ms. Smith: Some applicants were outside the bounds of 
the criteria - that was an easy cut. Of those remaining, 
from a USPS perspective the biggest challenge is a short 
time on sample. Beyond that non-intrusive 
interrogation is an extreme challenge. It was not that 
difficult to select because the criteria were difficult and 
achieving them was very difficult.

MAG: What have been the most awarding learning 
experiences during the selection process? 

Ms. Smith: I appreciate the opportunity to work with 
innovators. Some applicants had very clever ideas- even 
the concepts that would not work well for the needed 
application - will nonetheless be useful in other uses. 

MAG: Is there an obligation for the price winners to 
keep working with the 4 authorities? 

Ms. Smith: There are no obligations. 

MAG: How about the 6 that did not win a price? Will 
you continue to work with them in any way or were 
they very far behind the winner and the runner-up? 
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As explained in PEN-CP Magazine 8, we are now publishing all the 
remaining six submissions from the PEN-CP Customs Innovation 
Award (PCIA) 2019 competition. The entries are published as 
they were submitted last year, with only minor editorial changes. 
We hope that after reading this article many customs officers 
and administrations become inspired by such concrete innovation 
examples and foresee the vast opportunities in customs 
innovations that lie in front of us.  

PEN-CP INNOVATION AWARD 2019 
SUBMISSIONS

The Revenue Commissioners, Ireland
for their effort to introduce the innovation called “Use of 
tachograph for investigations” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

Muitines Departamentas Prie Lietuvos Respublikos Finansu 
Ministerijos, Lithuania

for their effort to introduce the innovation called “Identification of 
stolen vehicles” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

Tollregion Oslo Og Akershus, Norway
for their effort to introduce the innovation called “The Norwegian 

Customs App” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

 Customs Administration of the Netherlands
for their effort to introduce the innovation called “Smartphone TCM-app to 
check the list ingredients of Traditional Chinese Medicines on 

CITES species” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

Valsts Ienemumu Dienests, Latvia
for their effort to introduce the innovation called “The BAXE (BAltic 

X-ray images Exchange ) project” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

Service Public Federal Finances, Belgium
for their effort to introduce the innovation called “SEDA 2.0 

Automated declaration selection engine” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA
(PEN-CP Coordinator)

Dutch Customs Administration 
(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP
Pan-European Network 
of Customs Practitioners
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card. The information can be used to verify a driver’s 
story.

Innovation novelty value/ uniqueness 
This innovation is all about using existing technology in a 
different way. The law allows customs officers to read as 
well as store tachograph data (for follow-up investigation 
purposes). It is worthwhile to note that officers were 
previously not widely aware of this possibility.

Innovation generalisability 
Really feasible to implement as the information is stored 
and can be downloaded at any time (a detailed download 
can be done if the software is acquired, cost approx. 
€2.000). This is only necessary if the case is going to Court.
This can be implemented at any time and it requires only 
a little training, approx. 30 minutes. The officer needs just 
to know how to extract data from the driver’s tachograph 
machine located in the cabin.

Implementation status (as of summer 2019) of the 
Innovation 
Proof of Concept

Overview on the Innovation 
This innovation seeks to gather evidence by reading a 
tachograph that automatically records the speed and 
distance, fitted to a rigid or an articulated truck over 3.5 tons 
(it also records location on the older software version). An 
officer can gather evidence and identify if a truck has 
travelled or been on a boat journey; or, has taken a rest 
break.

An Irish Customs officer was successful in seizing a full load 
of alcohol in Rosslare (village in South-East Ireland)), in 
which reading the tachograph was crucial in gathering 
evidence and proving that diversion fraud took place. In 
other words, the analysis of the tachograph enables 
Customs to establish if mirror loads of alcohol/diversion 
fraud takes place.
A special software license has to be acquired from the 
National Roads Authority.

The value/ benefits/ impact of the Innovation 
The benefits include easier access to definite evidence that 
the load has not being tampered with. The information can 
be accessed by a print off or a manual read of a tachograph 

PCIA2: Use of Tachograph for Investigations
By: Ireland
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of coincidence (of the plate number or VIN), the declaration 
is directed to the officer of the Risk Management Division 
working 24/7. The officer of the Risk Management Division 
reviews the data of the customs declaration and 
SIS/Interpol available to him. If it is obvious that the 
coincidence is accidental (case 2), he directs the declaration 
to the green channel. In other cases, the declaration is 
directed to the red channel for the purposes of the 
inspection of the vehicle and its documents. After the 
inspection, the officer of the customs post informs the Risk 
Management Division of its results, sends the photos of the 
vehicle and documents. If the vehicle matches the data of 
the stolen vehicle contained in SIS/Interpol, the officer of 
the post calls the police officers who make further 
decisions. The Risk Management Division informs in the set 
procedure the Lithuanian Criminal Police Bureau about the 
results of the inspection of all stolen or searched vehicles.
If VIN of the vehicle is incorrect, i.e. it does not comply with 
the prescribed VIN structure (numbers are missing, the 
structure is wrong), the declaration is directed 
automatically to the red channel with the instruction to 
perform the inspection. After checking the vehicle and 
documents, the officer of the post records the results in the 
prescribed order. In most cases, VIN is incorrect due to the 
technical errors made while completing declarations.
This method allows you to check information from several 
sources faster and better and to co-operate with the Police 
Department, in order to detect stolen vehicles.
The method helps the customs authorities to detect stolen 
vehicles and contributes to the improvement of the 
customs image.

Innovation novelty value/ uniqueness 
To the best knowledge of the authors, this method is 
applied only in Lithuania.

 Innovation generalisability 
The method could be applied in all EU countries, as it is 
likely that the Police have access to SIS/Interpol databases 
in all countries. The hardest and most time-consuming job 
was to persuade the LT Police Department to provide the 
customs authorities with automatic access to the Schengen 
Information System. Another inconvenience is that both 
sources contain inaccurate data (e.g. only vehicle brand, 

such as MERCEDES, MB, DAF etc., is entered), which 
generate fake coincidences and unnecessarily increase 
the number of automatically sent messages. We have 
solved this problem by creating a list of symbols for 
which RIKS does not apply to SIS/Interpol. The list is 

completed by ourselves, when meaningless 
coincidences are found.

Implementation status (as of summer 2019) of the 
Innovation 

Fully implemented

PCIA3: Identification of Stolen Vehicles
By: Lithuania
Overview on the Innovation 
A new method is being applied at the Lithuanian Customs, i.e. 
the identification of stolen and searched vehicles during 
customs clearance. An interface between the Risk assessment 
and control system RIKS (further - RIKS) and the Schengen and 
Interpol databases, which automatically compare vehicle 
plate numbers and VIN (Vehicle Identification Number), 
indicated in import, export and transit declarations, with the 
data contained in the said databases. If the data coincide, RIKS 
gives to customs officers an instruction to check the vehicle 
and its documents. If it turns out that the data of the vehicle 
presented for customs control matches the data indicated in 
the Schengen and Interpol databases, police officers are 
invited.

The value/ benefits/ impact of the Innovation 
Since 14 January 2019, the RIKS functionality, which ensures 
the comparison of vehicle plate numbers and VIN, indicated in 
import, export and transit declarations, with the data 
contained in the Schengen Information System and the 
database of Interpol General Secretariat (further – 
SIS/Interpol) as well as checks the correctness of VIN indicated 
in the declarations, has been launched.

Coincidences between the data of the vehicle indicated in the 
customs declaration (active or transported as a commodity) 
and the data in the SIS/Interpol database take place in the 
following cases: 1) the vehicle is registered in SIS/Interpol as 
stolen or searched for; 2) the plate number of the vehicle 
indicated in the customs declaration coincides accidentally 
with the number of another vehicle (e.g. the number of a 
truck registered in LT coincides with the number of a 
motorcycle registered in Greece); 3) the number of the vehicle 
indicated in the customs 
declaration is incorrect. In the case 
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quota is exceeded. If so, the traveler can then choose to pay 
the duty either by credit / debit card or Vipps (mobile 
payment solution) and choose the time of border crossing. 
After clearing the goods in the app, travelers do not have to 
stop at the border (the red channel) but are free to pass at 
whichever border crossing they want, manned or 
unmanned, arriving by plane, boat, train or car.

(note: Alcohol and tobacco that is imported for onward sale 
or other commercial purpose, and alcohol and tobacco 
bought on arrival in the duty-free at the airport, cannot be 
cleared through customs using this app, due to limitations 
in the Norwegian Customs regulation.)

The value/ benefits/ impact of the Innovation 
The Norwegian Customs app was launched in June 2016 
and is available on mobile and tablets for iOS and Android 
operating systems (99.6 percent of the market). The app 
can be downloaded for free on App Store and Google Play, 
cf. links above.

As of September 2019, the app has been downloaded over 
1 million times (the Norwegian population number is 
around 5.3 million), with both the amount and number of 
clearances increasing each year.

Overview on the Innovation 
One of the main strategic goals for Norwegian Customs, is to 
make compliance easy. 

Before we first started our work on the Norwegian Customs 
App (“KvoteAppen”), we suspected that general awareness of 
Norwegian customs laws and regulations was not particularly 
high among the population. In our experience, many Customs 
rules and procedures can be complicated or difficult to grasp 
for persons who do not interact with Norwegian Customs on a 
day-to-day basis. Furthermore, after conducting surveys, we 
also discovered that while Norwegians’ travels and purchases 
of goods abroad has increased sharply over the last years, 
there has not been a corresponding increase in the number of 
customs clearances. This combination of facts was interesting 
and made us want to take a closer look and see whether we 
could come up with an efficient measure that would both 
increase general awareness of Customs and travel regulations, 
but also increase the number and amount of declared goods.

The project which resulted from this work, was the Norwegian 
Customs App, launched in summer of 2016.

The main aim of the Norwegian Customs app is to make it 
easier for travelers to customs clear alcohol and tobacco 
correctly. Why focus on these products in our first app? Simply 
because they are important. Most Norwegian travelers are in 
fact aware that there exists a duty-free quota based on a 
certain amount, but they also think that the rules are strict 
and difficult to understand. This system of quotas and 
amounts is also complicated further by the fact that 
one can also swap amounts in between the 
quotas.

Thus, we wanted to develop an app that would 
make it easy for travelers to:

• check if the amount of alcohol and 
tobacco is within the duty-free 
quota;

• check what it costs to exceed the 
quota;

• make it easy to pay the duty; and 
• pass the border in an efficient way. 

With the Norwegian Customs app, travelers can 
now not only calculate how much alcohol and 
tobacco they can bring into Norway duty-free, 
but also declare and pay duties in the app 
without having to go to a manned border 
crossing. The most popular part of the app is in                       
fact the “quota calculator”, which lets the user 
calculate the optimal combination of quotas 
(for one or two travelers) and check if the 

PCIA4: The Norwegian Customs App
By: Norway

of coincidence (of the plate number or VIN), the declaration 
is directed to the officer of the Risk Management Division 
working 24/7. The officer of the Risk Management Division 
reviews the data of the customs declaration and 
SIS/Interpol available to him. If it is obvious that the 
coincidence is accidental (case 2), he directs the declaration 
to the green channel. In other cases, the declaration is 
directed to the red channel for the purposes of the 
inspection of the vehicle and its documents. After the 
inspection, the officer of the customs post informs the Risk 
Management Division of its results, sends the photos of the 
vehicle and documents. If the vehicle matches the data of 
the stolen vehicle contained in SIS/Interpol, the officer of 
the post calls the police officers who make further 
decisions. The Risk Management Division informs in the set 
procedure the Lithuanian Criminal Police Bureau about the 
results of the inspection of all stolen or searched vehicles.
If VIN of the vehicle is incorrect, i.e. it does not comply with 
the prescribed VIN structure (numbers are missing, the 
structure is wrong), the declaration is directed 
automatically to the red channel with the instruction to 
perform the inspection. After checking the vehicle and 
documents, the officer of the post records the results in the 
prescribed order. In most cases, VIN is incorrect due to the 
technical errors made while completing declarations.
This method allows you to check information from several 
sources faster and better and to co-operate with the Police 
Department, in order to detect stolen vehicles.
The method helps the customs authorities to detect stolen 
vehicles and contributes to the improvement of the 
customs image.

Innovation novelty value/ uniqueness 
To the best knowledge of the authors, this method is 
applied only in Lithuania.

 Innovation generalisability 
The method could be applied in all EU countries, as it is 
likely that the Police have access to SIS/Interpol databases 
in all countries. The hardest and most time-consuming job 
was to persuade the LT Police Department to provide the 
customs authorities with automatic access to the Schengen 
Information System. Another inconvenience is that both 
sources contain inaccurate data (e.g. only vehicle brand, 

such as MERCEDES, MB, DAF etc., is entered), which 
generate fake coincidences and unnecessarily increase 
the number of automatically sent messages. We have 
solved this problem by creating a list of symbols for 
which RIKS does not apply to SIS/Interpol. The list is 

completed by ourselves, when meaningless 
coincidences are found.

Implementation status (as of summer 2019) of the 
Innovation 

Fully implemented
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unmanned border crossings
• The possibility to pay fee (customs clear) up to 48 

hours before travelers intend to cross the border
• The calculator function - (9 out of 10 that uses the 

app, go through the ‘Quota calculator’)
• Possibility to clear goods through customs for one or 

two persons travelling together (must cross the 
border together)

• Different payment methods (credit/debit card or 
mobile payment (Vipps).

 Innovation generalisability 
Considering the success that we’ve had nationally, Customs 
administrations in other countries (especially Nordic) have 
contacted us in order to gather and exchange information 
on the app and its development (note that the Swiss app, 
for example, was launched in 2018). The interest given, as 
well as the general trend towards increasing digitalization 
of Customs processes, makes us believe that the app has 
general application. In this sense, it can probably also lead 
to similar resource saving in other countries, which in turn 
frees up resources and allows customs authorities to focus 
on more important tasks.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented (30 June 2016)

One big reason for its success is that the app makes 
compliance easy. This has in turn led to an increase in both the 
number of customs clearances in the app and duties collected. 
The revenue has increased from about 10.3 million NOK in 
2017 to 17.8 million NOK in 2018 (already surpassed in 2019 
up until September), while the number of clearances has 
increased from around 35 000 in 2017 to 65 000 in 2018 (and 
2019 up until September). Furthermore, by comparing the 
numbers with the amount declared and collected before and 
after the launch of the app, we see that the app not only has 
contributed to the biggest increase in 2016-2018 in absolute 
terms, but also that the relative growth in clearance in the app 
has been greater than the one at manned border crossings 
and the automatic duty and tax machines. We can therefore 
reasonably assume that a large part of this increase never 
would had happened, had it not been for the existence of the 
app.

In addition, the app has also benefited Norwegian Customs. 
By simplifying and streamlining the customs clearance work, 
border officials can now spend less time assisting and carrying 
out customs clearances of alcohol and tobacco. In this way, 
officials can prioritize other tasks, such as checks on illegal or 
other restricted goods. This provides benefits for both 
Customs and society on a broader level.

Regarding results obtained, the app has had positive effects 
on:

• Correct importation (calculation of fee)
• Effective importation of goods
• Increased proportion of customs cleared goods
• Protecting society against the illegal importation of 

goods
• Raised awareness in the population
• Improved Customs reputation
• Data protection, as no personal data are stored in the 

app.

“For Customs it can be about new capabilities, faster 
performance, lower rate in false positives/negatives, lower 
operational costs etc.” As noted above, officials can prioritize 
more important tasks. The App has also:

• Reduced the number of requests in the red channel
• Reduced the number of officials handling the clearance 

of alcohol and tobacco
• Made it possible for travelers to clear goods through 

customs for one more person (you can choose to use the 
app for 1 or 2 travelers)  

Innovation novelty value/ uniqueness 
To our knowledge, at the time we launched the app in 2016, 
no other government / government agency offered a similar 
service to private persons. The Norwegian Customs app is still 
unique in Norway, and it is probably still regarded as 
innovative on an international level. 

For us, the following steps were especially innovative:
• The possibility to declare and cross the border at 

PEN-CP Magazine Issue 9 | PEN-CP INNOVATION AWARD 2019 SUBMISSIONS

-17-



PCIA5: Smartphone TCM-app to Check the List Ingredients 
of Traditional Chinese Medicines on CITES species
By: The Netherlands

without the intervention of translators. This leads to faster, 
more effective and cheaper handling of these types of 
checks.

Because the app quickly and effectively can be deployed by 
the customs officer in the field, less time needs to be spent 
on these types of checks and it is easier and therefore much 
faster to decide whether goods should be held or can be 
released.

Innovation novelty value/ uniqueness 
This kind of use of artificial intelligence, an app with a 
combination of taking a photo, text recognition, translation 
and fully automated control with a list of prohibited 
substances is new to Customs and unique in the world.

Implementation status (as of summer 
2019) of the Innovation 
Proof of Concept

Overview on the Innovation 
The innovation relates to the use of Artificial Intelligence (AI) 
in a physical check by Dutch Customs on shipments of 
Traditional Chinese Medicines (TCM). Dutch customs must 
know whether the list of ingredients on the packaging of 
Traditional Chinese Medicine contains ingredients that are 
prohibited under the CITES-convention. This concerns 
ingredients from endangered plants and animals, such as tiger 
and rhino.

Via the TCM-app on the smartphone the customs officer in the 
field takes a photo of the list of ingredients in Chinese 
characters on the packaging of the TCM. The photo is then 
converted into editable text via Optical Character Recognition 
(OCR). The app will then translate the Chinese characters into 
English words. The app then compares the English text with 
the English list of species prohibited by the CITES-convention 
which is uploaded in the app. Eventually the smartphone of 
the customs officer will indicate whether the shipment 
contains prohibited ingredients. Based on this outcome the 
customs officer can complete the physical check.

The value/ benefits/ impact of the 
Innovation 
The app gives Dutch Customs new capabilities by translating 
Chinese texts quickly and effectively. It enables instant 
comparison with the species listed on the CITES-appendices 
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customs services of the Baltic States provides an 
opportunity to create a unified network for exchange of the 
information on vehicles and freight crossing borders, and to 
ensure not only an efficient mechanism of control and 
exchange of information but also the sustainability of 
previously implemented data exchange projects.

Agreement has been signed between the Customs 
Department under the Ministry of Finance of the Republic 
of Lithuania, the Estonian Tax and Customs Board and the 
State Revenue Service of the Republic of Latvia on the 
exchange of information, using joint data exchange 
network between X-ray scanners. At the moment, the joint 
data exchange network of Lithuania, Estonia and Latvia 
includes 17 XCS (7 in Lithuania, 8 in Latvia and 2 in Estonia) 
located in border crossing points.

The value/ benefits/ impact of the Innovation 
The project has been implemented in three areas:

• Creating and launching an information exchange 
network between customs services of the three Baltic 
States including the possibility to perform the analysis 
of X-ray images generated by devices of different 
manufacturers;

• Developing a database of types of smuggled goods and 
having the opportunity to accumulate an archive of 
such data;

• Training facilities, providing hardware and specialized 
software for XCS operators.

Implementation of the project ensures effective quantity 

Overview on the Innovation 
The BAXE (BAltic X-ray images Exchange) project seeks to 
ensure the protection of the EU market, the society and 
financial interests in order to support the competitiveness of 
companies in legal business, facilitate legitimate trade, control 
international movement of goods involved in international 
supply chains and enhance cooperation between the customs 
service and business community.

The customs authorities of the Baltic States use 17 X-ray 
control systems (XCS), which are set out at the EU external 
border. These XCS worked separately, the exchange of data 
between them was not carried out, and the customs officers 
did not have the opportunity to exchange information on the 
checks carried out and communicate the detected smuggling 
cases. Such kind of data exchange is further complicated by 
the fact that the customs authorities of the Baltic States use 
different brands of XCS, which generate images that are not 
compatible due to the different formats.

In order to resolve the issue described above, it was necessary 
to create or acquire a specialized software capable to 
recognize and accept different X-ray images generated by the 
largest and most popular XCS producers, such as Nuctech, 
Rapiscan and Smiths Detection. The ability to recognize X-ray 
images, generated by the scanners of other producers and the 
possibility to further develop the possessed software, is an 
additional advantage of BAXE project.

The joint data exchange network between XRS used by the 

PCIA6: The BAXE-project
By: Latvia
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the needs of customs from different countries.

There is also a unique X-ray image database which collects 
data from the customs of the three Baltic States. This 
database enables customs officers to conduct targeted 
search of vehicles carrying freight to their interest that have 
been checked at various border crossing points on the 
external Eastern border of the EU.

Furthermore, centralised analysis of X-ray images is taking 
place in the main office of the State Revenue Service of the 
Republic of Latvia in Riga, instead of separate Customs 
Control Points. The opportunity helps to optimise the X-ray 
image analysis and save staff resources. Besides the 
innovative value of the project, it should also be mentioned 
that the smooth and constructive cooperation between the 
three Baltic States was and still is invaluable to achieve the 
common goal.

 Innovation generalisability 
In view of the potential use of BAXE, a Central X-ray images 
portal has been created. It gives ability to the authorized 
external users (for example from the customs services of 
other EU Member States) via web-application, to access the 
database of scanned vehicles and to review images in 
simplified form (e.g. TIFF or JPG format). No license is 
required for this, therefore external users have the 
possibility to analyse images in another more simplified 
manner than X-ray operators. This Portal provides the 
possibility to view scanned images in a very simple and 
quick way, being intended for the members of customs 
mobile teams, law enforcement officials and for the 
representatives of the customs authorities of foreign 
countries.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented.

As a next step in the use of BAXE, it is planned to include 
x-ray systems operating at railway border crossing points in 
the common system of the Baltic States.

and quality indicators of customs inspections, and control of 
flow of goods all over the customs territory of the Baltic 
States. It supports the customs authorities of the Baltic States 
in the pursue of the objectives and targets of long-term 
strategy and the compliance with the commitments to the EU 
and international organisations.

The establishment of adequate and modern material base of 
the customs services of the Baltic States allows to effectively 
combat and prevent infringements of customs legislation.

XCS benefits provided to the customs services of the Baltic 
States are as follows:

• improvement of collection of taxes to the EU and State 
budget;

• creation of favourable conditions for facilitation of 
international trade and legal business;

• prevention measures for movement of smuggled goods;
• control of movement of goods (freight) and monitoring 

of emerging risks in order to carry out effective risk 
analysis and risk-based selection;

• most efficient customs controls in any place of the 
territory of the Baltic States;

• effective improvement of the control of international 
supply chain;

• wide range of possibilities of competitiveness in legal 
business;

• installation of advanced and modern customs control 
technologies.

Innovation novelty value/ uniqueness 
The project created and implemented numerous innovations 
bringing high value for several customs services of EU 
Member States at the same time.

For the first time, a universal X-ray image format has been 
developed and used by several EU countries.

We want to emphasize that there are software solutions for 
various x-ray image formats, but for the first time BAXE has 
created a process that automatically converts various images 
into a completely unique generic universal format, meeting 
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Also, we think that by working on the analysis of each 
economic operator’s customs behavior (through his 
declarations and inspection results) we can reinforce or 
discourage certain type of actions, and nudge operators in 
the right direction.

Innovation generalisability 
Apart from a few local specificities, the core principles of 
SEDA 2.0 are scalable to multiple flow and to other 
customs. All that is needed is a structured history of past 
declaration and inspection results, the rest can be derived 
from that.

It would however imply a complete rethink/rebuild of the 
national targeting tool.

Lessons learned and the principle behind successful 
features can be discussed and exchanged with other 
customs.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented

Overview on the Innovation 
SEDA 2.0 is the new automated declaration selection engine 
designed by Belgian customs.

It has been designed to address challenges that all customs 
administrations must face:

1. The number of declarations is growing exponentially 
and will continue to do so with the rise of E-commerce.

2. Customs have a limited inspection capacity. We thus 
have to use it in the most efficient way possible, and to 
manage the output of the system so that it doesn't 
drown targeting and inspecting officers.

3. Customs must be able to provide facilitation to 
companies doing legitimate trade, in the most objective 
way possible.

4. The decision to inspect a shipment must be taken very 
quickly to not burden the supply chain but also with the 
best information possible.

To face these challenges, Belgian customs chose to design a 
tool that is able to:

• Automatically and systematically leverage new data 
sources such as the feedback from past inspections and 
a broad set of enrichments establishing the past 
behavior of an economic operator.

• Run complex datamining and machine learning models 
in an instant.

• Identify hits with a high chance of being a false positive 
based on knowledge acquired from past inspections and 
declarations.

• Log every decision it takes, at each stage of the process, 
to facilitate reporting and the evaluation of Risk Profiles. 

• Dynamically react to changes of behavior or compliance.
• Still have room for improvement with “empty boxes” left 

for future features.

The value/ benefits/ impact of the Innovation 
One year after implementation, we can say with certainty 
that:

1. We managed to reduce the output of the system 
significantly by releasing unjustified hits automatically.

2. More targeted and relevant selection criteria can now 
be used to make a selection. Every risk profile is in the 
process of being revised to add these new elements. The 
Hit rate has globally improved.

3. Front line officers have noticed an increase in the 
variety and the level of suspiciousness of the 
declarations put under control.

4. We are now able to use dynamic features in our 
targeting, which has been very useful for our data 
scientists. New very efficient models have been 
implemented that were not possible in the past.

PCIA7: SEDA 2.0 Automated declaration selection engine
By: Belgium
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We are pleased to announce that, as of September 2020, all PEN-CP calls open for submissions are presented in the publicly 
available area of the CMT/POP platform. After a brief overview on the project itself, and on seven key instruments on 
‘innovation boosting’, the (currently) open calls are listed. And, by clicking on a specific open call, for example on Expert 
Report 4, you access the call full text with all necessary details.

It is obvious that the structure (sub-headlines) will vary a bit, depending on which type of innovation instrument is in 
question. In the case of Expert Reports, we are structuring the call texts as follows: Background, Goal, Tasks, 
Structure-length-language, Applicants and process, Documents to submit, Evaluation criteria, Evaluation and contract 
signing process, and Dates-contacts-fee.

The URL in CMT/POP is:
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events

Please circulate this link among your professional networks, including academia, research institutes, start-ups and 
scale-ups, security innovators and so forth. You can also opt to send your ideas on possible contact persons by email to: 
pen-cp@cross-border.org (note: all follow-up messaging will naturally be done in full compliance with the GDPR regulation)

OPEN CALLS ON PEN-CP INNOVATION 
INSTRUMENTS: ONLINE IN CMT/POP!
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in one action, let alone insightfully presented as a 
result of that action. Next, search results may not be 
retrievable over the internet or openly accessible. As 
a consequence, when setting up a new analysis 
method, gathering and digesting information 
consumes a lot of time. A single search tool/platform 
for the various sources, yielding per entered product 
or material the chemical, biological or physical 
analytical methods ranked in suitability, and clearly 
indicating the accessibility and availability of the 
information would be a time-saving huge step 
forward.

This Expert Report will identify and present a set of 
relevant databases, scientific literature and other 
sources of relevant information which could be linked 
with a search tool/platform in the future. The report 
is expected to support the faster identification of 
analysis methods. It should also facilitate more 
traditional peer-to-peer exchange of information 
between existing networks of customs laboratories, 
universities, and industry players. For example, the 
expert report can identify tools/platforms that allow 
customs experts to shortlist potential analysis 
methods before reaching out to their contacts for 
further advice. The expert report is a first step to 
study the feasibility of a single search tool/ platform. 
Therefore, clear indications are required on the 
restricted access or full open source availability of the 
information.

Goal for the Expert Report
This Expert Report should study online and offline 
databases that provide information about laboratory 
analysis methods for the analysis of new materials or 
products. The contracted expert needs to identify the 
databases and information sources used by Customs 
laboratories in at least two countries, one in the 
American region and one in the Asian region 
(preferably Canada, the United States, Japan, and/or 

Background
“The EU Customs laboratories provide the scientific 
expertise needed to enforce European regulations on 
Customs. Their main tasks include:

• Chemical analyses to determine the tariff 
classification and duties of goods

• Control of dangerous substances (e.g. pesticides, 
pollutants, narcotics, illegal medicines, etc.)

• Determining the authenticity of products and 
tracking counterfeit

• Providing overall scientific expertise to all customs 
departments

As such, European Customs Laboratories play an 
essential role in 

• the fight against illegal trafficking (e.g. drugs, or 
contraband)

• combating fraud
• protecting consumers’ and their health
• safeguarding the environment
• helping the fight against terrorism
• ensuring border integrity” (Source: EC materials)  

Regularly, customs laboratories are confronted with 
new materials and new products to be analyzed. It 
should be noted that the number of substances, 
products, and materials, which could be controlled by 
customs is practically limitless and unpredictable. 
Depending on the need for analysis, the analytical 
method predominantly is of chemical, but also may be 
of biochemical or physical nature. Commercial actors 
producing the products and materials only in some 
cases are willing to share their analytical methods. To 
set up a new effective and efficient method, the 
Customs Laboratories European Network (CLEN), 
analytical databases, and scientific literature are 
consulted.

Information from the various databases, publishers of 
scientific literature and other sources of relevant 
information on the internet is currently not searchable 

Expert Report: Review 
of online databases on 
chemical analysis 
methods for the 
identification of new 
products and materials 
(PEN-CP-2020-ER4)
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• Determine how commercial laboratories, such as 
LUCIDEON (https://www.lucideon.com/) SGS 
(https://www.sgs.com/) or EUROFINS 
(https://www.eurofins.com/) keep up with 
analytical methods for new material and 
products. 

• Explore if a “de facto open source database” for 
analytical methods exists already.

• Discuss findings with PEN-CP experts. 
• Compile all information into the final Expert 

report, and provide recommendations for 
PEN-CP.

*Please note that the following sources are 
considered to be already known for customs 
laboratories in Europe: SciFinder, ASTM International, 
NIST Standard, International Standards Organisation 
(ISO), Official methods from the European Union, 
Customs Laboratories European Network (CLEN), the 
ECHA Compendium of analytical methods, and 
in-house methods of the Japanese and South-Korean 
Customs laboratories. 

Report structure, length and language 
• Chapter 1. Overall approach and methodology 

for identifying and mapping the databases and 
sources of knowledge.

• Chapter 2. Analysis of each of the selected 
databases and sources of knowledge, with the 
following (minimum) content:

o Description of the tool/platform/database
o Requirements for access
o Cost to access it (if any)

• If costs apply, describe the preview 
information available (for free)

South Korea). In addition, the expert needs to identify a 
minimum of three databases or other knowledge 
sources used outside the Customs community.

The identified databases / sources of information should 
have the following characteristics:

• Information on analysis methods for the analysis of 
new materials and products, detailed enough to be 
directly applicable in a laboratory

• Predominantly contain analytical chemical 
methods

• Information on the quality management status of 
methods

• Requirements for customs use, for free or at a 
(membership) fee

• Information should be available at least in one of 
the official languages of the European Union

The outcomes of the Expert Report will be presented 
and discussed in a broader PEN-CP web-meeting once 
the report has been finalized.

Tasks to be carried out
• Identify the main sources of chemical analytical 

methods used for new material or products in at 
least two Customs laboratories outside EU, one in 
the American region and one in the Asian region, 
preferably the Canada, the United States, Japan, 
and/or South Korea.

• List available sources of chemical analysis methods 
for new materials and products *.

• Determine how these databases and knowledge 
sources can be accessed. (you do not need to 
include the sources already known to customs 
laboratories*).

o Availability of an Application Programming 
Interface (API) and its costs (if any)

o Information updating frequency 
o Languages offered
o Level of detail offered (complete method, 

summary description or reference to original 
publication of method, etc.)

• Chapter 3. Recommendations for PEN-CP

The Expert Report is expected to be 15-20 pages, plus 
possible annexes.

The language for the report is English.

Applicants and application process 
You can apply either as a natural person or as a legal 
entity (registered company with a VAT ID). In case you 
are a team of two natural persons, please identify clearly 
who is the main contact person for contractual purposes. 
It is also important to note that the call is announced in 
public and is open for anyone knowledgeable on the 
topic to apply. We may also approach potential experts 
by email.

The application process consists of following three steps:
• Step 1: Applicant expresses his/her interest by 

sending an email to pen-cp-arttic@eurtd.com 
• Step 2: Applicant receives credentials by email (from 

PEN-CP) enabling the proposal submission
• Step 3: Applicant submits the proposal (both 

technical and cv -sections)

Documents to submit 
Submit the following documents as 
part of your proposal

1. Technical proposal (max 2 pages)
• Describe the 

methodology you will use 
to achieve the goal for 
this project

• State a list of planned 
activities, with a respective 
time frame (please plan for project 
duration of three months)

• List the main risks/limitations you foresee 
with the assignment, with a mitigation plan

2. CVs of 1-2 experts who will carry out the work, 
highlighting their past experiences working on 
similar topic(s).

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project 

work and risk plan = max 60 points
• Criteria 2: The relevant past experience of the 1-2 
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experts included in the proposal = max 40 points
• Minimum threshold to be considered for selection: 

Criteria 1 = min 35 points; Criteria 2 = min 25 points

Evaluation and contract signing process
• Step 1: Evaluation of all applications by scoring and 

ranking them.
• Step 2: Selection of the applicant with the highest 

score and initiation of the contractual process.
• Step 3: Communication with the non-selected 

applications of the evaluation results.
• Step 4: Contracting with the selected applicant.
• Step 5: Possibility to contact the unsuccessful 

applicant (if the contract cannot be closed with the 
selected applicant for appropriate reasons), to 
suggest contract negotiation (then follow with Step 4)

Dates, contacts and consulting fee
• Call publication date: 27 October 2020
• Deadline for proposal submission: 8 December 2020
• Call results available (expected): 23 December 2020
• Project start date: Latest on 1 February 2021
• Project duration: Three months
• Administrative contact person: Ms. Amrita 

Choudhary, ARTTIC; pen-cp-arttic@eurtd.com
• Consulting fee: 5.900 EUR

Note: PEN-CP reserves rights to make updates on the dates 
listed above, in case no proposal reaches the 
minimum threshold.

o Availability of an Application Programming 
Interface (API) and its costs (if any)

o Information updating frequency 
o Languages offered
o Level of detail offered (complete method, 

summary description or reference to original 
publication of method, etc.)

• Chapter 3. Recommendations for PEN-CP

The Expert Report is expected to be 15-20 pages, plus 
possible annexes.

The language for the report is English.

Applicants and application process 
You can apply either as a natural person or as a legal 
entity (registered company with a VAT ID). In case you 
are a team of two natural persons, please identify clearly 
who is the main contact person for contractual purposes. 
It is also important to note that the call is announced in 
public and is open for anyone knowledgeable on the 
topic to apply. We may also approach potential experts 
by email.

The application process consists of following three steps:
• Step 1: Applicant expresses his/her interest by 

sending an email to pen-cp-arttic@eurtd.com 
• Step 2: Applicant receives credentials by email (from 

PEN-CP) enabling the proposal submission
• Step 3: Applicant submits the proposal (both 

technical and cv -sections)

Documents to submit 
Submit the following documents as 
part of your proposal

1. Technical proposal (max 2 pages)
• Describe the 

methodology you will use 
to achieve the goal for 
this project

• State a list of planned 
activities, with a respective 
time frame (please plan for project 
duration of three months)

• List the main risks/limitations you foresee 
with the assignment, with a mitigation plan

2. CVs of 1-2 experts who will carry out the work, 
highlighting their past experiences working on 
similar topic(s).

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project 

work and risk plan = max 60 points
• Criteria 2: The relevant past experience of the 1-2 
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Preparing for PEN-CP Expert 
Report 5 Announcement: 

Mapping Innovation 
Technology Calls in Europe 
and the US

One track of activities in PEN-CP is to identify topics and prepare open calls for Expert Reports. As 
a reminder from Grant Agreement / Description of Action: “Expert reports can be triggered on-demand 
by any of the PEN-CP customs partners when a need for new information and analysis emerges; not yet 
being covered in other PEN-CP Key Components... Following a simple call procedure, the most suitable 
expert is chosen to carry out the work, and to deliver a report to answer the information needs, in 
a relatively short timeframe. Next to the written report, the experts are invited to present their 
findings at the next Annual PEN-CP event… The goal is that each Expert report delivers minimum one 
useful finding, for further treatment in the project.” Below we present a work-in-process draft on 
“Mapping Innovation Technology Calls in Europe and the US”, which we hope that becomes soon the 
PEN-CP Expert Report 5.

By Trevor Francis, UK Border Force

Using the United Kingdom as an example for a moment, 
there are a number of innovation calls running, usually 
security related, which have a different approach. One 
model, frequently used in the UK is to split the available 
funding into two phases. Something quite short, after 
which projects are further evaluated, then a longer piece of 
work for a smaller number of projects. Phase 1 (with a 
duration of approximately 4-6 months) works for a modest 
grant and must demonstrate proof-of-concept. Phase 2 
(with a duration of approximately 18-24 months) works and 
delivers a prototype but has a larger grant. Although 
budget size is one of the factors limiting how many projects 
are funded for the more expensive phase 2, there are 
usually examples of good science and innovation which are 
not progressed from phase 1, but which may be useful for 
recycling for PEN-CP purposes. For example, a call may get 
40 applications from which 15 may be funded for phase 1. 
When phase 1 has run its course and the projects 
evaluated, perhaps there will only be sufficient funding to 
support five of those in phase 2.

Within the unfunded projects, there will usually be some 
really good ideas, which could be adaptable for customs 
challenges. Those projects in phase 2 have the opportunity 
to move up on the technology readiness level (TRL) ladder 

Background and context
In many countries, there will be government bodies 
concerned primarily with security threats and counter 
terrorism. Many will recognise that with an evolving threat 
situation, there is a need for technology to offer greater 
capability, so in order bring about potential solutions, 
innovation calls are published which set out a given challenge 
and offer funding to encourage research and solutions to 
address that requirement.  

There are a number of synergies between customs and other 
governmental agencies (such as police, border guards, 
forensics, etc), as each of these entities will be seeking to 
detect different threat types, but on people, baggage, freight 
and vehicles, all areas very familiar to customs. So, the 
question has to be asked whether some of the technologies 
developed for those applications, may also offer benefits and 
capability to customs challenge areas?

Horizon 2020 is one mechanism for innovation which will be 
familiar to many, not least because it made PEN-CP possible 
and during its lifecycle several customs-focussed challenges 
have been beneficiaries of funding. Horizon 2020 projects 
usually run for around 36 months. This is a Pan-European 
initiative, but what is taking place at the national level?
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o Availability of an Application Programming 
Interface (API) and its costs (if any)

o Information updating frequency 
o Languages offered
o Level of detail offered (complete method, 

summary description or reference to original 
publication of method, etc.)

• Chapter 3. Recommendations for PEN-CP

The Expert Report is expected to be 15-20 pages, plus 
possible annexes.

The language for the report is English.

Applicants and application process 
You can apply either as a natural person or as a legal 
entity (registered company with a VAT ID). In case you 
are a team of two natural persons, please identify clearly 
who is the main contact person for contractual purposes. 
It is also important to note that the call is announced in 
public and is open for anyone knowledgeable on the 
topic to apply. We may also approach potential experts 
by email.

The application process consists of following three steps:
• Step 1: Applicant expresses his/her interest by 

sending an email to pen-cp-arttic@eurtd.com 
• Step 2: Applicant receives credentials by email (from 

PEN-CP) enabling the proposal submission
• Step 3: Applicant submits the proposal (both 

technical and cv -sections)

Documents to submit 
Submit the following documents as 
part of your proposal

1. Technical proposal (max 2 pages)
• Describe the 

methodology you will use 
to achieve the goal for 
this project

• State a list of planned 
activities, with a respective 
time frame (please plan for project 
duration of three months)

• List the main risks/limitations you foresee 
with the assignment, with a mitigation plan

2. CVs of 1-2 experts who will carry out the work, 
highlighting their past experiences working on 
similar topic(s).

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project 

work and risk plan = max 60 points
• Criteria 2: The relevant past experience of the 1-2 

Using the United Kingdom as an example for a moment, 
there are a number of innovation calls running, usually 
security related, which have a different approach. One 
model, frequently used in the UK is to split the available 
funding into two phases. Something quite short, after 
which projects are further evaluated, then a longer piece of 
work for a smaller number of projects. Phase 1 (with a 
duration of approximately 4-6 months) works for a modest 
grant and must demonstrate proof-of-concept. Phase 2 
(with a duration of approximately 18-24 months) works and 
delivers a prototype but has a larger grant. Although 
budget size is one of the factors limiting how many projects 
are funded for the more expensive phase 2, there are 
usually examples of good science and innovation which are 
not progressed from phase 1, but which may be useful for 
recycling for PEN-CP purposes. For example, a call may get 
40 applications from which 15 may be funded for phase 1. 
When phase 1 has run its course and the projects 
evaluated, perhaps there will only be sufficient funding to 
support five of those in phase 2.

Within the unfunded projects, there will usually be some 
really good ideas, which could be adaptable for customs 
challenges. Those projects in phase 2 have the opportunity 
to move up on the technology readiness level (TRL) ladder 

calls and the corresponding winners.
• Ensure that PEN-CP innovation competitions do not 

duplicate efforts already made.

Based on the results obtained in the Expert Report, the 
PEN-CP can obtain a framework on how to set up a 
permanent monitoring system of innovation calls in the 
European Union and other relevant countries, such as the 
United States. We can include the research organisation 
details on our database, which gives us a wider audience to 
target for calls for our PEN-CP funding instruments, or to 
call upon if specific customs administration publishes 
challenges. Potentially it can be a mechanism to articulate 
customs needs to industry and academia, but it is up to us, 
as a community, to make it into a useful tool that delivers 
future technology that can help us protect our borders and 
enhance our efficiency.

Next steps in finalizing the Expert Report 
5 call text
The plan is that during the coming few weeks, and by the 
time Magazine 10 comes out (tentatively schedule for 
December 2020), we will finalize the call text and move 
ahead in announcing this Expert Report call (plan is the 
publish it as the 5th PEN-CP Expert Report topic). If any 
PEN-CP partner has ideas on what (additional) to include in 
the calls text; or, where to take out some of the 
requirements (remembering that typically we expect some 
15-25 person days of work), please send emails to:  action 
leader Trevor.Francis2@homeoffice.gov.uk , and copy to: 
pen-cp@cross-border.org 

and as they develop and mature, we can also monitor their 
application for customs challenge areas. The value here is not 
just about the specific project, but an opportunity to broaden 
our knowledge of universities, SME’s and innovators with the 
skills to tackle customs challenges.

The practice illustrated by the UK example is probably 
replicated to some degree across Europe, suggesting that 
there is a wealth of innovation taking place that we are 
unsighted on.

In this sense, the PEN-CP project would like to map the 
innovation technology calls across the European Union and in 
the United States. This mapping could be focused on areas 
related to security threats and that might have an impact on 
European Customs Administration authorities.

Mapping through a PEN-CP Expert Report
The mapping of innovation technology calls can be executed 
through the PEN-CP Expert Report instrument. This Expert 
Report could examine and list which innovation calls are 
taking place across the EU both by customs and security 
services. The objectives will be to:

• Capture and baseline which innovation competitions 
have taken place, are taken place or will take place from 
year 2016 to 2020.

• Understand the scope of the respective challenges, 
particularly noting those relevant to customs 
applications.

• Identify which research organisation (institutes, 
manufacturers, individuals, etc.) bid in the identified 
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Help us to expand on 
GDPR-compliant approaches 
to reach potential external 
experts and security 
innovators!

Identifying and reaching out to potential experts and security innovators is a challenge for any innovation 
boosting network, including for PEN-CP. Until the end of our mandate - which is being extended until January 
2024, due to COVID-19 triggered complexities and delays – we intend to reach out to few hundreds of relevant 
start-ups, scale-ups, medium- and large-sized companies, universities, research institutes, consultancies etc. We 
will encourage them to email us expressions-of-interest, e.g. on Hackathon participation; to submit (simple) 
proposals, e.g. for Expert Reports; to prepare and submit blueprints and other technical entries, e.g. to join 
Challenge competitions; and more. Ultimately, we aim for tangible engagements with some 
two dozen of external innovators, in order to successfully complete all planned PEN-CP activities, between now 
and January 2024.

Even before the times of General Data Protection Regulation (EU GDPR), it was not easy to gain ‘credible email 
and newsletter attention’ when announcing to submit proposals, to win (small) contracts etc.; due to all kinds 
of spam-emails, phishing attempts and the likes floating back-and-forth across the cyberspace. And after the 
GDPR kicked in, even sending out such messages in the first place has become more complex, being subject to 
privacy protection rules with clauses such as ‘informed consent’, ‘right to request information’, ‘revocation of 
records on demand’, and so on. Last but not least, COVID-19 travel and meeting restrictions have (hopefully 
temporarily) put a halt on all opportunities to advertise face-to-face our innovation instruments and events.

In this PEN-CP Magazine article we present the various 
on-line and other channels used to promote and to gain 
attention of potential external experts and security 
innovators who could be capable to execute tasks required 
for PEN-CP Innovation instruments and innovation events. 
Naturally, all these efforts take place in full compliance 
with the GDPR regulation, while also maximizing the 
‘credible look and feel’ aspects of our communications to 
the outside world. Finally, we invite all interested external 
parties to consider sending us your contact details, in 
preparation for future calls in PEN-CP Innovation 
instruments and events.

URL to announce and administer all PEN-CP innovation instruments and events
We have prepared a single portal page to announce and administer all calls for innovation instruments and 
events. The URL in CMT/POP-platform is:
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events

Eveone interested to submit proposals will be registered at this portal. The registration process, for newcomers, 
is triggered by sending an email to: pen-cp-arttic@eurtd.com
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After registering once, your data will be kept on this platform until the end of the project. In other words, you 
can join any of the future calls without a need to re-register.

PEN-CP in LinkedIn and Facebook
We are very pleased to note that the PEN-CP LinkedIn 
Group (joint group with H2020 PROFILE project) has 
already over 230 members, which all are ‘vetted, real, 
professional people’ working in customs, border 
management, security, supply chain, technology, policy 
and research fields. We announce and advertise all calls 
for PEN-CP Innovation instruments in this group. If you 
are not yet part of this group, please submit a request to 
join at: https://www.linkedin.com/groups/8183667/ . If 
you are already a member here, then please check our 
announcements, and share them in your own LinkedIn 
and other networks, to the extent feasible for you.

In addition, we have just recently opened a PEN-CP page in Facebook, with the primary objective to reach out 
to potential external experts and security innovators. We took this action after realizing that in our (private) 
Facebook contacts there are dozens of friends whom we know from the work circles. Feel free to join the 
PEN-CP group in Facebook, https://www.facebook.com/groups/pencp/ !

Advertising PEN-CP innovation instruments and events via Twitter
In Twitter, PEN-CP has near 200 followers, while itself following over 650 users. 
Near half of the Twitter users PEN-CP is following, have been identified thanks 
to work done in our Security Innovation Monitoring work, which covers a 
broad set of relevant solutions and technologies; Research-Development- 
Innovation projects; extracts from patent databases; and more. And, once one 
or two new calls are opened, we tweet few lines information on them, tagging 
those +/- 300 highly relevant Twitter-ids (@companies, @research_institutes, 
@projects, @individuals etc.)

Please help us to reach increasingly wide audiences, by following and 
re-tweeting from: https://twitter.com/PENCP_NET 

PEN-CP goes YouTube
The PEN-CP Coordinator opened couple of years ago a YouTube channel, 
where a variety of introductory, promotional and educational animations and 
videos are shared. As an example, the most popular one of them, ‘Potential 
benefits with AEO programs’, has over 5,500 views (in total, there are over 
15,000 views across all the animations and videos, as of October 2020). Near 
150 people have subscribed as regular audience for current and future 
animations and videos.

For PEN-CP, this (pre-existing) channel is a convenient place to store and share 
a variety of PEN-CP animations. In the future, we plan to upload short 
promotional videos on calls for PEN-CP Innovation instruments and events, hoping to reach wider audiences 
and to receive more expressions-of-interest and submissions for our Expert Reports, Hackathons, Prototype 
grants, and so forth.

Please follow this YouTube channel, and stay tuned for the new announcements! 
https://www.youtube.com/channel/UCVNREOilB1Doex4u9E6AHkw 
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Outreach channels with the European Commission
PEN-CP management team is in discussions with DG HOME on options for 
promotional channels regarding our open calls. As the first step to increase 
the visibility and distribution for our tweets, we can include hashtag 
#SecurityUnion, as well as tag the following two: @EUHomeAffairs  and 
@EU_Taxud . We are also able to use the on-line group for H2020 Networks of 
Security Practitioners (closed group in Circabc), for occasional 
announcements. Additional channels to reach out to external experts and 
security innovators may be identified and agreed with DG HOME in the future.

When it comes to Customs 2020 working/ project/ experts groups-teams-networks, PEN-CP has the privilege 
already to interact closely with several of them, including CELBET (Customs Eastern and South-Eastern Land 
Border Expert Team), CDTPG (Detection Technologies Project Group) and CLEN (Customs Laboratories European 
Network). We are currently exploring if these DG TAXUD linked channels could be used to announce about 
PEN-CP Innovation instruments and events in the future.

Announcements via other relevant networks and 
institutions
We are currently taking the first steps to invite other relevant 
networks and institutions to help distributing announcements 
on PEN-CP Innovation instruments and innovation events to 
their members and stakeholders. Here are three interesting 
examples, whom we plan to approach during the coming 
weeks (note: no discussions have taken place yet, thus no 
guarantee on any agreements in the future):

• WCO PICARD Programme - Partnership In Customs 
Academic Research and Development), 
http://www.wcoomd.org/en/topics/capacity-building/activities-and-programmes/cb_picard_overview.aspx 

• International Network of Customs Universities (INCU), https://incu.org/ 
• European Organisation for Security (EOS), http://www.eos-eu.com/ 

Opportunities with Open Innovation portals…
During the past years, multiple portals to announce and to 
administer Open Innovation calls, including Challenge 
competitions and Crowdsourcing ideas, have emerged in the 
Internet. Some of these portals may be suitable for PEN-CP to 
advertise the current innovation instruments and innovation 
events, and to attract external experts and security innovators to 
participate in the calls. Some of these portals have even 
pre-established ‘pools of problem solvers’ stored in their 
databases. Examples of promising Open Innovation portals include 
the following four (note: PEN-CP is still to approach these and 
similar portals, to find out about the feasibility, as well as possible 
costs, to work with them):

• NineSigma, https://www.ninesigma.com 
• Innoget, https://www.innoget.com
• Innocentive, https://www.innocentive.com
• IdeaConnection, https://www.ideaconnection.com/open-innovation-portal/ 
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…. and why not with recruiting portals
We have also identified on-line recruiting platforms that 
connect freelance scientists, researchers, and other 
professionals, with talent-seeking organizations and 
individuals. These may turn out to be a handy channel when 
searching candidates for example for PEN-CP Expert Report 
work. Examples of interesting recruiting portals include the 
following two (note: PEN-CP is still to approach these and 
similar portals, to find out about the feasibility, as well as 
possible costs, to work with them):

• Kolabtree, https://www.kolabtree.com/ 
• Upwork, https://www.upwork.com/

Occasional PEN-CP newsletters inviting to submit proposals
PEN-CP collates and sends out occasional newsletters to promote the on-going calls for PEN-CP Innovation 
instruments and innovation events. Elsewhere in this Magazine 9 you can see the updated status of the open 
calls, and of course you can always visit directly the portal set-up to announce and administer all PEN-CP 
innovation instruments and events: 
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events

Regarding the newsletters, we always include the following 
explanation section, making it very clear for the recipients 
why we send the newsletter, and what they need to do if 
they want to receive such newsletter also in the future. Here 
is the current text: “This newsletter is sent by the EU H2020 
funded project PEN-CP, which aims to innovate and improve 
customs security. While searching/ identifying relevant 
organizations, solutions, patents and projects in the broad 
field of customs, border and law enforcement security, your 
contact details came up. We would like to keep you 
up-to-date on the progress in PEN-CP project, including 
announcements on new calls for proposals (expert reports, 
hackathons, challenge competitions, prototype grants etc.).  
For this, we would like to store your contact information in 
the PEN-CP Security Innovator -database. If you agree to 
this, please send us a confirmation email by clicking on the 
link below: ‘click this link’. Your personal data will be treated 
in the strictest of confidence and will not be forwarded to 
third parties. If you would like to unsubscribe from future 
PEN-CP messages: ‘click this link’. 
The first newsletter can be viewed here:
 https://cmt.sym.place/newsletter/view/321024/SbC1AXjE27HGMigEyob2CD-lua_mzQghrWZ2k4QexKE 

Using phone to reach out to potential experts and 
security innovators
Next to the emailing, tweeting, newsletters, promotional 
animations, on-line portals and the likes, one must never 
forget the power of personal talks. As options for 
face-to-face discussions are very limited for the time being, 
using the good old phone may become a high value 
practice. In PEN-CP, we plan occasionally to perform 
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Background and context

Building on the 2019 legacy of PEN-CP Customs 
Innovation Awards (PCIA), we are happy to announce 
the PCIA competition for year 2020 (PCIA-2020). 
Opposite to 2019, when PEN-CP Customs partners were 
competing on existing and already implemented 
customs innovations, the focus of 2020 edition is on 
“Best Solution Ideas”. This means that “to the best of 
the knowledge of the individual/ team/ administration 
preparing a PCIA-2020 submission, the idea is not (yet) 
in operational use in customs”. Two of the three PEN-CP 
Expert Teams (PETs) have defined specific topics for 
their respective PCIA-tracks (see next pages for the 
details):

• Data & risks (PET-1): Novel approaches to cope with 
the growing international e-commerce traffic

• Laboratory equipment (PET-3): Future 
opportunities with mobile laboratory capabilities 

In the frame (and spirit) of PEN-CP being ‘a Novel 
Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’, PCIA-2020 has the following objectives:

• To identify, to share and to learn from promising 
solution ideas, including out-of-the-box ones, 
across the two topics listed above.

• To create new types of ‘innovation pipelines’ or 
‘upscaling of innovations’, where raw ideas born 
with one type of innovation instrument (e.g. 
innovation award submissions) are taken further 
with other types of instruments (e.g. challenge 
competitions), in a step-by-step manner, towards 
fully operational solutions and services. 

• To introduce and to promote new thinking and 
novel approaches for increasingly innovative 
Customs administrations in the future.

• And, during this process, to have a bit of fun, too.

The calls are published on 27.10.2020, and the deadline 
for the submissions is 15.12.2020. The maximum 

rounds of phone calls, to explain about opportunities with the current Innovation instruments and innovation 
events, to well-thought-of target audiences. Instead of cold calling, we intend to firs establish contacts in 
social media, particularly in LinkedIn. Although quite time consuming, this could become particularly relevant 
approach if we don’t receive any submissions by call deadlines. Let’s wait and see how this approach works 
out! 

Any and all security innovators out there: please join the PEN-CP extended community!
Did you become curious about opportunities to work in 
PEN-CP announced (and paid) activities in the future? 
Would you like to be part of the action with the ‘Novel 
Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’? Email your contact information to 
pen-cp@cross-border.org and to 
pen-cp-arttic@eurtd.com !

Please include the following sentence (or, similar) in 
your email: “I hereby agree that the EU H2020 project 
PEN-CP may store and process my contact data, in the 
context of PEN-CP Security Innovator database, and 
related newsletters, emails and other messages, 
including but not limited to PEN-CP Innovation 
instruments and events. My data shall not be disclosed 
to third parties without my consent.”

You may also explain briefly in your email in which 
PEN-CP themes (e.g. data & risks; detection 
technologies; laboratory equipment; supporting tools 
for innovation, communications etc.) and on which 
innovation instruments (experts reports, crowdsourcing ideas, hackathons, challenge competitions, 
prototype grants, tournaments etc.) you are particularly interested in.

Lastly, call for action among all PEN-CP partners!
Most of the PEN-CP partners have already been contributing to the identification and preparatory outreach 
towards the security innovator community in Europe and beyond. Some of you might remember the exercise 
we did in such context during summer 2019! Now, in October 2020, we kindly ask you to consider if you have 
additional contact ideas in your country – or, anywhere in Europe or globe, to that matter – which could be 
useful considering for example Expert Report 4 call (chemistry and physics), 1st Hackathon outline (data 
linking), and 1st Tournament vision (X-ray 
image analytics), all presented in this PEN-CP 
Magazine 9.

You can email any contact ideas to 
pen-cp@cross-border.org and to 
pen-cp-arttic@eurtd.com ; and the ‘PEN-CP 
innovation intermediary service’ (by ART, UNIL, 
TUD and CBRA; i.e. the ‘non-customs partners 
in PEN-CP’) takes it further. Thanks in advance 
for all your inputs!

PEN-CP Magazine Issue 9 | PEN-CP CUSTOMS INNOVATION AWARDS 

PEN-CP Magazine Issue 9 | HELP US TO EXPAND THE POOL OF EXTERNAL EXPERTS! 

-31-

-33-



PEN-CP Plans to Launch First Hackathons soon

Call for Submissions - 
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number of submissions per PEN-CP Customs partner 
is 10 per PET-topic, i.e. 2x10 = 20 max submissions per 
Customs administration. Submissions can be done by 
(i) individual officers, (ii) teams of officers, (iii) full 
departments, and/or (iv) the administration itself. 
Each PEN-CP Customs partner should nominate the 
PCIA-2020 contact person, who collates all inputs 
from her/his administration, and makes the final 
submissions, on PET-level, directly on the PEN-CP 
online platform (via POP, 
https://cmt.sym.place/groups/profile/302707/pen-c
p-innovation-instruments-and-innovation-events).

Each PET-team discusses and votes to decide the 
winning submissions, focusing particularly on the 
novelty value and potential impact of each submitted 
solution idea. Winners are announced and their 
submissions presented during PEN-CP Year 2 Annual 
Event (a web-conference in January 2021). The goal is 
that each winning solution idea will be followed up by 
one or more other PEN-CP Innovation Instruments, 
like hackathons, challenge competitions, prototype 
grants, etc. We also aim to offer large-scale visibility 
to the winning submissions - across PEN-CP 
community, in the EU and globally - via tweets, 
web-conferences, journal articles etc.

Please note that PCIA-2020 is open for all PEN-CP 
Customs partners, i.e. the 13 European Customs 
administrations forming part of the project 
consortium. In the future (years 2021 to 2023), 
PEN-CP plans to introduce similar innovation award 
competitions which are open for all EU27 customs, 
and/or for all WCO member administrations, to 
participate.

If you have any questions about the PCIA-2020 
activity, please feel free to send an email to: the task 
leader: rkw.roelofs@belastingdienst.nl  and copy to:  
pen-cp@cross-border.org 

Background and context

Building on the 2019 legacy of PEN-CP Customs 
Innovation Awards (PCIA), we are happy to announce 
the PCIA competition for year 2020 (PCIA-2020). 
Opposite to 2019, when PEN-CP Customs partners were 
competing on existing and already implemented 
customs innovations, the focus of 2020 edition is on 
“Best Solution Ideas”. This means that “to the best of 
the knowledge of the individual/ team/ administration 
preparing a PCIA-2020 submission, the idea is not (yet) 
in operational use in customs”. Two of the three PEN-CP 
Expert Teams (PETs) have defined specific topics for 
their respective PCIA-tracks (see next pages for the 
details):

• Data & risks (PET-1): Novel approaches to cope with 
the growing international e-commerce traffic

• Laboratory equipment (PET-3): Future 
opportunities with mobile laboratory capabilities 

In the frame (and spirit) of PEN-CP being ‘a Novel 
Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’, PCIA-2020 has the following objectives:

• To identify, to share and to learn from promising 
solution ideas, including out-of-the-box ones, 
across the two topics listed above.

• To create new types of ‘innovation pipelines’ or 
‘upscaling of innovations’, where raw ideas born 
with one type of innovation instrument (e.g. 
innovation award submissions) are taken further 
with other types of instruments (e.g. challenge 
competitions), in a step-by-step manner, towards 
fully operational solutions and services. 

• To introduce and to promote new thinking and 
novel approaches for increasingly innovative 
Customs administrations in the future.

• And, during this process, to have a bit of fun, too.

The calls are published on 27.10.2020, and the deadline 
for the submissions is 15.12.2020. The maximum 
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PEN-CP Hackathons challenge data scientists, programmers, 
and other specialists to take their best shot at critical 
problems and issues with digital customs. The first PEN-CP 
Hackathon is planned to focus on data linking issues that 
hold customs back from exploiting the full potential of 
electronic information and advanced data analytics. 

By Jonathan Migeotte, Belgian Ministry of Finance; Toni Männistö and Juha 
Hintsa, Cross-border Research Association; Trevor Francis, UK Border Force

Background
PEN-CP hackathons are intensive events where competing 
teams use their IT development and programming skills to 
design and pilot algorithms and tools to tackle pressing 
problems of digital customs. During a hackathon, each team 
will develop a data analytics solution from start to finish, 
typically within a 24-48 hour time window.
 
PEN-CP hackathons offer a unique chance for tech-savvy 
people to test their technical and problem-solving skills with 
complex customs challenges. The teams are given detailed 
instructions and the competition dataset at the start of the 
hackathon. A prize will be awarded to the team, which 
develops the most innovative, technically elegant, and 
impactful solution.

The hackathons are open to everyone with knowledge in data 
science, computer science, or related field. Customs domain 
expertise is not required, so specialists working at universities, 
research institutes, and other non-customs organizations are 
encouraged to participate. Participants should form teams of 
up to five members, who collectively have basic 
understanding on one or more programming languages and 
database management.

Topics for PEN-CP hackathons are identified and discussed 
during PEN-CP Expert Team (PET) meetings. If you are a 
PEN-CP customs expert willing to join the action on defining 
future hackathon topics, please contact the PET-leaders: PET-1 
Data & risks: Jonathan Migeotte (BEL); PET-2 Detection 
technologies: Trevor Francis (GBR); PET-3 Laboratory 
equipment: Micha Slegt (NLD).

Draft summary on PEN-CP Hackathon #1 on 
data linking (finalized complete description 
will be published later in 2020)
Linking of data records across multiple dataset is a critical step 
of modern customs risk management. Linked datasets enable 

green-lane initiatives. 
3. Innovation and technologies supporting the 

automated threat detection. 
4. Exchange of risk-relevant information between 

enforcement authorities. 
5. Improved targeting and control process. 

You can describe your solution idea by building on the 
5-point list above; by combining them in a new 
manner; and/or by coming up with new approaches/ 
category of actions how to deal better with the 
growing e-commerce traffic and related challenges.

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners. 

In the wake of booming e-commerce, customs have 
recognised the need to rethink their conventional 
enforcement roles and strategies. This PEN-CP Customs 
Innovation Award 2020 (PCIA-2020) is about solution 
ideas that help customs to cope with the growing 
international e-commerce traffic. Interesting themes 
include capacity building, risk management, and 
cooperation with companies, authorities, and other 
partners. Below you find five examples of typical 
categories of solutions. You are welcome to expand the 
list below with other ideas that could help to change the 
landscape of e-commerce & customs.

1. Collection of open source or additional data from 
e-commerce stakeholders. 

2. Vetting procedures of online merchants and 

PET 1 – Data and risk: Novel approaches to cope with the growing 
international e-commerce traffic (short version for public use)

• Explosive materials 
• Fuels
• Narcotics (other than NPSs)
• NPSs (new psychoactive substances) 
• Pharmaceuticals 
• Precious metals 
• Precursors for explosives and weapons
• Precursors for narcotics
• Radioactive and nuclear materials
• Waste
• Weapons and ammunitions 

The PEN-CP Customs Innovation Award 2020 looks for 
ideas on new mobile laboratory technologies that 
customs can use to identify goods at the borders or 
ideas on new applications for existing technology. In 
your submission, to the extent feasible, provide the 
name of a mobile technology, describe its operational 
principles, and explain how it can contribute to 
frontline customs controls, including which illicit 
materials it should target/ identify. If you opt to 
propose a combination of two or more mobile 
technologies, describe briefly how the full solution/ 
system works together. 

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners.

Customs administrations benefit from laboratory 
technologies that can be deployed at borders and that 
can be used by regular customs officers, as much as 
possible. Wide scale application of mobile technologies 
or even a frontline laboratory would allow customs to 
accelerate the identification of goods, reduce time and 
cost intensive off-site analysis, and streamline the 
overall customs control process. Customs may take an 
even greater advantage by adopting increasingly 
compact, user-friendly, and accurate laboratory 
instruments to extend frontline capabilities. Currently, 
Customs administrations deploy one or more of these 
technologies:

• Colorimetric tests
• RAMAN spectroscopy
• X-Ray fluorescence (XRF)
• Infrared spectroscopy (IR)
• Ion mobility spectrometry (IMS)
• Mass spectrometry (MS)

At the moment, under certain conditions, the 
technologies can be deployed on the field to identify a 
broad range of goods, including the following ones*:

• Alcohol 
• CITES (protected fauna and flora)
• Consumer products (textiles, toys etc.)
• Dual-use goods

PET 3 – Laboratory equipment: Future opportunities with mobile 
laboratory capabilities (short version for public use)

Vision for the 1st PEN-Tournament: 

*Adapted from the presentation of: 
www.unece.org/fileadmin/DAM/trans/events/docs/WP30_Jun13_Heeswijk.pdf (See page 11)
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PEN-CP Plans to Launch First Hackathons soon

PEN-CP Hackathons challenge data scientists, programmers, 
and other specialists to take their best shot at critical 
problems and issues with digital customs. The first PEN-CP 
Hackathon is planned to focus on data linking issues that 
hold customs back from exploiting the full potential of 
electronic information and advanced data analytics. 

By Jonathan Migeotte, Belgian Ministry of Finance; Toni Männistö and Juha 
Hintsa, Cross-border Research Association; Trevor Francis, UK Border Force

more expanded and sophisticated data analysis, allowing 
customs analysts to run queries, analytics, and modelling 
across integrated datasets. 

Sometimes two datasets include the same unique identifier 
that allow data analysts to establish an unmistakable link 
between corresponding records between the datasets. 
Such unique identifiers can be tracking numbers, container 
ID, or seal numbers. However, many times, there are no 
unique identifiers in two datasets that would allow 
clear-cut linking of records. In such cases, what data 
analysts can do is to look for similarities between records in 
the two different datasets. For instance, if two records 
occur on a same date, name the same shipper and 
consignee, and report the same value of goods, it may be 
that the two records refer to the same shipment. Such 
linking keys, composed of multiple pieces of information, 
can be used as proxies for the unique identifiers.
Hackathon participants would be tasked to find matching 
records in three datasets that refer to the same container 
movement. The exercise could involve linking one record to 
many records or many records to one record, adding an 
extra layer of complexity. As an additional task, the 
participants could be asked to find interesting open source 
databases online that could be used to support customs 
risk management processes. The participants get points for 
each correctly linked record. False links give minus points. 
In case of draw, the team who submits their assignment 
first wins the hackathon. 

Interested to stay updated on this (and 
other upcoming) PEN-CP hackathons?
The plan is to organize the first PEN-CO hackathon online 
early 2021. Those interested in participating  in the PEN-CP 
hackathons are invited to email an expression of interest to 
pen-cp-arttic@eurtd.com  (please note that hackathon 
events are meant for ‘external innovators’, and are not 
open for PEN-CP consortium partners to join).

Background
PEN-CP hackathons are intensive events where competing 
teams use their IT development and programming skills to 
design and pilot algorithms and tools to tackle pressing 
problems of digital customs. During a hackathon, each team 
will develop a data analytics solution from start to finish, 
typically within a 24-48 hour time window.
 
PEN-CP hackathons offer a unique chance for tech-savvy 
people to test their technical and problem-solving skills with 
complex customs challenges. The teams are given detailed 
instructions and the competition dataset at the start of the 
hackathon. A prize will be awarded to the team, which 
develops the most innovative, technically elegant, and 
impactful solution.

The hackathons are open to everyone with knowledge in data 
science, computer science, or related field. Customs domain 
expertise is not required, so specialists working at universities, 
research institutes, and other non-customs organizations are 
encouraged to participate. Participants should form teams of 
up to five members, who collectively have basic 
understanding on one or more programming languages and 
database management.

Topics for PEN-CP hackathons are identified and discussed 
during PEN-CP Expert Team (PET) meetings. If you are a 
PEN-CP customs expert willing to join the action on defining 
future hackathon topics, please contact the PET-leaders: PET-1 
Data & risks: Jonathan Migeotte (BEL); PET-2 Detection 
technologies: Trevor Francis (GBR); PET-3 Laboratory 
equipment: Micha Slegt (NLD).

Draft summary on PEN-CP Hackathon #1 on 
data linking (finalized complete description 
will be published later in 2020)
Linking of data records across multiple dataset is a critical step 
of modern customs risk management. Linked datasets enable 

green-lane initiatives. 
3. Innovation and technologies supporting the 

automated threat detection. 
4. Exchange of risk-relevant information between 

enforcement authorities. 
5. Improved targeting and control process. 

You can describe your solution idea by building on the 
5-point list above; by combining them in a new 
manner; and/or by coming up with new approaches/ 
category of actions how to deal better with the 
growing e-commerce traffic and related challenges.

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners. 

PET 1 – Data and risk: Novel approaches to cope with the growing 
international e-commerce traffic (short version for public use)

• Explosive materials 
• Fuels
• Narcotics (other than NPSs)
• NPSs (new psychoactive substances) 
• Pharmaceuticals 
• Precious metals 
• Precursors for explosives and weapons
• Precursors for narcotics
• Radioactive and nuclear materials
• Waste
• Weapons and ammunitions 

The PEN-CP Customs Innovation Award 2020 looks for 
ideas on new mobile laboratory technologies that 
customs can use to identify goods at the borders or 
ideas on new applications for existing technology. In 
your submission, to the extent feasible, provide the 
name of a mobile technology, describe its operational 
principles, and explain how it can contribute to 
frontline customs controls, including which illicit 
materials it should target/ identify. If you opt to 
propose a combination of two or more mobile 
technologies, describe briefly how the full solution/ 
system works together. 

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners.

PET 3 – Laboratory equipment: Future opportunities with mobile 
laboratory capabilities (short version for public use)
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Contest on X-ray Image Interpretation

VS

Vision for the 1st PEN-Tournament: 

PEN-Tournaments are events where contestants can showcase their skills and innovations to the 
test in a customs challenge. The winner of the first PEN-Tournament series will be crowned as 
the champion of customs X-ray image interpretation. This article presents the preliminary vision 
for the tournament series and opens the floor for discussion.  

By Trevor Francis, Toni Männistö, Juha Hintsa, and Susana Wong-Chan

development of a common training simulators for X-ray 
operators to improve image interpretation skills. Under a 
common standard, it would be easier to develop Threat 
Image Projection (TIP), a functionality widely used in the 
aviation industry to train X-ray operators, keep them alert on 
duty, and test their responsiveness to simulated threats over 
time*. For another thing, a large pool of standard X-ray 
images would help the development of next-generation 
assisted and automatic threat detection solutions. New 
image and signalling processing software are often powered 
by machine learning and data mining, two data-intensive 
techniques, which effective use require large, structured 
databases. 

These images may be generated with any technique that use 
radiation or particles to produce an inside view of an object. 
Possible techniques include: 

• Dual-view X-rays that render images from two 
angels. 

• Dual-energy X-rays that subject screened objects 
to two ray bursts of different intensity and 
wavelength, which allow screening operators to 
distinct light organic substances from heavier 
inorganic matter. 

• Backscatter X-rays that register the rays that reflect 
from the surface of the target. 

• Computed tomography systems that generate 
three-dimensional pictures by combining multiple 
cross-sectional images.

PEN-Tournament vision background
The first PEN-Tournament series would focus on X-ray 
interpretation skills and technologies. The series would feature 
three events, each of which is planned to take a different angle 
at the art of X-ray image interpretation. The first event would 
invite customs officers from each PEN-CP customs partner to 
test their image interpretation skills, in a friendly contest with 
their colleagues from around Europe. The second event would 
welcome developers of Automatic Threat Detection (ATD) tools 
to showcase their technologies in a machine versus machine 
competition. The PEN-Tournament series would culminate in 
the third and final event where best-performing customs 
officers would compete against top automatic tools, in a 
“human versus machine” matchup. 

Collection of X-ray images from customs 
partners
The tournament organizers will need to resolve several open 
issues before the contest can take place. The main issue is 
related to the collection of X-ray images that contestants would 
be interpreting in the tournament. PEN-CP customs partners 
could help in this matter by sharing sanitised/ anonymised X-ray 
images on past detections of illegal goods, examples legitimate 
cargo, mock-ups of illegal cargo, and examples of various vehicle 
and container types across all modes of transport.
The tournament images could be provided in a standard Unified 
File Format 2.0 (UFF2) of the World Customs Organisation 
(WCO), a format that captures multiple layers of X-ray images 
and associated metadata. A standard format would bring 
significant benefits. For one thing, it would facilitate the 

Humans Machines 

All PEN-CP partners, please indicate about your willingness to contribute to the image collection and sharing 
activity – please send an email to: Trevor.Francis2@homeoffice.gov.uk and pen-cp@cross-border.org 

  *Note: a human operator is (still) an integral element of most X-ray systems customs use today. Accuracy, speed, and other factors of detection 
performance rely largely on the operator’s ability to interpret images and resist fatigue.
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PEN-Tournaments are events where contestants can showcase their skills and innovations to the 

the champion of customs X-ray image interpretation. This article presents the preliminary vision 

The competitors would use a virtual X-ray simulator, which 
will provide a realistic environment for image 
interpretation. The X-ray simulator should allow the 
competitors to zoom in and out, change viewing angle, 
adjust colours, contrast, and brightness, and to switch 
between special views (material discrimination), among 
other functions and settings. Examples of potential 
providers of X-ray simulator services include the following 
three: 

• https://bit.ly/3e2smW8
• https://www.simulscan.com
• https://www.casra.ch/applications/cxs/

Tournament organization
Each tournament could comprise three rounds that reflect 
realistic threat scenarios, something like the following:

• Round 1: Competitors are told to look for a hidden 
cocaine shipment in a stack of thirty-something 
X-ray images. Points are given for speed and 
accuracy of image interpretation.   

•  Round 2: Competitors are given twenty X-ray 
images of containers and associated customs 
declarations. Points are for finding inconsistencies 
between declared information and X-ray images 
(e.g., wrong description of goods). 

•  Round 3: Competitors are given 10 minutes to find 
maximum number of concealed cigarettes in a stack 
of X-ray images. 

Vision for Event #1 ― Contest between 
customs officers
Detection performance of most X-ray systems depends largely on 
the ability of the human operator to analyze images for 
anomalies. The first tournament would test the skills of customs 
officers in a head-to-head online contest. Ideally, each 
competitor would be given a three-day license to the X-ray 
simulator that would be used in the tournament, along with a 
training set of images to practice for the contest. The contestants 
would represent PEN-CP customs partners. Top three 
competitors would advance to the third event where customs 
officers compete against Automatic Threat Detection systems in a 
“machine versus human” matchup.  The Event #1 could be 
organised during fall 2021. 

Vision for Event #2 ― Machine versus machine 
competition
Next-generation Automatic Threat Detection (ATR) technologies 
have potential to revolutionize X-ray image interpretation and 
the way how customs inspect goods. In theory, software-based 
detection algorithms — powered by enhanced signal processing 
and access to good quality threat object reference libraries — 
should be able to find anomalies in large piles (thousands or tens 
of thousands) of X-ray images much faster than human 
operators. However, still today, automatic tools need to improve 
their performance in terms of hit-rates, rates of false positives, 
and speed of image interpretation. The second tournament of 
the X-ray image interpretation series would pit developers of 
Automatic Threat Detection Algorithms (ATD) against one other. 
The winning technology would qualify for the “human versus 
machine” tournament. The Event #2 could take place during fall 
2022.

All PEN-CP partners, please feel free to suggest additional options for X-ray simulator 
services, via email to: Trevor.Francis2@homeoffice.gov.uk and 

pen-cp@cross-border.org
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Expert Team) has its initiative for sharing X-ray images 
between customs. In any case, the PEN-CP consortium will 
make sure that our work on X-ray images will not duplicate 
any of the existing programs; and that the potential 
outcomes of this PEN-Tournament will be made available 
for all European customs, to the maximum extent feasible.

Next steps in turning the vision into 
reality
The leader for this action is Trevor Francis, UK Border Force, 
who acts as the team leader for PEN-CP Expert Team 2 
Detection technologies (PET-2). We welcome all PEN-CP 
partners to share their views and ideas on how to make 
PEN-Tournament-1 a reality, still before Christmas 2020. 
The topic will be naturally included in discussions at the Full 
consortium web-meeting-8 (Thu 29.10.2020 at 10am 
Brussels time), as well as in the agenda of Year-2 Annual 
Event (online in January 2021). At some point in time, we 
plan also to start contacting the potential suppliers for the 
Event #2 — Machine versus machine competition. 

Vision for Event #3 ― Humans versus 
machines matchup
Do computer algorithms outmatch best human operators in 
the art of X-ray image interpretation? The third tournament is 
expected to find the answer. In the event, a team of customs 
officers would compete against the top-performing Automatic 
Threat Detection tool. The final tournament (Event #3) would 
be co-organized with the PEN-CP Year 5 Annual Event – also 
the Final event of PEN-CP, as the project finished in January 
2024 - tentatively scheduled for November/ December 2023.

Towards a pan-European database of 
reference X-ray images 
As a grand vision, the PEN-Tournament will facilitate the 
future creation on a pan-European database of reference 
X-ray images. PEN-CP can act as a platform, intermediary, and 
driver to get customs administrations from around Europe to 
work together with technology companies towards a common 
library of X-ray images. No doubt, there will be many obstacles 
on the road towards a common X-ray database, including 
potential legal barriers, organisational friction, political 
complications and technical problems. Of course, we will work 
together, to overcome them.

PEN-CP could extend the work of the trailblazing projects 
ACXIS (Automated Comparison of X-ray Images for Cargo 
Scanning), C-BORD (Effective Container Inspection at BORDer 
Control Points) and BAXE (Baltic X-ray images exchange), 
which have collected a number of X-ray images from customs 
administrations, towards creating databases of reference 
X-ray images. The PEN-CP work could also complement the 
efforts of DG TAXUD to build an X-ray image library as part of 
the Common Risk Management System (CRMS-2). Also, 
CELBET (Customs Eastern and South-Eastern Land Border 

All PEN-CP partners, join this epic ‘humans versus machines’ journey with us! 
Start by sending an email to: Trevor.Francis2@homeoffice.gov.uk and 

pen-cp@cross-border.org 

PS. Despite the ‘humans versus machines’ set-up planned for this tournament, 
we of course believe that in the real operational life, the key is to maximize 
the interaction and cooperation between the two. And that image content 

collected and lessons learned during this PEN-Tournament will benefit the 
human-machine interaction and harmony in the future, in the broad context 

of X-ray image based threat detection.
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Expert Team) has its initiative for sharing X-ray images 
between customs. In any case, the PEN-CP consortium will 
make sure that our work on X-ray images will not duplicate 
any of the existing programs; and that the potential 
outcomes of this PEN-Tournament will be made available 
for all European customs, to the maximum extent feasible.

Next steps in turning the vision into 
reality
The leader for this action is Trevor Francis, UK Border Force, 
who acts as the team leader for PEN-CP Expert Team 2 
Detection technologies (PET-2). We welcome all PEN-CP 
partners to share their views and ideas on how to make 
PEN-Tournament-1 a reality, still before Christmas 2020. 
The topic will be naturally included in discussions at the Full 
consortium web-meeting-8 (Thu 29.10.2020 at 10am 
Brussels time), as well as in the agenda of Year-2 Annual 
Event (online in January 2021). At some point in time, we 
plan also to start contacting the potential suppliers for the 
Event #2 — Machine versus machine competition. 

How Customs, European institutions 
and International organisations are 
confronting the pandemic 

The COVID-19 pandemic has disrupted international supply chains and opened new opportunities for 
cross-border crime. Building on our first reviews published in PEN-CP Magazine 8, this article 
explores how international organizations have been lately mitigating its impact on trade, crime, and 
international cooperation. Specific to Customs administrations, this has required some rapid 
re-thinking in terms of risk assessment and profiles, in ensuring the safety of their staff, and more.  

By Gillian Castle and Johan Ponten
clarify particular issues. Areas that have been updated 
since include for example:

• April - Extension of period to extend period for 
notifying Customs debt, Use of digital signature, 
Import of human organs and bone marrow.

• May - Application for Customs decisions,  
payment facilities, release of partial shipments 
(of PPE).  

https://bit.ly/34sfmpy

This Guidance on Customs issues document 
announces that the UN Office for the Coordination of 
Humanitarian Affairs, OCHA, has made documents on 
the importation and Customs clearance of COVID -19 
related goods on its COVID-19 webpage. There are 
also links to other relevant Commission documents.
https://www.unocha.org/covid19

In July 2020, an indicative list of products that can be 
imported import duty and VAT free was published by 
DG TAXUD. It is not exhaustive and leaves discretion 
for Member States to act according to their particular 
national needs. https://bit.ly/35xIivy

Also in July 2020, the European Commission decided 
to prolong the temporary relief for customs duties and 
VAT on the import of medical devices and protective 
equipment from third countries until 31 October 
2020. https://bit.ly/3osVpa5

In October, Member States agreed on a coordinated 
approach to travel restrictions linked to the 
coronavirus pandemic. A map will be updated every 
week by the European Centre for Disease Prevention 
and Control, ECDC, https://www.ecdc.europa.eu/en , 

The COVID 19 pandemic continues to affect more or less 
all countries worldwide. For Customs services this has 
required some rapid re-thinking in terms of risk 
assessment and profiles, to prioritise and facilitate the 
clearance of vital medical supplies whilst still maintaining 
and balancing the normal controls of duty collection, the 
prevention of illicit trade and most importantly ensuring 
the safety of their staff. 

The PEN CP Magazine 8 (May 2020) provided 
information and links to useful COVID-19 information 
provided by relevant international organisations. Much 
of this information is still pertinent, even if many 
international organisations have continued to produce 
reports for tackling the pandemic. Some of these reports 
are highlighted below. 

It should be noted, however, that these reports are only 
examples of the array of information and literature 
available on how governments and international bodies 
are tackling the COVID-19 pandemic.

The European Commission has issued a document 
providing comprehensive details of the Commission's 
common European response to the COVID-19 pandemic 
areas such as the recovery plan and long term budget, 
the launch of an EU interoperability gateway for contact 
tracing and warning apps linked to an EU system and 
other measures being taken in the EU to combat the 
pandemic. 
https://bit.ly/2G4lPh4

In March 2020, DG TAXUD published Guidance on 
Customs issues related to the COVID-19 emergency. This 
document has been regularly updated to resolve or 

showing the risk levels across the regions in Europe 
using a traffic light system. Regions will be indicated in 
the colours ‘green', ‘orange', ‘red' and ‘grey' (if not 
enough information is available). Based on this map, 
Member States can decide whether to introduce 
restrictions, such as quarantine or tests, on travellers 
coming from the other areas. There will be no 
restrictions on travellers from ‘green' regions but when 
travelling from ‘orange' or ‘red' regions, restrictive 
measures can be imposed.

The European Monitoring Centre for Drugs and Drug 
Addiction, EMCDDA, and the European Union Agency 
for Law Enforcement Cooperation, Europol, report 
seeks to improve understanding of drug market 
developments under COVID-19 and their impact on 
internal security and public health in the EU. The 
findings are based on opinions collected through a 
targeted EMCDDA online survey of drug experts in the 
EU Member States and Europol’s operational 
intelligence gathering on organised crime and structured 
monitoring of open source information. It provides 
valuable insights into the short-term impact of the 
pandemic on the EU drug market and that will help 
prepare for longer-term repercussions.
https://bit.ly/37HxQnW

The Europol website Staying safe during COVID-19: what 
you need to know provides comprehensive information 
regarding how criminals are adapting their crimes to 
exploit the COVID-19 making profit from the pandemic. 
https://bit.ly/31JDDpa

The United Nations Economic Commission for Europe, 
UNECE, and its subsidiary inter-governmental body the 
UN/CEFACT (United Nations Centre for Trade Facilitation 
and Electronic Business) website provides information 
on recommendations, standards, tools and resources 
that can be used to address the immediate and 
long-term challenges posed by the COVID-19 pandemic 
to facilitate global trade. Generally, the resources are 
targeted towards both the public (governments and 
international bodies) and private (enterprises, entities) 
actors. https://bit.ly/34uNKQL

The World Customs Organisation, WCO, - dedicated 
COVID-19 page continues to provide current information 
on how Customs Authorities are tackling the pandemic. 
The page features a regularly updated database of best 
practices. https://bit.ly/2Tt5MfU
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 pandemic has disrupted international supply chains and opened new opportunities for 
, this article 

explores how international organizations have been lately mitigating its impact on trade, crime, and 
international cooperation. Specific to Customs administrations, this has required some rapid 
re-thinking in terms of risk assessment and profiles, in ensuring the safety of their staff, and more.  

Recent additions include:

• To enhance trade facilitation during the pandemic 
the WCO have published a new edition of the joint 
WCO/WHO HS (Harmonised System) Classification 
reference for COVID-19 medical supplies, which 
updates the goods list and links to Members 
lists.https://bit.ly/3dWPUeO

• WCO COVID-19  dedicated  webpage: Provides 
Customs Authorities with a 10-point plan of how 
manage communication during the pandemic. 
https://bit.ly/31IZtJw

• Launch of the Intellectual Property Rights (IPR) 
CENcomm Group on the newly modernized 
CENcomm 3.0 platform. The group will develop 
and enhance intelligence sharing on fake medical 
supplies and medicines. The modernized 
CENcomm 3.0 platform is a web-based 
communication system, which enables a closed 
user group of Customs officers to exchange 
intelligence information, messages and alerts via 
secure channels. https://bit.ly/31MuwnU

• Details of WCO meetings (September - December 
2020) of how WCO meetings are to be managed 
during the pandemic. The vast majority of 
meetings will be held virtually and actions dealt 
with in correspondence. Few meetings will be held 
at the WCO.https://bit.ly/35CTVBh
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for Law Enforcement Cooperation, Europol, report 
seeks to improve understanding of drug market 
developments under COVID-19 and their impact on 
internal security and public health in the EU. The 
findings are based on opinions collected through a 
targeted EMCDDA online survey of drug experts in the 
EU Member States and Europol’s operational 
intelligence gathering on organised crime and structured 
monitoring of open source information. It provides 
valuable insights into the short-term impact of the 
pandemic on the EU drug market and that will help 
prepare for longer-term repercussions.
https://bit.ly/37HxQnW

The Europol website Staying safe during COVID-19: what 
you need to know provides comprehensive information 
regarding how criminals are adapting their crimes to 
exploit the COVID-19 making profit from the pandemic. 
https://bit.ly/31JDDpa

The United Nations Economic Commission for Europe, 
UNECE, and its subsidiary inter-governmental body the 
UN/CEFACT (United Nations Centre for Trade Facilitation 
and Electronic Business) website provides information 
on recommendations, standards, tools and resources 
that can be used to address the immediate and 
long-term challenges posed by the COVID-19 pandemic 
to facilitate global trade. Generally, the resources are 
targeted towards both the public (governments and 
international bodies) and private (enterprises, entities) 
actors. https://bit.ly/34uNKQL

The World Customs Organisation, WCO, - dedicated 
COVID-19 page continues to provide current information 
on how Customs Authorities are tackling the pandemic. 
The page features a regularly updated database of best 
practices. https://bit.ly/2Tt5MfU
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The OECD report on Regulatory quality and COVID-19: 
The use of regulatory management tools in a time of 
crisis document, considers the different approaches by 
governments and how they have ensured robust 
regulatory oversight during the pandemic by using 
regulatory management tools, including regulatory 
impact assessments, stakeholder engagement and ex 
post evaluation. It also examines the long-term 
challenges as countries start to return to normal 
operation. https://bit.ly/35DxCM3

The United Nations Office on Drugs and Crime, 
UNODC, report on COVID-19 Related Trafficking of 
Medical Products as a Threat to Public Health considers 
that as treatments and vaccines become available, 
organised crime will move from Personal Protection 
Equipment (PPE) scams to treatment and vaccine 
including cyber scams. The UNDOC report contains a lot 
of information which is very detailed but well worth the 
read. https://bit.ly/31LGHRE

The UNODC World Wildlife Crime Report 2020: The 
COVID-19 pandemic has shown that wildlife crime is a 
threat not only to the environment and biodiversity, 
but also to human health. The report identifies that 
when wild animals are poached from their natural 
habitat, butchered and sold illegally, the potential for 
transmission of zoonotic diseases — those caused by 

In addition, the WCO has signed Joint statements with 
partner organizations to enable interagency cooperation 
during the pandemic with: 

• WCO-WTO Joint Statement on COVID-19 related 
trade measures

• Joint statement WCO-IMO on the integrity of the 
global supply chain during the COVID-19 pandemic

• COVID-19: WCO and ICC issue joint statement and 
call for increased action on Customs and trade 
facilitation

• Joint WCO-IRU statement on responding to the 
impacts of COVID-19 on cross-border transport

• Joint WCO-OTIF-OSJD statement on responding to 
the impacts of COVID-19 on cross-border railway 
transport

• WCO and UN-OHRLLS call for trade and transit 
facilitation during the COVID-19 pandemic

The World Health Organisation, WHO, Emergency 
Global Supply Chain System (COVID-19) catalogue lists 
all medical devices, including personal protective 
equipment, medical equipment, medical consumables, 
single use devices, laboratory and test-related devices 
that may be requested through the COVID-19 Supply 
Portal. https://bit.ly/31Jr2Tc

To assess the need for supplies/ equipment and health 
workforce requirements during the COVID-19 pandemic, 
WHO has developed a suite of complementary surge 
calculators — one for supplies and two for the health 
workforce. https://bit.ly/2TqxNo7 

The World Trade Organisation, WTO, COVID-19  website 
provides up-to-the-minute trade-related information, 
including relevant notifications by WTO members, the 
impact the virus has had on exports and imports, and 
how WTO activities have been affected by the pandemic. 
https://bit.ly/34s6uQO

The Organisation for Economic Cooperation and 
Development, OECD, COVID-19 web pages highlight 
how the organisation is contributing to a global effort of 
tackling the pandemic. How COVID-19 impacts on 
everyday life, solutions as to how healthcare systems can 
be enhanced, businesses and jobs maintained, and 
financial markets and economies stabilised are 
considered and solutions suggested. OECD is compiling 
data, analysis and recommendations to address the 
health, economic, societal and economic problems, and 
to facilitate, co-ordinate, and contribute to the 
worldwide pandemic resolution. 
http://www.oecd.org/coronavirus/en/ 
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WCO assisted by international stakeholder 
organizations such as INTERPOL, the UNODC, OLAF 
and Europol plus the private sector represented by 
Novartis, Servier, Pfizer, Sanofi and UL ran a global 
emergency operation called “STOP”  targeting the 
illegal trafficking of medicines and medical supplies, 
including those linked to the COVID-19 pandemic. For 
63 days participating Members targeted consignments, 
using the WCO’s checklist of COVID-19-related goods 
making a total of 1,683 interceptions. 
https://bit.ly/37IPg3G

Customs authorities were able to prevent national 
markets being infiltrated by date-expired, illegal and 
counterfeit medicines and sanitizer gels, as well as 
COVID-19 test kits, masks, goggles, thermometers and 
medical gowns not compliant with the requisite 
healthcare standards or not authorized by the 
competent authorities. This amounted to over 300 
million units of medicines, as well as more than 47 
million units of medical supplies (masks, gloves, 
COVID-19 test kits, thermometers and gowns) and 
approximately 2.8 million litres of hand sanitiser gel.
 https://www.youtube.com/watch?v=ilJpWXowur8

The secure exchange of information during the 
operation was enabled through the communication 
tool set up by the WCO, the IPR CENcomm Group, 
launched at the start of the COVID-19 pandemic to 
encourage information and data sharing among 
Members. The analysis of the data obtained during the 
operation has provided information on the main routes 
used and modi operandi involved, as well as 
highlighting the most commonly trafficked products 
linked to the COVID-19 pandemic. 

pathogens that spread from animals to humans — is 
increased. https://bit.ly/31ISYWZ

Customs and law enforcement operations and seizures. 
The increasing demand for scarce medication and 
equipment has not unsurprisingly stopped criminals 
from exploiting the volatile situation for large profits. 
The pandemic has given the counterfeiters and 
smugglers new opportunities, and they have been quick 
to respond. Virtually all Customs agencies have seen 
seizures of fake and substandard face masks, hand 
sanitiser, test kits and other medical equipment. 

The US Customs Border and Protection, CBP, in 
particular, up to June 2020, have seen an exceptional 
number of seizures:

• 10,000 harmful CoronaVirus ‘Shut Out’ devices.
• 107,300 test kits
• 750,000 counterfeit face masks
• 11,000 chloroquine tablets

In March 2020, the International Criminal Police 
Organisation, INTERPOL, coordinated the 7-day long 
Operation Pangea XIII https://bit.ly/2HCScnc, which 
targeted online sales of medicines and medicinal 
products. Law Enforcement and regulatory Health 
Authorities from 90 countries participated and achieved 
the following results:

• 121 arrests worldwide,
• 2,500 links taken down,
• 37 organised criminal groups disrupted, 
• the seizure of 48,000 packages
• the seizure of 37,000 subs-standard and falsified 

medical (SF) devices

Between 11 May to 12 July 2020, 99 members of the 
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million units of medical supplies (masks, gloves, 
COVID-19 test kits, thermometers and gowns) and 
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 https://www.youtube.com/watch?v=ilJpWXowur8
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linked to the COVID-19 pandemic. 

PEN-CP - Year2 Annual Event – Draft agenda
On-line conference, 11-14 January 2021

Expert Reports, planning for next announcements (UPDATE)

Roundtable-3: How to keep expanding on the pool of external experts 
and security innovators? (DISCUSSION BY ALL)

On-going work and collaboration opportunities with three 
current H2020 projects (BY OTHER PROJECTS)

PIN-5 (PEN-CP Innovation Instruments): Plans for first prototype 
grants (PRESENTATION)

Standardization roadmap & Pre-standardization workshops 
(UPDATE)

Keynote-3: Global supply chains in times of COVID-19 
(PRESENTATION)

Roundtable-4: H2020 periodic reporting - do we need more support 
and guidance for Period-2 reports? (DISCUSSION BY ALL)

Summarizing Day-3 (BY AB MEMBER)

Announcing winners for Customs Innovation Award PCIA-2020, 
on two tracks

DAY4 
5 HOURS TOTAL

PIN-6 (PEN-CP Innovation Instruments): Tentative topics for 
Horizon Europe and other funding programs (PRESENTATION)

Latest and greatest on POP-platform - functionality-wise (UPDATE)

Roundtable-5: How to best move forward with work in Annual studies 
(DISCUSSION BY ALL)

Lessons learned with challenge competitions outside PEN-CP, 
e.g. the Opioid Challenge (BY EXTERNAL EXPERT)

PCIA-2021 (PEN-CP Customs Innovation Award): Announcing the 
innovation award topic for year 2021 (UPDATE)

PEN-POCs: PEN-CP points-of-contacts in action (UPDATE)

Roundtable-6: What worked well in 2020, and what can be improved 
during 2021? (DISCUSSION BY ALL)

OPTIONAL ASPECTS

Consider using virtual meeting rooms for (short) breakout sessions

Show (very short) video clips on all kinds of innovations, before 
and after each break

DAY1 
6 HOURS TOTAL

Annual study-1: External data sources (PRESENTATION)

PET-1 Data & risks: Work done in 2020, and plans for 2021 (UPDATE)

Roundtable-1: Links between the new Customs Union Action Plan and 
PEN-CP activities (DISCUSSION BY ALL)

PIN-1 (PEN-CP Innovation Instruments): Plans for first hackathons 
(PRESENTATION)

Two Expert Reports on Customs communication toolboxes (UPDATE)

Measuring PEN-CP impacts on innovation acceleration 
(PRESENTATION)

Training materials: final outcomes of the user need survey, and work 
plan for 2021 (UPDATE)

Key customs relevant outcomes from past three FP7/H2020 
projects (BY OTHER PROJECTS)

Latest and greatest on POP-platform - content-wise (UPDATE)

Keynote-1: First doctoral thesis on PEN-CP as an innovation 
intermediary, i.e. innomediary (PRESENTATION)

Summarizing Day-1 (BY AB MEMBER)

DAY2 
6 HOURS TOTAL

Annual study-2: Postal targeting and detection (PRESENTATION)

PET-2 Detection technologies: Work done in 2020, and plans for 2021 
(UPDATE)

Roundtable-2: COVID-19 impacts in customs operations, global supply 
chains, and in PEN-CP work (DISCUSSION BY ALL)

PIN-2 (PEN-CP Innovation Instruments): Plans for first challenge 
competitions (PRESENTATION)

Expert Report(s) where calls are currently open (UPDATE)

On-going work and collaboration opportunities with three 
parallel H2020 networks (BY OTHER PROJECTS)

PIN-3 (PEN-CP Innovation Instruments): Plans for first crowdsourcing 
ideas (PRESENTATION)

Keynote-2: Global views on opportunities and obstacles with open 
innovation activities (BY EXTERNAL PROFESSOR)

Summarizing Day-2 (BY AB MEMBER)

PEN-CP General assembly meeting (ALL)

DAY3 
5 HOURS TOTAL

Annual study-3: Methodologies to assess volumes of illicit import 
flows (PRESENTATION)

PET-3 Laboratory equipment: Work done in 2020, and plans for 2021 
(UPDATE)

PIN-4 (PEN-CP Innovation Instruments): Plans for first tournament 
(PRESENTATION)

The H2020 project BorderSens will develop a novel 
electrosensor technology for improved detection of illicit 
drugs, cutting agents, and precursors. This hands-on plug 
and play scanner will not only be one of the fastest 
available with a high accuracy rate, but it is designed to 
be hand-held, extremely robust and give a result in 45 
seconds, giving the operator valuable information 
supporting decision making on any follow up actions. 
PEN-CP Information Observatory, PIO, will monitor the 
BorderSens work and keep the consortium up-to-date about 
the project’s progress and outcomes. 
 
The BorderSens project (www.bordersens.eu) develops 
next-generation sensor technologies that are based on 
recent advancement in electrochemical strategies, 
nano-molecularly imprinted polymers, and multivariate 
and pattern data analysis. The new BorderSens solutions 
are expected to identify illicit drugs and drug precursors in 
the field, more accurately and reliably than existing 
colorimetric solutions. The new technology is designed to 
lower the rate of false alarms, which is a major shortcoming 
of most current colorimetric  solutions. BorderSens 
technologies hold a great potential for customs, police, and 
other law enforcement agencies, which is why it is widely 
supported by these communities, including several 
end-users from EU countries (Romania, Belgium, the 
Netherlands, Sweden, Lithuania, Luxembourg) and the UK.

According to the project leaflet, BorderSens builds on the 
following set of core concepts, approaches and 
technologies:

• Electrochemical fingerprinting technologies
• Selective Nano Molecularly Imprinted Polymers
• Nanostructured sensors
• Advanced data analysis 
• Miniaturized portable reader
• Enhanced security

The overview of the project can be visualised following 
BorderSens promotion video at www.bordersens.eu

The University of Antwerp coordinates the BorderSens 
project and manages the consortium of sixteen partners 
from eight EU member states. BorderSens partners 
represent border authorities, police agencies, universities, 
research institutes and industry. The end-users have played 
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PEN-CP invites the new H2020 
Project BorderSens to present at our 
Year 2 Annual On-line Event

Expert Reports, planning for next announcements (UPDATE)

Roundtable-3: How to keep expanding on the pool of external experts 
and security innovators? (DISCUSSION BY ALL)

On-going work and collaboration opportunities with three 
current H2020 projects (BY OTHER PROJECTS)

PIN-5 (PEN-CP Innovation Instruments): Plans for first prototype 
grants (PRESENTATION)

Standardization roadmap & Pre-standardization workshops 
(UPDATE)

Keynote-3: Global supply chains in times of COVID-19 
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and guidance for Period-2 reports? (DISCUSSION BY ALL)

Summarizing Day-3 (BY AB MEMBER)

Announcing winners for Customs Innovation Award PCIA-2020, 
on two tracks

DAY4 
5 HOURS TOTAL

PIN-6 (PEN-CP Innovation Instruments): Tentative topics for 
Horizon Europe and other funding programs (PRESENTATION)

Latest and greatest on POP-platform - functionality-wise (UPDATE)

Roundtable-5: How to best move forward with work in Annual studies 
(DISCUSSION BY ALL)

Lessons learned with challenge competitions outside PEN-CP, 
e.g. the Opioid Challenge (BY EXTERNAL EXPERT)

PCIA-2021 (PEN-CP Customs Innovation Award): Announcing the 
innovation award topic for year 2021 (UPDATE)

PEN-POCs: PEN-CP points-of-contacts in action (UPDATE)

Roundtable-6: What worked well in 2020, and what can be improved 
during 2021? (DISCUSSION BY ALL)

OPTIONAL ASPECTS

Consider using virtual meeting rooms for (short) breakout sessions

Show (very short) video clips on all kinds of innovations, before 
and after each break

a critical role in defining requirements for the other 
partners to design a suitable device that can be easily 
employed in the field.

The project started after summer 2019, and it has already 
some peer-reviewed publications of research findings 
(https://bordersens.eu/project-results/). Further advances 
on the prototypes involving the new technologies will be 
demonstrated with pilot tests with end-users during the 
project. Eventually, BorderSens will test the new technology 
in several European agencies.

Relevant outcomes of BorderSens accomplishments will be 
uploaded into the PEN-CP Innovation Observatory (PIO) to 
increase the awareness of the customs community on 
promising future technologies. PEN-CP also aims to 
nominate a Point-of-Contact person, PEN-POC, to take a 
lead across all liaison actions between BorderSens and 
PEN-CP. Lastly, it is worth to note that three of the 13 
PEN-CP customs partners are also part of the BorderSens 
consortium, as this will definitely facilitate the 
communications between the two projects. Finally, PEN-CP 
welcomes BorderSens to give a brief presentation during 
Year 2 Annual Event (on-line, in January 2021).

The H2020 project BorderSens will develop a novel 
electrosensor technology for improved detection of illicit 
drugs, cutting agents, and precursors. This hands-on plug 
and play scanner will not only be one of the fastest 
available with a high accuracy rate, but it is designed to 
be hand-held, extremely robust and give a result in 45 
seconds, giving the operator valuable information 
supporting decision making on any follow up actions. 
PEN-CP Information Observatory, PIO, will monitor the 
BorderSens work and keep the consortium up-to-date about 
the project’s progress and outcomes. 
 
The BorderSens project (www.bordersens.eu) develops 
next-generation sensor technologies that are based on 
recent advancement in electrochemical strategies, 
nano-molecularly imprinted polymers, and multivariate 
and pattern data analysis. The new BorderSens solutions 
are expected to identify illicit drugs and drug precursors in 
the field, more accurately and reliably than existing 
colorimetric solutions. The new technology is designed to 
lower the rate of false alarms, which is a major shortcoming 
of most current colorimetric  solutions. BorderSens 
technologies hold a great potential for customs, police, and 
other law enforcement agencies, which is why it is widely 
supported by these communities, including several 
end-users from EU countries (Romania, Belgium, the 
Netherlands, Sweden, Lithuania, Luxembourg) and the UK.

According to the project leaflet, BorderSens builds on the 
following set of core concepts, approaches and 
technologies:

• Electrochemical fingerprinting technologies
• Selective Nano Molecularly Imprinted Polymers
• Nanostructured sensors
• Advanced data analysis 
• Miniaturized portable reader
• Enhanced security

The overview of the project can be visualised following 
BorderSens promotion video at www.bordersens.eu

The University of Antwerp coordinates the BorderSens 
project and manages the consortium of sixteen partners 
from eight EU member states. BorderSens partners 
represent border authorities, police agencies, universities, 
research institutes and industry. The end-users have played 
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Institutions

News

Events

Report or book

Scientific 
publications

Number of Security Innovation Monitoring (PSIM) items: 386

0 

Solutions

Projects

Patents

25 50 75 100 125

User Needs/ Customs 
Challenges (PUNIs)64

PEN-CP Online Platform – “POP-Corner”

Updated POP statistics

POP USER GUIDE-�%JGEM�QWV�VJG�VIDEOS

How to create a PEN-CP Online Platform account
https://vimeo.com/349890798 

What is PEN-CP User Need Ideas (PUNI) and how to add one
https://vimeo.com/349891263 

How to add a potential solution
https://vimeo.com/349890596  

About PEN-CP Security Innovation Monitoring (PSIM)
https://vimeo.com/350704256 

About PEN-CP Information Observatory (PIO)
https://vimeo.com/349889753  

How to use the filters
https://vimeo.com/349891128 

How to manage notifications in the PEN-CP Online Platform (POP)
https://vimeo.com/349890949
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Plus, the PEN-CP Coordinator acts as PEN-POC towards the TAXUD C2020 Office, as well towards the office of the Deputy 
Secretary General of the WCO.

Continuous interactions with other relevant networks, projects, expert groups, commercial parties and the likes is crucial 
for the full success of PEN-CP. The goal is that each PEN-CP partner, particularly the 13 Customs partners, would have 
minimum one role in representing PEN-CP in discussions and events with other parties, during the remaining 3 years of 
the project.

As in October 2020, we have seven (EST, NOR, BEL, HUN, IRL, GBR, NLD) of the 13 Customs with minimum one such role 
agreed. It would be great if by February 2021 we had each of the remaining Customs partners included in this table – 
considering of course that additional external entities, attractive for cooperation with PEN-CP, can be identified and added 
to the table at any time.

The practical role of the PEN-POCs is straight forward, not requiring many working hours per year. For example, with the 
H2020 procurement network iProcureNet, we have plans to join each other’s web-meetings once or twice a year. At the 
other end of the spectrum, certain external project and expert groups could co-operate more intensively for example with 
prototype grants and challenge competitions, which would require bit more liaison work from the PEN-POC.
Please volunteer to become a PEN-POC, liaising with your favorite project, network or expert group, and send an email to:  
pen-cp@cross-border.org
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H2020 Police network iLEAD, http://i-lead.eu/ 

H2020 Police network iLEAnet, https://www.ileanet.eu/

H2020 Procurement network iProcureNet, 
https://twitter.com/iProcureNet_EU

H2020 PROFILE project, https://www.profile-project.eu/ 

H2020 ARESIBO project, https://aresibo.eu/ 

H2020 Security Research NCP Network, SEREN4, 
http://www.seren-project.eu/index.php/home/seren-4

H2020 SC7 Networks of Practitioners and Community of 
Users, https://www.securityresearch-cou.eu/ 

H2020 Security Research Events, 
https://www.sre2019.eu/about-conference

C2020 Customs Eastern and South-Eastern Land Border 
Expert Team, CELBET,  https://www.celbet.eu/about/ 

C2020 Customs Detection Technology Expert Group, CDTPG 

C2020 Customs Laboratories European Network, CLEN

WCO SAFE Working Group

WCO Permanent Technical Committee

WCO Capacity Building Committee and PICARD program

WCO Performance Measurement Working Group 

Pan-European Start-up/Scale-up organizations (for 
monitoring, promotion etc.)

Solution providers to match Customs user needs and 
challenges

PEN-CP invites the new H2020 
Project BorderSens to present at our 
Year 2 Annual On-line Event

a critical role in defining requirements for the other 
partners to design a suitable device that can be easily 
employed in the field.

The project started after summer 2019, and it has already 
some peer-reviewed publications of research findings 
(https://bordersens.eu/project-results/). Further advances 
on the prototypes involving the new technologies will be 
demonstrated with pilot tests with end-users during the 
project. Eventually, BorderSens will test the new technology 
in several European agencies.

Relevant outcomes of BorderSens accomplishments will be 
uploaded into the PEN-CP Innovation Observatory (PIO) to 
increase the awareness of the customs community on 
promising future technologies. PEN-CP also aims to 
nominate a Point-of-Contact person, PEN-POC, to take a 
lead across all liaison actions between BorderSens and 
PEN-CP. Lastly, it is worth to note that three of the 13 
PEN-CP customs partners are also part of the BorderSens 
consortium, as this will definitely facilitate the 
communications between the two projects. Finally, PEN-CP 
welcomes BorderSens to give a brief presentation during 
Year 2 Annual Event (on-line, in January 2021).
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You can access POP using this website

Monitoring 
items 
include: 

Examples:

PEN-CP Online Platform – “POP-Corner”

POP USER GUIDE-�%JGEM�QWV�VJG�VIDEOS
Email pen-cp@cross-border.org for the 

password

PEN-CP Online Platform – “POP-Corner”

Email pen-cp@cross-border.org for the 
password

215

123

396

215

Plus, the PEN-CP Coordinator acts as PEN-POC towards the TAXUD C2020 Office, as well towards the office of the Deputy 
Secretary General of the WCO.

PEN-CP Points-of-Contacts (PEN-POCs)
Continuous interactions with other relevant networks, projects, expert groups, commercial parties and the likes is crucial 
for the full success of PEN-CP. The goal is that each PEN-CP partner, particularly the 13 Customs partners, would have 
minimum one role in representing PEN-CP in discussions and events with other parties, during the remaining 3 years of 
the project.

As in October 2020, we have seven (EST, NOR, BEL, HUN, IRL, GBR, NLD) of the 13 Customs with minimum one such role 
agreed. It would be great if by February 2021 we had each of the remaining Customs partners included in this table – 
considering of course that additional external entities, attractive for cooperation with PEN-CP, can be identified and added 
to the table at any time.

The practical role of the PEN-POCs is straight forward, not requiring many working hours per year. For example, with the 
H2020 procurement network iProcureNet, we have plans to join each other’s web-meetings once or twice a year. At the 
other end of the spectrum, certain external project and expert groups could co-operate more intensively for example with 
prototype grants and challenge competitions, which would require bit more liaison work from the PEN-POC.
Please volunteer to become a PEN-POC, liaising with your favorite project, network or expert group, and send an email to:  
pen-cp@cross-border.org

!"#$%&'()$&#*#+),-%./$0#1)&$#2.%31)$"-$%#)4%.5-)$#067 8!9:8;<= 8!9:8;<>

H2020 Police network iLEAD, http://i-lead.eu/ 

H2020 Police network iLEAnet, https://www.ileanet.eu/

H2020 Procurement network iProcureNet, 
https://twitter.com/iProcureNet_EU

H2020 PROFILE project, https://www.profile-project.eu/ 

H2020 ARESIBO project, https://aresibo.eu/ 

H2020 Security Research NCP Network, SEREN4, 
http://www.seren-project.eu/index.php/home/seren-4

H2020 SC7 Networks of Practitioners and Community of 
Users, https://www.securityresearch-cou.eu/ 

H2020 Security Research Events, 
https://www.sre2019.eu/about-conference

C2020 Customs Eastern and South-Eastern Land Border 
Expert Team, CELBET,  https://www.celbet.eu/about/ 

C2020 Customs Detection Technology Expert Group, CDTPG 

C2020 Customs Laboratories European Network, CLEN

WCO SAFE Working Group

WCO Permanent Technical Committee

WCO Capacity Building Committee and PICARD program

WCO Performance Measurement Working Group 

Pan-European Start-up/Scale-up organizations (for 
monitoring, promotion etc.)

Solution providers to match Customs user needs and 
challenges

Janno Rätsep (EST)

Trevor Francis (GBR)

Hans Wilhelmsen 
(NOR)

Yao-hua Tan (TUD)

Vladlen Tsikolenko 
(CBRA)

Jonathan Migeotte (BEL)

Trevor Francis (GBR)

Freja De Middeleer (BEL)

Zsolt Dezsi (HUN)

Kevin Humphreys (IRL)

Micha Slegt (NLD)

Gillian Castle (CBRA)

Toni Männistö (CBRA)

Susana Wong Chan 
(UNIL)

Boriana Rukanova (TUD)

Yannick van Ranst (BEL)

Susana Wong Chan 
(UNIL)

Trevor Francis (GBR)

Janno Rätsep (EST)

Kevin Humphreys 
(IRL)

Jonathan Migeotte (BEL)

Tbd

Toni Männistö (CBRA)

Juha Hintsa (CBRA)

Boriana Rukanova (TUD)

Tbd

Trevor Francis (GBR)

Johan Ponten (CBRA)

Tbd

Tbd

Gillian Castle (CBRA)

Tbd

Ari-Pekka Hameri (UNIL)

Vladlen Tsikolenko 
(CBRA)
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P E N - C P  k e y  t e r m s  a n d  a b b r e v i at i o n s 

POP 01 02

03

04

PEN-CP Online
Platform

POP 

You can access POP using this website

https://cmt.eurtd.com/groups
/profile/85016/pen-cp

PUNI

PEN-CP User
Need Ideas

PSIM PEN-CP Security
Innovation 
Monitoring

PIO
PEN-CP Information

Observatory

Which includes: 

Solutions

ProjectsMonitoring 
items 
include: 

Patents

Observed items

Scientific 
publication

Event

Institution

News

Report or 
book

06 Customs
Innovation Award

01 02

03

04

POP 

06
PCIA

0609

PEN-CP Innovation 
Instrument

PIN

Prototype grants

PEN-tournaments

Challenge competitions

Hackathons

Crowdsourcing ideas

PEN-CP Point 
of Contact

PEN-POC

Examples:

H2020 Police network iLEAD

H2020 Procurement network iProcureNet

H2020 Security Research NCP Network, SEREN4

H2020 Security Research Events

C2020 Customs Detection Technology Expert Group, CDTPG

C2020 Customs Laboratories European Network, CLEN

09

06

PEN-CP
Expert Team

05
PET

0607

PEN-CP Extended 
Management Team

PEMAT

Plus, the PEN-CP Coordinator acts as PEN-POC towards the TAXUD C2020 Office, as well towards the office of the Deputy 
Secretary General of the WCO.

Monday, October 
26 2020
12:00 - 13:30  CET

From Tuesday, 
November 3 2020 
09:00 CET

To Wednesday, 
November 4 2020 
17:00 CET

From Wednesday, 
November 11 2020 
13:00 CET

To Friday, 
November 13 2020 
16:00 CET

From Tuesday, 
November 24 2020

To Thursday, 
November 26 2020 

From Tuesday, 
March 9 2021

To Wednesday, 
March 10 2021 

Thursday, October 
29 2020
12:00 - 13:15  CET

From Monday, 
November 23 2020 
13:00 CET

To Thursday, 
November 26 2020 
16:00 CET

PEN-CP Points-of-Contacts (PEN-POCs)
Continuous interactions with other relevant networks, projects, expert groups, commercial parties and the likes is crucial 
for the full success of PEN-CP. The goal is that each PEN-CP partner, particularly the 13 Customs partners, would have 
minimum one role in representing PEN-CP in discussions and events with other parties, during the remaining 3 years of 
the project.

As in October 2020, we have seven (EST, NOR, BEL, HUN, IRL, GBR, NLD) of the 13 Customs with minimum one such role 
agreed. It would be great if by February 2021 we had each of the remaining Customs partners included in this table – 
considering of course that additional external entities, attractive for cooperation with PEN-CP, can be identified and added 
to the table at any time.

The practical role of the PEN-POCs is straight forward, not requiring many working hours per year. For example, with the 
H2020 procurement network iProcureNet, we have plans to join each other’s web-meetings once or twice a year. At the 
other end of the spectrum, certain external project and expert groups could co-operate more intensively for example with 
prototype grants and challenge competitions, which would require bit more liaison work from the PEN-POC.
Please volunteer to become a PEN-POC, liaising with your favorite project, network or expert group, and send an email to:  
pen-cp@cross-border.org

Trevor Francis (GBR)

Janno Rätsep (EST)

Kevin Humphreys 
(IRL)

Jonathan Migeotte (BEL)

Tbd

Toni Männistö (CBRA)

Juha Hintsa (CBRA)

Boriana Rukanova (TUD)

Tbd

Trevor Francis (GBR)

Johan Ponten (CBRA)

Tbd

Tbd

Gillian Castle (CBRA)

Tbd

Ari-Pekka Hameri (UNIL)

Vladlen Tsikolenko 
(CBRA)
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Which includes: 

Institution

News

Upcoming Events (see POP calendar for the full details�

Evolutive Customs Corridors: AI and digitalisation 
for sustainability, port efficiency and cargo 

Monday, October 
26 2020
12:00 - 13:30  CET Webinar by SMART-C

https://www.connectingeuinsights.net/smartc

Digital Solutions for Trade Facilitation - Virtual 
High Level Forum

From Tuesday, 
November 3 2020 
09:00 CET

To Wednesday, 
November 4 2020 
17:00 CET

Virtual Forum by the German Alliance for Trade Facilitation
https://www.tradefacilitation.de/en/high-level-forum-2020/

World Customs Organisation Technology 
Conference 2020 

From Wednesday, 
November 11 2020 
13:00 CET

To Friday, 
November 13 2020 
16:00 CET

Virtual Conference by the WCO
https://na.eventscloud.com/ehome/index.php?eventid=574763&

World Border Security CongressFrom Tuesday, 
November 24 2020

To Thursday, 
November 26 2020 

Athens, Greece
https://world-border-congress.com/wp-content/up-
loads/2020/09/WBSC20-PSG.pdf

First iProcureNet Advanced Security Procurement 
Conference

From Tuesday, 
March 9 2021

To Wednesday, 
March 10 2021 

Lisbon, Portugal
https://www.iprocurenet.eu/iprocurenet-advanced-security-pro-
curement-conference-lisbon-9-10-march-2021/

Innovation Partnerships Thursday, October 
29 2020
12:00 - 13:15  CET

Webinar by iProcureNet
https://iprocurenet.sym.place/events/event/view/2665/innovati-

From Monday, 
November 23 2020 
13:00 CET

To Thursday, 
November 26 2020 
16:00 CET

15th WCO Annual PICARD 2020 Conference
Virtual Conference by the WCO
https://na.eventscloud.com/ehome/picard2020/1079079

PEN-CP videos
Short video: https://youtu.be/OXwQPHHS5Ls

Long animation: https://youtu.be/wq9y36J4ET8 

What is PEN-CP?:  https://youtu.be/4nLzL3viQ80

PEN-CP Key services:  https://youtu.be/dcoI-Gjihqo

PEN-CP Customs Challenges and User Needs:  https://youtu.be/QfosnAgae3M
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PEN-CP videos
Short video: https://youtu.be/OXwQPHHS5Ls

Long animation: https://youtu.be/wq9y36J4ET8 

What is PEN-CP?:  https://youtu.be/4nLzL3viQ80

PEN-CP Key services:  https://youtu.be/dcoI-Gjihqo

PEN-CP Customs Challenges and User Needs:  https://youtu.be/QfosnAgae3M
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