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PEN-Glossary

Dear PEN-CP
Magazine Readers
The PEN-CP Year 2 Annual event will take place online
11-15.1.2021. On Magazine pages 3 to 8, we share the
latest information on the event set-up, practical
arrangements, schedule as well as the full agenda.
A broad participation by customs experts from our 13
customs partners is most welcome. Experts working in
risk management, data analytics, detection
technologies, customs laboratories, innovation
procurement, customs policies, international relations
and more, should all be able identify at least couple of
interesting sessions to follow, during the ﬁve online
days. Even if you have never heard of PEN-CP, please
give it a chance and join a session or two! (note: as of
Year 3 event onwards, we plan to have dedicated
sessions for other 18 EU customs administrations to
join, too; more info on this will be shared by summer
2021).
Advance registration on Zoom-platform will be
required by all participants.
Presentation and
background brieﬁng materials will be shared on the
POP/CMT-platform. Email and Whatsapp will be used
as the primary technical helpdesk -channels, before
and during the event. Good attention will be paid on
communication and data security and privacy
protection aspects. The detailed technical guidance,
all URLs etc. will be shared in a follow-up full
consortium email, latest on 29.12.2020 morning (Year
2 Annual event registration opens then
simultaneously).
What a year 2020 has been, no need for now to
elaborate on the issues and challenges we all have
faced… So, on behalf of PEN-CP Management Team,
we simply wish you all a Merry Christmas, and Safe
New Year 2021!

In Thun, 23.12.2020
Juha Hintsa

42

PEN-CP videos and online

This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under the Grant Agreement No 786773

PEN-CP Magazine Editorial Team
Susana Wong Chan, UNIL
Johan Pontén, CBRA
Toni Männistö, CBRA
Juha Hintsa, CBRA (Project Coordinator)

PEN-CP
Pan-European Network
of Customs Practitioners

YEar
2
Annual
Event
ONLINE CONFERENCE
Welcome all PEN-CP
Partners, Advisors and EC
Experts to join the PEN-CP
Year 2 Annual Event!
11-15
January2021

LIVE ON
ZOOM

Daily hours and chairpersons
Day-nr

Date

Starts (CET)

Ends (CET)

Duration

Breaks

Chair person

Chair organization

1

Mon 11.1

12pm

3.30pm

3.5 hrs

50 mins

Mr. Trevor Francis

UK Border Force
(GBR)

2

Tue 12.1

11.30am

3.30pm

4 hrs

60 mins

Mr. Jonathan
Migeotte

Belgian Ministry of
Finance (BEL)

3

Wed 13.1

11.30am

3.30pm

4 hrs

60 mins

Dr. Dezsi Zsolt

Hungarian Tax and
Customs Training
Institute (HUN)

4

Thu 14.1

11.30am

3.30pm

4 hrs

60 mins

Mr. Kevin
Humphreys

Oﬃce of Revenue
Commissioners (IRL)

5

Fri 15.1

10am

1.30pm

3.5 hrs

50 mins

Mr. Ron Roelofs

Dutch Customs
Administration (NLD)
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Please consider inviting colleagues inside your administration
(only PEN-CP customs partners in Year 2 event) - even if they have not joined
any PEN-CP activity before. See example sessions of potential interest below.
Customs expert
discipline/
department

Session
date

Session title

Session
starts CET
(approx.)

Session ends
CET (approx.)

Risk management;
Data analytics

Mon 11.1

PET-1 Data & risks update: Work done in 2020, and
plans for 2021

1pm

1.20pm

Risk management;
Data analytics

Mon 11.1 Annual study-1 presentation: External data sources &
customs risk management

1.20pm

1.40pm

Risk management;
Data analytics

Mon 11.1

Breakout-room & Plenary to discuss on PET-1 work
and on External data study, generating ideas and
guidance for year 3 plans

1.50pm

2.40pm

Detection technologies

Tue 12.1

PET-2 Detection technologies update: Work done in
2020, and plans for 2021

12.10pm

12.30pm

Detection technologies

Tue 12.1

Annual study-2 presentation: Parcel targeting and
detection

12.30pm

12.50pm

Detection technologies

Tue 12.1

Breakout-room & Plenary to discuss on PET-2 work
and on Parcel ﬂow study, generating ideas and
guidance for year 3 plans

1pm

1.50pm

Customs laboratories

Wed 13.1

PET-3 Laboratory equipment update: Work done in
2020, and plans for 2021

11.50am

12.10pm

Customs laboratories

Wed 13.1

Breakout-room & Plenary to discuss on PET-3 work,
generating ideas and guidance for year 3 plans

12.55pm

1.40pm

Customs policies

Wed 13.1

Annual study-3 presentation: Illicit market size
estimation methods

12.20pm

12.40pm

Customs policies

Wed 13.1

Breakout-room & Plenary to discuss on next steps
with the Illicit market size study

12.55pm

1.40pm

Training and education

Tue 12.1

PEN-CP training materials update and plan

2.10pm

2.25pm

Innovation/ technology
procurement

Thu 14.1

PEN-CP standardization roadmap – planning for the
ﬁrst steps

1.45pm

1.55pm

PEN-CP
Pan-European Network
of Customs Practitioners
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Main platforms and tools for
the Year 2 event

later)virtual rooms, to brainstorm, discuss and
conclude on important aspects regarding the work
plans of the three PET-teams for 2021; content and
focus areas for 2nd editions of Annual studies; ways
to
improve
PEN-CP
working
practices,
communications, and outreach activities; and more.
Participants will be divided into the breakout rooms
by the conference administrating team, so no worries
on how to become involved in those valuable
sessions. Communications can of course take place
both in speaking and in writing. The breakout-session
chairpersons will report the key outcomes during the
follow-up plenary sessions. After the Year 2 event is
ﬁnished, the administrative partners will type all
relevant notes, using the available drafts, chat-logs
and possible voice-recordings.

We have opted to use following set of platforms and
tools to make the Year 2 event a success:
• Zoom is the web-conferencing tool we use,
particularly due to its great breakout session
features. License is with the University of Lausanne,
Switzerland (UNIL, as we know it in the PEN-CP
partner lists). A polling solution is integrated into
Zoom-platform, thus no separate tool is needed for
that.
• CMT-POP is the platform to store and share all
materials, both before the event and during the
event, as well as keep the materials there for the
long-term future (just like you can ﬁnd for example
2018 kick-oﬀ meeting, and 2019 Year 1 Annual
event materials in POP). Next to actual presentation
materials, we will also share several articles from
PEN-CP Magazines, whenever they provide relevant
background information to the session in hand.
• For now, the most important helpdesk-email is:
Susana.wongchan@unil.ch, and Whatsapp-id is:
+41787320757. We will clarify later if additional
emails and/or Whatsapp-groups will be actively
used.

Communication options with
all participants during the
event
Both during the breakout sessions, as well as during
the plenary sessions, participants can share their
ideas, comments and questions both in speaking and
in writing. We will explain all the options in detail by
the time the Year 2 event starts. Most likely
chat-function (in Zoom) becomes the main channel
for written communications. Be active and get your
ideas heard & read!

Virtual breakout sessions take
place every day, five times in
total

Breaks and quick polls

Virtual breakout sessions lie in the heart of PEN-CP Year
2 online event. During those sessions, the participants
are split across three (or more, to be decided

We have planned to have 50-60 minutes of breaks
during each day, typically in three slots per day
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(remembering that our ‘days’ are only 3.5 to 4 hours
long). Attached to most breaks, we also share a ‘quick
poll’ -question, which everyone can answer, during the
break or right in the beginning of the next session. We
have two types of polls in mind. First, we collect views
and opinions on ‘from these options, where to focus
next’. For example, after an Annual study presentation,
we could present a multi-selection poll on ‘How to best
proceed with 2nd edition of the study: (a) analyze
current sub-topics in more-depth, (b) expand the
research scope to cover new angles on the topic, (c) link
the topic to another study topic, etc.’ In this scenario,
everyone is able to select one or more options, as a
guidance for those working in PEN-CP Annual study
chapters. Second type of poll, maybe to be used just
couple of times, would be more of ‘trivia nature’ where
only one correct answer exists per poll. This could be
used to introduce ‘few moments of breath-taking’,
combined with bit of fun; lets see how that plays out.

reasonable time after the event. If you have some
up-front concerns on these issues, please contact
Juha Hintsa at
juha@cross-border.org, or by
Whatsapp at +41765890967

Detailed guidance on Year 2
event
registration,
IT-platforms, communication
channels and platform testing
In the name of high communication and data security,
we opted to share all detailed technical guidance,
URLs, etc., in a separate full consortium email, to be
sent out by morning of 29.12.2020. In that document
we will explain the exact next steps to take with Zoom
and CMT-POP platforms, both before and during the
event.
Lastly, when it comes to pre-event Zoom-testing
sessions, we have planned following schedule for
that:
• Wed 30.12.2020 at 2-2.30pm CET
• Tue 5.1.2021 at 11-11.30am CET
• Wed 6.1.2021 at 2-2.30pm CET
• Fri 8.1.2021 at 11-11.30am CET

Notes taking

Regarding the plenary sessions, the conference
administrating partners will support the daily
chairpersons in notes taking, that goes without saying.
Those notes can be used in consortium internally, for
example during Day-5 ﬁnal conclusions session, by all
the ﬁve chairpersons. In addition, we could use part of
the notes for a Magazine 11 article (plan to publish in
February/March 2021). Next to that, everyone is of
course most welcome to take notes for use inside their
organizations on anything presented during the event,
no question on that. Particularly on the plenary setting,
all presentations are prepared in advance, and there
shouldn’t be any issues on ‘sensitive details’ of any kind.
When it comes to the breakout sessions, we will decide
bit later if some kind of ‘Chatham house rule’ would
make sense, meaning that ‘participants are free to use
the information received, but neither the identity nor
the aﬃliation of the speaker(s), nor that of any other
participant, may be revealed’ (as google search just
explained to us). Whatever arrangement we end up
agreeing on, the most important thing is that all
participants feel comfortable in sharing their true and
honest opinions and viewpoints on the topics under
discussions.

It is recommended that particularly those who have
not used Zoom before would join one of the testing
sessions, just to ensure that all will go smoothly,
during the ﬁve days of the actual Year 2 event. In
addition, you can test your connections every day
during the event itself; as we open the Zoom-meeting
for testing purposes 45 minutes before the program
starts.

Communication
and
data
security, and privacy protection

We will take relevant measures to prevent any uninvited
participants from joining the Year 2 event (in
Zoom-platform). We will also agree on a protocol to deal
with any chat-log, voice-recording or other types of
notes generated and stored during the event; scripted
after the event; and (source ﬁles) destroyed within
-6-

PEN-CP Year 2 Annual Event - Agenda v4
Online conference in Zoom - 11 to 15 January 2021
DAY-1: MONDAY 11.1. 2021
AT 12PM TO 3. 30PM CET

PET-2 Detection technologies update: Work done in 2020, and
plans for 2021 (20 mins)

Welcome to PEN-CP Year 2 Annual Event; roundtable on who all
are participating this week (15 mins)

Annual study-2 presentation: Parcel targeting and detection (20
mins)

DG HOME / Project Officer and DG TAXUD / Policy officer- CCEI
joint opening presentation (30 mins):
• HOME: Security Innovation Policies in EU, the expectations
for H2020 Networks of Security Practitioners, liaison
opportunities with border guard and police networks
• TAXUD: Customs Policy update, new Customs Action Plan
(CAP), Customs Innovation Agenda, and Customs Control
Equipment Instrument (CCEI)

Breakout-rooms-2: Discussions on PET-2 work and on the Parcel
targeting and detection study, provide guidance for year 3 work
(25 mins)

PET-1 Data & risks update: Work done in 2020, and plans for 2021
(20 mins)
Annual study-1 presentation: External data sources & customs
risk management (20 mins)
Breakout-rooms-1 (we split in three virtual rooms): Discussions
on PET-1 work and on the External data study, provide guidance for
year 3 work (25 mins)

Plenary-2: Reporting back from Breakout-rooms-2 discussions
(25 mins)
Training materials update: ﬁnal outcomes of the user need
survey, and work plan for 2021 (15 mins)
Keynote-2 presentation: Covid-19 practical implications on
border management, customs operations, and global trade, supply
chains and logistics (PRESENTER to-be-conﬁrmed) (25 mins)
PIN-2 presentation: Ideation for ﬁrst Challenge competitions (10
mins)
Latest and greatest on POP-platform (15 mins)

Plenary-1: Reporting back from Breakout-rooms-1 discussions (20
mins)

Coordinator-updates-2: Enhancing outreach activities towards
external innovators – all partners can play a role! (5 mins)

Keynote-1 presentation: First doctoral thesis on “PEN-CP as an
innovation intermediary (innomediary), providing valuable
innovation services to customs” (20 mins)

Closure of Day-2 (5 mins)

PIN-1 (PEN-CP Innovation Instruments) presentation: Ideation for
ﬁrst hackathons (10 mins)
Coordinator-updates-1: PEN-CP activating in social media LinkedIn, Facebook, Twitter, YouTube etc. (5 mins)
Closure of Day-1 (5 mins)
DAY-2: TUESDAY 12 .1. 202
AT 11. 30AM TO 3. 30PM CET
Brief observations and comments by the Advisory Board members
(10 mins)
DG REFORM/ Policy Officer presentation: The Directorate-General
for Structural Reform Support (REFORM) is a strategic partner for
reforming the customs administrations in the EU. Examples of
Customs projects (20 mins):
• Digitalisation: IT strategies and innovation, customs
modernisation, AI and data analytics,
• Governance: data governance, IT portfolio management, to
support collaborative and joint actions,
• Compliance, customs risk management, mapping and
improving processes, procedures.
-7-

DAY-3: WEDNESDAY 13.1. 2021
AT 11. 30AM TO 3. 30PM CET
Research Executive Agency (REA) expert presentation (20 mins):
• Networks of Practitioners administration shifted from HOME
to REA
• Day-to-day project oversight and management aspects for
PEN-CP
• Questions and answers (questions will be collected also in
advance)
PET-3 Laboratory equipment update: Work done in 2020, and
plans for 2021 (20 mins)
Annual study-3 presentation: Methodologies to assess total
volumes of illicit import ﬂows (20 mins)
Breakout-rooms-3: Discussions on PET-3 work and on the
Methodologies on illicit import ﬂows study, provide guidance for
year 3 work (25 mins)
Plenary-3: Reporting back from Breakout-rooms-3 discussions
(20 mins)
Keynote-3 presentation: The Future of Customs in the EU 2040:
A foresight project for EU policy (PRESENTER to-be-conﬁrmed)
(25 mins)

PIN-3 presentation: Ideation for ﬁrst Crowdsourcing ideas action
(10 mins)
PEN-CP General Assembly meeting (40 mins)
Coordinator-updates-3: How to make most out of the PEN-POCs,
our Points-of-Contacts towards relevant expert groups, networks,
projects and the likes? (5 mins)
Closure of Day-3 (5 mins)

DAY-5: FRIDAY 15.1. 2021 – AT 10AM TO
1. 30PM CET
DG HOME / Project Officer updates (20 mins):
• Horizon Europe latest news
• Guidance and tips for PEN-CP year 3 focus and activities
• Questions and answers (questions will be collected also in
advance)
Greetings to PEN-CP from three other H2020 projects (PROJECTS
still to be agreed) (20 mins)

DAY-4 : THURSDAY 14 .1. 2021
AT 11. 30AM TO 3. 30PM CET

PIN-5 presentation: Ideation for ﬁrst Prototype grants (10 mins)

Brief observations and comments by Advisory Board members (10
mins)
DG TAXUD expert updates (20 mins):
• PEN-CP relevant details with Customs Innovation Agenda,
and Customs Control Equipment Instrument (CCEI)
• Guidance and tips for PEN-CP year 3 focus and activities
• Questions and answers (questions will be collected also in
advance)
Keynote-4 presentation: Global views on opportunities and
bottlenecks with open innovation instruments and events (EXACT
TOPIC and PRESENTER to-be-conﬁrmed) (25 mins)
Breakout-rooms-4: PET-1, PET-2 and PET-3 discussions, PUNI &
PIN development, facilitated by the External Expert (DETAILS to be
conﬁrmed) (25 mins)
Plenary-4: Reporting back from Breakout-rooms-4 discussions (25
mins)
Standardization roadmap & Pre-standardization workshops
update (10 mins)
Coordinator-updates-4: Would partners like to start using the
POP-feature on rating and sharing user experiences on acquired
and/or tested technologies? (5 mins)
Two currently starting PEN-CP Expert Report projects on
Customs communication toolboxes (15 mins)
Plenary discussions on: The future of Customs communication
toolboxes & Web-conferencing tools, for PEN-CP years 3-5, and
beyond (30 mins)
PIN-4 presentation: Ideation for ﬁrst PEN-tournaments (10 mins)
Measuring PEN-CP impacts on innovation acceleration
-presentation (10 mins)
Coordinator-updates-5: Extending the scope for PET-work in 2021
– Pre-standardization? Virtual industry days? Technical and policy
brieﬁngs? Resource pooling? … and more… (5 mins)
Closure of Day-4 (5 mins)
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Breakout rooms-5 discussions (50 mins):
• How to improve communications among the full
consortium (including and beyond Full consortium
web-meetings & Magazines)?
• How to make PEN-CP Magazine more reader friendly, more
relevant etc.?
• PEN-CP Expert Teams (PETs): How to increase the number
of PEN-CP experts, and get them more involved in
continuous PET work?
• Could there be new actions to strengthen participation by
all partners, in ‘regular PEN-CP work’?
• How to keep expanding and make more use of PEN-CP
Points-of-Contacts (PEN-POCs), towards other groups,
projects etc.?
• How to expand outreach towards external innovators, in
the context of Expert Reports, Innovation Instruments etc.?
• How to become more visible and relevant in social media
(LinkedIn, Facebook, Twitter, YouTube etc.)
• How to progress on interacting with EU18 customs
(beyond adhoc personal contacts and contacts via C2020,
CLEN, CDTPG etc.)
• Any proposals for totally new Annual study chapter topics?
• Do we need more guidance on Periodic reporting (P2
closing in August 2021)
• What worked well in 2018-20, and what should be
improved during 2021-23?
• Any other discussion topics, can be added later
Plenary discussions on Breakout rooms-5 outcomes (40 mins)
PEN-CP Customs Innovation Awards and Prizes: Status update of
January 2021, and plans for 2021-23 (10 mins)
Coordinator-updates-6: Could PEN-CP provide feedback to the
EC proposal for a directive on the resilience of critical entities?
(deadline 11.2.2021) (5 mins)
Closing summary notes by all five Chairs of the daily sessions
this week (25 mins)
Closure of PEN-CP Year 2 Annual Event (5 mins)

How innovative techniques can help
customs and policy makers to estimate
the true size of illicit markets?
This article describes innovative, even unconventional techniques
for collecting circumstantial evidence on the true scale of illicit
markets across six commodities: cocaine, firearms, ivory and ivory
products, cultural artefacts, cigarettes and timber and wooden
products. The outlined data sources, analytical techniques and
quantitative models may be of interest for both customs risk
management experts, as well as for security, logistics and trade
policy makers. The article forms the third part of the PEN-CP
Magazine introductory series on PEN-CP Annual study chapters.
By Juha Hintsa, Toni Männistö and Sangeeta Mohanty,
Cross-border Research Association

Novel ways to estimate the true
size of illicit markets
A key task of any customs administration is to protect the
economy and citizens against the adverse eﬀects of illicit
cross-border trade and traﬃcking. This task in mind,
customs oﬃcers control international trade ﬂows to detect
and seize illicit goods. The paradox of customs operations is
that there is not much information that would enable
estimating how eﬀective these control activities are, at least
in the big picture. For sure, most customs administrations
document seizures systematically and collect other
information to monitor the performance of control
activities. However, what seizure records explicitly miss is
the part of the illicit traﬃc that passes customs controls
undetected.
This article describes techniques that enable more accurate
estimation of cross-border volumes in six commodities:
cocaine, ﬁrearms, ivory and ivory products, cultural
artefacts, cigarettes and timber and wooden products.
These techniques contribute towards completing the partial
picture on illicit trade that customs administrations have if
they look only at seizure records. Having access to other
sources of evidence, that estimate the size of illicit trade
from additional, even unexpected angles, allows customs to
devise better policies and tactics to counter fraud and
smuggling. Better-informed customs administrations can
revise their threat priorities, ﬁnetune targeting algorithms,
-9-

and invest in capabilities where it matters most. The
ﬁndings shared in this article may also be of interest for
national security, health, environment, transportation
and trade policy makers, working in ministries or as
members of parliaments.
This article does not present a single solution for
constructing perfect estimates on the total volumes and
values of cross-border illicit trade ﬂows. Rather, we
present alternative ways to estimate volumes of illicit
traﬃc, the ones that customs might have not thought of
before. The next pages describe several techniques, some
of them unconventional, and provide practical examples
on the following (as visualized in the ﬁgure below ):
1. Sources of raw data: data which can be used for
further analysis and for further calculations in the
context of illicit market size estimations
2. Data collection and analysis techniques and
technologies: which type of technical solutions can
be exploited during the illicit market size estimation
processes
3. Useful databases: where can one ﬁnd both direct
and indirect relevant data readily available to feed
into quantitative modeling work
4. Quantitative analytical models: as inputs, these
models may use data from any of the three steps
listed above, in order to produce meaningful
numeric outputs reﬂecting the illicit market sizes.
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1) Sources of raw data – the ﬁve categories

2) Data collection & analysis
techniques – four examples

Market-place monitoring: virtual and physical
markets, related documentations etc.

Web-monitoring
Imaging technologies

Source and
transit
monitoring:
visual,
sensor-based,
track&trace
etc.

Shipment and
product
seizures:
border
controls,
operations,
raids etc.

Post-consumption
analysis /
traces of
consumption:
empty packs,
syringes etc.

Track & trace
Laboratory technologies

«Estimating
the true size
of illicit
markets»
3) Useful databases – four
examples

Seized goods databases
Illicit goods & stolen
goods databases

Information derived from individuals (experts,
victims, dealers, customers), populations,
NGOs, media, companies, authorities etc.

Laboratory & forensics
databases
Trade statistics databases

Trade balance monitoring Market price ﬂuctuations Advanced image processing

Extrapolation models

4) Quantitative analytical models – four examples

Sources of raw data

The accuracy of any estimate depends largely on the access
to relevant raw data about the estimated variable. Poor
input data makes even the most sophisticated estimates
inaccurate and unreliable. For this reason, it is critical to
understand the types of raw data that can be used to
estimate the total volumes of cross-border ﬂows of illicit
goods. Our ﬁrst analysis concludes that there are ﬁve main
categories of such raw data.

Marketplace monitoring is about keeping an eye on online and
physical markets where buyers and sellers meet to exchange
goods for money. Today, data from marketplaces can oﬀer
customs and other law enforcement agencies useful
information about the types, volumes, and prices of traded
goods, as well as information about traders, middle-men,
and the customers themselves. Next to direct use for
investigative purposes, this information can be used to
estimate the scale and scope of cross-border trade in licit
and illicit goods alike. Online black markets — often located
at the encrypted and non-indexed part of the web known as
darknet — are becoming increasingly important targets for
customs and other law enforcement agencies to monitor.
Source and transit monitoring is a way to collect raw data on
the sourcing, production and movement of illicit goods.
Combining data from multiple regions can help to construct
estimates on types and volumes of illicit ﬂows around the
world. Data on coca leaf farming, for example, can help to
estimate dynamics in cocaine production and distribution.
The same way, poaching activity can tell something about
-10-

the ivory markets and illegal logging about the current
demand for exotic, CITES-protected timber. Shifting the
focus on transit countries tells more about international
distribution of illicit goods and the dynamics of
transnational traﬃcking networks. For certain, seizures of
fake cigarettes or uncertiﬁed ivory in transit countries
provide the bulk of useful information for transit
monitoring. But a more sophisticated way to collect
information on illicit ivory trade is to hide a tracker in
shipment of uncertiﬁed (fake or real) elephant tusks, for
example, and track the journey of the trophies through
the illicit distribution chain.

Shipment and product seizures are outcomes of successful
border control activities and other law enforcement
operations. The size and frequency of seizures over time
oﬀer information on the dynamics of cross-border trade
in illegal goods. Results of customs seizures can be
complemented with seizure data from other law
enforcement authorities, for example national police or
border guards. The seized goods can also be sent to
laboratory analysis in order to discover additional
information for example on the geographical origin (e.g.
wood) or on purity-level (e.g. cocaine) of the seized illicit
goods.
Post-consumption analysis is about ﬁnding evidence of the
use of illicit products. The logic is that many illegal
products are acquired for personal consumption. People
who use these products often leave traces that can be
used to estimate the scale and scope of the overall
consumption. For example, syringe collections and

PEN-CP Magazine Issue 10| ESTIMATE THE TRUE SIZE OF ILLICIT MARKETS

wastewater analysis give evidence on drug usage in a city or
neighborhood. The same way, empty pack surveys provide
insights into the prevalence of illegal cigarettes.

Interviews and population surveys collect information from
individuals who play a role the illicit economy (criminals,
victims, consumers) or who are subject matter experts.
Sometimes, researchers can survey prevalence of cocaine
consumption through user interviews. Police investigators
can extract useful information on buyer behavior and black
markets when they interrogate suspects, across all types of
illicit goods. Surveys at the population level provide a
top-down view on the supply and demand of illicit goods.
Other useful information sources include non-governmental
organizations (NGOs), companies, and experts working for
(or, retired from) various governmental agencies.

Data collection
techniques

and

analysis

Collecting information about traﬃcking networks is a
diﬃcult task. It goes without saying that criminals rarely talk
about their activities to anyone. Seizure statistics provide
some information about the dynamics of illicit trading for
the beneﬁt of customs and law enforcement in general. But
because seizures depend largely on factors like the priorities
and resources of law enforcement, that are not necessarily
associated with the size of the illicit market, seizure statistics
alone provide only a partial and potentially biased view on
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the illicit markets. Fortunately, there are many other
techniques customs and law enforcement can use to
obtain critical information and evidence on illicit
activities, naturally both for investigation and market size
estimation purposes.

Web monitoring is about collecting information on trading
activities online, especially at e-commerce marketplaces.
Some web scraping tools are available to obtain relevant
online information for law enforcers on commodities of
interest: types and quantities of goods on sale, prices
asked and paid, and the entities buying and selling goods.
The online marketplaces include sites in the usual open
web but also in the dark web, the encrypted and hidden
part of the web that can be accessed only with special
browsers. The web scraping tools can do systematic,
continuous monitoring, or they can be used for ad-hoc
collection of online information. There are commercial
web scraping tools available, and companies and
government agencies alike are developing online
monitoring techniques that ﬁll their particular needs.
Often supporting technologies, like natural language
processing and machine learning, are needed to make
web scraping eﬀective and eﬃcient.
Imaging technologies capture electromagnetic radiation for
analysis purposes. There are many types of cameras and
sensors that are capable of recording wavelengths from
X-rays and ultraviolet to infrared frequencies. These
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devices can be installed on satellites, drones, ﬁxed
structures, and many other platforms. Today, thanks to the
increased availability, ever-lower price, and better quality,
satellite imagining has become a realistic data collection
technique for law enforcement. For example, satellites can
be used to monitor growing of illicit crops like coca leaf or to
ﬁnd signs of illicit logging or elephant poaching activities.
Especially government agencies with access to
governmental satellite resources or money to buy
commercial services can beneﬁt from the potential of
high-performance satellite technologies.

Track and trace technologies provide information about goods
that travel through the international supply chain.
Geolocation is the most common feature of trackers, but
many modern tracking devices can log much more data, for
example the condition of goods during transport in terms of
temperature and humidity. There are active trackers on the
market that communicate with satellite or cellular networks
on a regular basis to upload information. Passive trackers
can be read only with handheld devices or similar systems at
close range. Trackers can be used by law enforcement to
collect intelligence on traﬃcking networks. For example, the
police can hide a tracker inside an artiﬁcial elephant tusk,
sell the trophy on a local market, and then follow the
journey of the tusk to its destination market through the
international supply chain. This investigative technique
provides data on transit countries, warehouse locations, and
traﬃcking routes of ivory traders. Similarly, law enforcement
could conceal trackers inside a seized shipment of illicit
cigarettes, let the shipment continue its journey under
surveillance, collect information about the locations of
warehouses along the route, and ﬁnally organize raids
against the warehouses. This controlled delivery technique
may be used for example in collaboration between police
and customs agencies.
Laboratory equipment and techniques are often needed to
analyze evidence that law enforcement oﬃcials may get
their hands on. For example, estimating ﬂows of illicit drugs
involves collection of various samples for laboratory
analysis: identiﬁcation of seized drugs and testing of syringes
to determine the type and potency of injected drugs. In
other words, laboratories play a crucial role in extracting
further evidence from various samples. Examples of
laboratory technologies used by customs include
Calorimetric tests, RAMAN spectroscopy, X-Ray ﬂuorescence
(XRF), Infrared spectroscopy (IR), Ion mobility spectrometry
(IMS), and Mass spectrometry (MS). Customs often have
their in-house laboratory capability, but also state
laboratories as well as specialized private laboratories can
be contracted to do analysis for customs.
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Useful databases

Next to customs and law enforcement agencies
themselves, many organizations collect and store
information on black markets, to plan and coordinate
their anti-illicit trade, anti-theft and similar operations in
the short and the long term. Such databases are nothing
new, yet the sophistication and size of many databases
have been developing drastically over the past years. Here
are some notable examples of databases that may help
law enforcement to estimate the cross-border ﬂows in
some illicit goods.

Seizure databases are the staple of law enforcement activity
worldwide. In many countries, customs and other law
enforcement agencies compile statistics on the types and
volumes of seized goods. Sometimes these national
seizure databases are public information, sometimes
authorities publish only selected summaries of the
seizure data, sometimes nothing at all. In any case, those
who can access seizure data may use it to understand
better the scale and scope of illicit trade across ‘various
commodities of customs interest’. Besides the national
databases, there are some multinational seizure
databases that focus on a particular commodity or branch
of illicit trade. For example, the World Wildlife Seizures
(World WISE) database (https://bit.ly/34BgNS6) compiles
information on illicit trade in endangered animal and
plant species (https://bit.ly/2Ko9gzo).
Illicit goods and stolen goods databases contain information
on goods that have been reported stolen or missing. For
example, the INTERPOL Stolen Works of Art database
provides details on thousands of missing pieces of art and
cultural
artefacts
(https://bit.ly/3rn69Ir
https://bit.ly/3hdzel9). INTERPOL also manages the
INTERPOL Illicit Arms Records and tracing Management
System (iARMS) (https://bit.ly/2Jd0T91) that lists ﬁrearms
that have been reported lost, stolen, or smuggled. As a
minimum, these types of databases provide reference
information on the availability of stolen art or illegal
ﬁrearms on the global markets.
Laboratory and forensics databases store data of earlier
analyses outcomes, for example information on the
potency of seizure cocaine over years. Overall, laboratory
analyses produce information that helps law enforcement
to estimate ﬂows of illicit goods. Example tasks include
the identiﬁcation of illicit drugs and counterfeit cigarettes,
analysis of wastewater for traces of drug consumption,
and determination of the source of products of living
origin based on DNA analysis. There are also reference
databases that allow lab workers to identify a broad range
of goods and commodities. Such databases are often
linked to a certain laboratory technology, for example
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RAMAN spectroscopy, which relies on spectral libraries of
thousands of commodities.

Trade statistics databases compile information on legal trade
and related cross-border ﬂows of goods around the world.
Interestingly, it appears that around 30 countries in the
world (none of them in the EU), publish more detailed trade
information, down to a level of single export / transit /
import transaction. This transaction-level data may include
information about types, volumes, and prices of traded
goods and about the parties involved in the trade. This
information can be useful to monitor international trade in
commodities that have both illegal and legal markets, such
as cigarettes and wood. Besides national databases, there
are many other governmental, company, and public domain
databases that can provide information on the global trade
ﬂows. It should be noted, however, that most trade statistics
databases provide only pre-analyzed summary statistics for
the public, not ﬁrst-hand raw data on trading transactions
and activities.

Quantitative models

Illicit market size estimates build not only on high-quality
data but also on accurate quantitative models that put the
raw data in a context and reﬁne the raw data into
meaningful insights. A typical estimation model incorporates
information from multiple sources to determine the values
of the variables that make up the estimate. Here are some
examples of quantitative models that can be used to
estimate total cross-border ﬂows of illicit goods.

Trade balance monitoring provides valuable insights for
customs to understand reported volumes of cross-border
trading between countries and regions. For example,
assessing data on bilateral trade between two countries may
reveal inconsistencies in datasets: why is the value of
exported goods from country A to country B signiﬁcantly
higher than the value of imports from country A to country
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B? Detailed analysis of bilateral and multilateral trade
ﬂows may provide information on how much of goods,
that start as legitimate products in one country, end up
being smuggled into another country. Such analysis can
be a powerful technique to estimate illicit ﬂows of
cigarettes and uncertiﬁed wood, for example.

Market price fluctuations are typical signs of disruptions in
the markets of illicit goods. By the economic laws of
supply and demand, a shortage of cocaine would tend to
inﬂate the prices drug users have to pay for the product.
In contrast, a sudden inﬂux of cocaine supply typically
could cause the street prices to plummet. Even so, the
reality is often more complex than that. For example, in
the face of reduced supply, cocaine dealers may decide to
dilute the purity of the drugs they sell and this way trick
the users to buy a less potent product for the same price.
For this reason, price-purity ratio may be a better way to
assess market price ﬂuctuations on drug markets.
Advanced image processing techniques exploit volumes of
pictures and video footage to reﬁne digitalized visual
information into actionable intelligence. For example,
data from aerial surveillance with satellites, drones, or
spotter planes can be analyzed to ﬁnd unauthorized ﬁelds
of coca leaf or signs of illegal logging. In a similar way,
image processing can help to detect lootings of antiquity
sites in conﬂict regions or dead elephants that have fallen
victims to poaching.
Extrapolation models are useful instruments for estimating
the true market size based on limited samples of
evidence. For example, collections of empty cigarette
packs provide local evidence on the prevalence of illicit
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cigarettes in a city or neighborhood; this information needs
to be extrapolated to arrive at a realistic estimate for the
total market of illicit cigarettes. The same logic applies to
wastewater analyses and syringe collection programs that
can provide geographically bounded data on illicit drugs
consumption.

Modeling and analysis outcomes – ‘
the so-what’

All these data collection and estimation techniques aim at
improving the understanding of customs experts and policy
makers on the total volumes and values of illicit trade.
Having more accurate estimates on the volumes and values
of illicit markets allow customs and policy makers to make
better decisions in many ways.

Threat prioritization and resourcE allocation largely determine
customs’ capacity to protect the society from the adverse
eﬀects of illicit trade. This is a big deal because customs
control activities no less than save lives, defend tax revenue,
protect the environment, and shield domestic industries
from unfair foreign competition, among other signiﬁcant
contributions. Better estimates on illicit trade allow customs
to identify the ‘non-seizure rates’ across harmful illicit trade
ﬂows and therefore allocate limited control resources more
eﬃciently.

administration has limited resources and legal powers to
ﬁght cross-border crime. However, at times, it can be hard
for customs to convince other law enforcement agencies
to contribute to customs operations. With more accurate
estimates on the true scale of illicit trade, customs could
possibly create a sense of urgency in the broader law
enforcement community and this way mobilize resources
beyond customs capabilities.

Feeding decision support data to policy makers: It could turn
out that speciﬁc ministerial and/or parliamentary
committees and working groups become interested in
new types of illicit market size estimations. Public
servants and politicians working on policies, regulations
and budgets in national security, health, environment,
transport, trade or some other governmental areas with
links to traﬃcking and illicit trade could ﬁnd such data as
useful support for their exploration and decision-making
processes.

Way forward

The ﬁndings of this ‘teaser-article’ will be presented and
discussed at the PEN-CP Year 2 in January 2021. In
addition, we plan to publish the ﬁrst edition of the
complete PEN-CP Annual study chapter on Illicit market
size estimation techniques by the end of the new year*.

Monitoring performance of customs controls becomes more
eﬀective if customs can estimate better the share of illicit
goods that go through customs undetected. Today, many
customs collect control feedback information on outcomes
of targeting and inspection activities. Yet, the problem with
control feedback is that it provides information only on the
hit-rate (= controls that found something illegal / all
controls) and the rate of false positive (= controls that found
nothing / all controls); it provides no information on the
illicit traﬃc that passes customs controls undetected.
Estimates on the total volume of illicit markets can shed light
on this blind spot.
Cooperation with other law enforcement agencies has become a
critical aspect of eﬀective customs operations. In the world
of transnational criminal networks, a single customs

* Note: as part of the complete Annual study, we plan to include a section on issues faced when certain illicit commodity is not ‘100% cross-border’, but has
relevant domestic-origin (or, intra-EU) markets; as this of course complicates reﬂecting ‘the total market size estimations versus which % of the total illicit
ﬂows passed customs controls undetected’.
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Basic characteristics with the six sensitive
commodities (from literature)
Cocaine

is a strong stimulant and widely used illicit drug. Global cocaine markets are
technically 100% illegal as the drug has only very limited licit use (medicals, K9 training, laboratory
calibration etc.). The annual illicit cocaine production in 2018 was estimated to be around 1723 tons of
100% pure drug, according to UNODC (2020) estimates. To arrive at the most realistic estimate of the
total cocaine market, in a given country, we can employ several techniques that gauge this illicit market
from diﬀerent angles. Analysis of wastewater provides information on cocaine consumption per capita.
Syringe collection programs may yield data on the prevalence of intravenously used cocaine and on the
purity of the drug on the market. Interviews with drug users, drug dealers, social workers, law
enforcement oﬃcers, and other people with ﬁrst-hand information on the cocaine markets provide
additional insights on the scale and dynamics of the cocaine trade.

Firearms

are products, which imports are commonly subject to various restrictions and
prohibitions. In many countries, only individuals with a ﬁrearms license can buy, own, and carry guns.
Gun control regulations in many countries also forbid imports of automatic ﬁrearms and special
munitions without permits. The value of the international trade in small arms was worth at least USD 6.5
billion in 2016 (Paoli et al. 2016). Globally, there are around 800 million small arms and lights weapons
currently in circulation (French Government 2020), and a part of this stockpile evidently ends up in the
wrong arms. Estimating the illicit part of the ﬁrearms market relies on several raw data sources. As a key
example, the INTERPOL Illicit Arms Records and tracing Management System (iARMS) compiles data on
illicit arms from law enforcement authorities from around the world.

Elephant ivory

is regulated under the CITES convention that sets rules for the
international trade in endangered animal and plant species. As a restricted commodity, certiﬁed ivory
goods are still being traded legally in some domestic markets, but the international trade in ivory has
been banned since 1989. Even so, the international trade in protected elephant ivory remains problem:
around 33.000 elephants get killed for the ivory every year (the African Wildlife Foundation 2015).
Several techniques can be used to estimate the illicit part of the global ivory market. Traﬃcking routes
can be investigated by hiding GPS trackers inside real or fake ivory goods, and selling them to local
brokers near poaching grounds. Another data source are park rangers who can provide ﬁrst-hand
information on poached elephants. Besides traditional footwork, modern rangers may use drones,
spotter planes, or satellites to ﬁnd evidence of poaching activity. There is also the Elephant Trade
Information System (ETIS) for keeping track on the illicit trade in elephant products and illegal killings of
the animals.

Cultural artefacts

of historic value cannot be usually traded internationally
without appropriate permits and licenses that are designed protect the preservation of historic and
cultural heritage. These limitations have created vibrant underground markets of undocumented
artefacts where rogue traders sell their wares to shady collectors around the world. The total illicit
market of cultural artefacts — either stolen from existing collections or looted from antiquity sites or
archeological excavations — is estimated to be worth billions of US dollars (WCO 2020). There are several
international and local databases that list pieces of stolen art and artefacts, such as the INTERPOL
database of stolen works of art and the FBI’s National Stolen Art File. Otherwise, researchers have tried
to measure the size of the illicit market by interviewing subject matter experts: law enforcement oﬃcials,
collectors, managers of auction houses, art dealers, museum curators, archaeologists, among other
specialists. Also, satellites could be used to collect information on lootings of antiquity sites, especially in
war zones where the rule of law is weak. One more technique is to observe activities on online markets
places where buyers and sellers trade in cultural artefacts.
-15-
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Cigarettes are probably the most smuggled and counterfeited products in terms of quantity.

Smuggling of contraband cigarettes is motivated by the prospect of evading heavy taxes and duties many
countries levy on tobacco products. While the legal cigarette market is around 6 trillion sticks per year,
the illicit trade is estimated to be around 10% global consumption, so around 600 billion sticks, one in ten
cigarettes smoked worldwide, is illicit (IMF 2016). One can get better understanding of the size of the
illicit cigarette market by comparing documented, tax-paid sales against self-reported consumption of
smokers. Also assessing discrepancies between bilateral or multilateral trade ﬂows can give a hint about
the scale of illicit cigarette smuggling: if country A exports more cigarettes to country B than country B
has documented cigarette imports from country A, there may be a problem of under-reported cigarette
imports. Another technique to monitor balance of trade ﬂows is to shift the focus on tobacco leaf, ﬁlters,
and other input materials of cigarette production. If a country imports more raw materials than it needs
to produce cigarettes for domestic consumption and for export combined, there can be some illicit
production going on in the country. Another way to understand the size of local illicit cigarette markets is
to scavenge discarded cigarette packs to see how many packs are of illicit nature.

Timber and wooden products

originate for the most part from
legitimate, certiﬁed forests. But a share of the global trade in timber and wooden products are associated
with wood that has been logged illegally from natural reserves, from government forests by exceeding
logging concessions, or from private tree plantations. It has been estimated that 15-30 percent of the
volume of globally traded wood has been acquired illegally (WWF 2020), and this illicit trade generates
criminal proﬁts between 30 and 100 billion USD (ibid.) Trade balance calculations give some evidence of
the scale of illicit trade: does the sum of production and imports correspond the sum of exports and
domestic consumption? There are also organizations that actively monitor the state of forests worldwide
with technologies like satellites and drones mounted with infrared sensors.

Sources:
French Government, 2020. The fight against the illicit dissemination of small arms and light weapons
and ammunition. Available at:
https://cd-geneve.delegfrance.org/The-fight-against-the-illicit-dissmination-of-small-arms-and-lightweapons-and
African Wildlife Foundation, 2015. Coming Together in the Face of Mass Extinction. Available at:
https://www.awf.org/blog/coming-together-face-mass-extinction
Persi Paoli, Giacomo, and Elli Kytomaki. "Towards a Universal Arms Trade Treaty: Understanding
barriers and challenges in South-East Asia." (2016).
World Customs Organisation (WCO), 2020. Cultural Heritage Programme. Available at:
http://www.wcoomd.org/en/topics/enforcement-and-compliance/activities-and-programmes/cultura
l-heritage-programme.aspx
World Wildlife Foundation (WWF), 2020. Illegal logging. Available at :
https://wwf.panda.org/discover/our_focus/forests_practice/deforestation_causes2/illegal_logging/?
International Monetary Fund (IMF) 2016, Petit, P. and Nagy, M.J.. How to design and enforce tobacco
excises? Page 9. Availalable at:
https://www.imf.org/external/pubs/ft/howtonotes/2016/howtonote1603.pdf
UNODC (2020). World Drug Report 2020, Third Booklet, pp. 21. Available at
https://wdr.unodc.org/wdr2020/field/WDR20_Booklet_3.pdf
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In Action: PET-2 Detection Technologies
ESTONIA
• Janno Rätsep

The team members

LITHUANIA
• Alonas Ritvas

NETHERLANDS
• Micha Slegt

UK
• Trevor Francis
(Team Leader)
IRELAND
• Kevin Humphreys
LATVIA
• Eriks Geiba

32 PUNIs were analysed

13 new PUNIs
inserted by
PET-2

Crowdsourcing ideas: “Screening and detection of
illicit items in postal supply chain”
Crowdsourcing ideas instrument should
focus on:

The Problem statement

Customs administrations are facing the
challenge: how to effectively provide
customs controls in postal centers.
Current solutions with manual physical control
(removing parcels from sorting lines) is time
consuming and due to limited human resources
allows customs to control only very limited number
of parcels.
We need to find technical solutions how to
effectively increase the customs control rate,
without need for additional customs officers.
-17-

•The detection of prohibited items (such as
drugs and firearms) in parcels of any shape
and size (letters are excluded from the scope)
•Two threat scenario will be available, one for
small parcels (less than 2kg ) and another one
for large parcels (more than 2 kg)
•Short-term solutions only
•Non-intrusive inspection; no manual
inspection steps
•Ideas that do not impact the fast flow of
e-commerce

PEN-tournament Vision: “X-Ray Image interpretation”
PET-2 discussed on following ideas
• JPEG images could be used in the event
•A group of images could be asked e.g. from PEN-CP customs partners: IRL,
GBR, NLD, LVA and LTU
•PEN-CP could also contact CELBET and BAXE to ask for copies of relevant
x-ray images
About Round-1 (tournament between customs experts/ “human-human”)

•Only active officers can participate
•Teams of two people could make sense
•The participants could have 120 seconds per image to detect any anomaly
•15 images could be provided in the 1st round, with 10 min break in between
•Consider using Casra software to analyse the images
About Round-2 (tournament between solution providers/ “machine-machine”)

•5 potential participants have been identified, and they will be contacted by
PEN-CP in due time
•15 images could be provided to detect any anomaly
•Consider if we should include universities or small IT companies

X-Ray Images
Database

For the execution this
PEN-Tournament (and
subsequent PEN-CP
Innovation Instruments), it
is necessary to build an
x-ray image database. Can
your administration share
relevant x-ray images?

Additional top PET-2 PUNIs and potential
PIN-instruments
Capability to detect dangerous
substances with portable devices
Headspace sampling in cargo containers
to detect narcotics

User requirement document. The objective is to
collect the user requirements that customs have on portable
devices. This document would be distributed to solution
providers, including promising start-ups and scaleups, so that
they can understand the needs of customs. This document can
then be adapted and used for other things, for example as
PEN-CP outputs for Horizon Europe preparations. For this task is
important to identify which dangerous goods we are dealing
with.

Prototype grant. We could test existing technologies to
assess respective sampling accuracies (for example, we could test
one or more of the PSIMs that were matched for this PUNI in the
POP). After the test, we would list the issues encountered and
consider follow-up with the Crowdsourcing ideas instrument.
Non-intrusive detection of passenger
borne narcotics

Expert report. Identiﬁcation of technologies that can be
used to detect explosives.

Prototype grant. Test a promising technology used in
aviation security and see if it can be adapted to customs needs
in narcotics detection.

Want to join the
PET-2?

Access to airport security luggage
scanning images

Customs officers in the 13 PEN-CP
administrations, please contact:
Ms. Susana Wong Chan at
susana.wongchan@unil.ch and
Mr. Trevor Francis at
Trevor.Francis2@homeoffice.gov.uk

Expert report on how to best access airport security
images. Interviews with those customs administration (around
the globe), which have lots of experience in this area.
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DG REFORM OF THE EUROPEAN COMMISISION:
YOUR PARTNER FOR A SUSTAINABLE RECOVERY AND
MODERNISATION
By Ms. Jenia Peteva, Policy Officer- Revenue Administration, European Commission*
jenia.peteva@ec.europa.eu

In her Bocconi Speech of 28 November 2020, the
Commission President von Der Leyen underlined the
foundational role of reform for a strong recovery of
the European economies. Secondly, she highlighted that
reform must play a strategic role to shape an economy
of tomorrow, which is greener, more digital and more
resilient. The Directorate-General for Structural
Reform Support (DG REFORM) is your strategic partner
for reforming the customs administrations in the EU.

WHY DG REFORM

DG REFORM is a successor of the Structural Reform
Support Service, which was established in 2015. It
provides a strategic technical support for the design
and implementation of growth-enhancing structural
and administrative reforms in the EU Member States.
DG REFORM also coordinates the provision of
technical assistance across the European
Commission.
DG
REFORM
supports
the
implementation of the EU customs policy and the EU
legislation.
It
works
closely
with
the
Directorate-General of Taxation and Customs Union
at the European Commission (DG TAXUD), which
holds the customs policy portfolio at the European
Commission.

dynamic trade environment, marked by increasing
threats, new and emerging risks for the safety and
security and for the health and safety of
consumers. It may further support Customs and
trade to boost the resilience of supply chains and
the environmental sustainability of their processes
and activities.
It is the EU Member States that must initiate and
sustain reforms. That may require also the
involvement of a large group of internal and
external stakeholders, for instances in the cases of:

The customs administrations in the EU face
unprecedented challenges. It is a priority for the
European Commission to strengthen the capacity of
the EU Customs Union. The role of DG REFORM is to
provide a tailor-made and targeted support that
increases the eﬃciency and eﬀectiveness of the
customs administrations, boosts their digitalisation
and enhances their capabilities. These reforms
increase the capacity of customs administrations in a

• Collaboration between customs authorities,
• Cooperation between customs authorities
and other border agencies in the framework
of integrated and collaborative border
management,
• Collaboration with trade partners, supported
by trade facilitation measures and
programmes, or
• Public-private partnerships or other
cooperative programmes

* Any opinion expressed is exclusively one of the author and does not bind anybody or institution of the EU. DG REFORM does not take any
responsibility and is not bound by any information exchange outside the oﬃcial processes and regulations that are applicable in accordance with the
regulation of the European Parliament and the Council of the EU on the Technical Support Instrument.
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TECHNICAL SUPPORT

Technical support means measures that help the
national authorities of the EU Member States to
implement institutional, administrative and
structural reforms that are sustainable and
resilience enhancing strengthen the economic, social
and territorial cohesion and support the public
administration in the preparation of sustainable and
resilience-enhancing investments.
DG REFORM acts on the basis of the Technical
Support Instrument (TSI), which is now a draft
proposal under the legislative procedure**. It
envisages annual rounds for selection of requests as
well as ad hoc calls (Article 8). In the context of
post-COVID-19 pandemic Member States, TSI
supports the recovery and resilience of customs
administrations and supply chains.
TSI rules, as they are provided under the proposal by
the European Commission:
• design, develop and implement reforms that are
undertaken by Member States on their own
initiative, and
• prepare, amend, implement and revise national
recovery and resilience plans that Member
States have to submit pursuant to a new
resilience and recovery instrument that sets up a
new EUR 672.5 billion Recovery and Resilience
Facility, consisting of loans and grants.
For the 2021-round, DG REFORM received in total
about 700 requests. Our proposed budget is EUR 110
million a year. We provide:
• Strategic support in the design and execution of
projects, which are ﬁnanced by procurement or
grants. We work also in partnership with the
IMF, OECD, the World Bank and other
international organisations;
• Upstream support to Member States to prepare
their requests, on demand and before the
submission. We provide detailed instructions,
followed by discussions and advice;
• Management of ﬁnancial and contractual
procedures.

In the area of customs, DG REFORM supports
collaboration among various stakeholders and
Member States. It has the capacity to manage, for
instance:
• Multi-country projects among customs
administrations,
• Public-private partnership, or
• Collaborative projects between Member States
customs authorities and/or the private sector
and other stakeholders.

EXAMPLES OF CUSTOMS PROJECTS

• Digitalisation: IT strategies and innovation,
customs modernisation, AI and data analytics,
• Governance: data governance, project
governance and IT portfolio management to
support collaborative and joint actions,
• Compliance, customs risk management,
mapping and improving processes,
procedures,
• E-commerce,
• Single window national applications,
• Trade facilitation.

DG REFORM has the capacity to support projects
that impact diﬀerent policy areas, such as customs
and the environment, customs and business
environment, as well as projects with a large variety
of stakeholders.
For more information: Structural Reform Support:
https://ec.europa.eu/info/funding-tenders/fundingopportunities/funding-programmes/overview-fundi
ng-programmes/structural-reform-support-program
me-srsp_en

** As this edition of the magazine is issued, the legislative procedure on the adoption of the TSI is still pending.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0409
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Update on additional ﬁnancing
instruments for customs use
By Ms. Amrita Choudhary, ARTTIC Innovation GmbH

Ensuring the long-term sustainability and success of the PEN-CP practitioner network requires to take
a proactive approach on exploring additional funding sources and opportunities, to be exploited both
during the PEN-CP project, and particularly after it. One such key component that PEN-CP is currently
working on is to identify & to monitor financing instruments and synergies with the customs security
themes in focus within the project; particularly to boost the exploitation of the EU Pre-Commercial
Procurement (PCP) and Internal Security Fund (ISF) instruments. This could lead to submitting new
project proposals for open calls published by the EC. Drafting of a PCP or ISF application can be done
by any PEN-CP customs partners (or by any other EU customs administrations), at any time when calls
are open . We welcome partners to present the experiences gained, including in proposal preparation and
in project execution, back to the PEN-CP consortium, for example during the PEN-CP Annual events.

Examples on additional financial instruments & on-going calls
Call for proposals on the Police and
Customs
Cooperation
Centres
(PCCC)
(ISFP-2020-AG-PCCC)
Submission deadline: 21 January 2021.
Call information and related PEN-CP security themes:
The call aims for enhancing and strengthening the role
of Police and Customs Cooperation Centres (PCCC) in
cross-border cooperation. This call ﬁts well into the
PEN-CP security themes “Customs-customs and other
government agency cooperation” and “Risk
management and big data” as the call should address
cooperation, development of regional cross-border risk
analyses and threat assessment, and improvement of
single search interface in the PCCC allowing the
veriﬁcation of all relevant databases and training.
Total available budget: The total budget earmarked for
the co-ﬁnancing of projects under this call for
proposals is estimated at EUR 1.000.000.

Total available budget: The total budget earmarked for
the co-ﬁnancing of projects under this call for proposals
is estimated at EUR 2.000.000.

Weblink: https://bit.ly/34uqYYQ
Call for proposals for
countering
terrorist
ISFP-2020-AG-TERFIN

Call information and related PEN-CP security themes:
This call aims at funding projects in the area of
reinforcing eﬀorts to counter terrorist ﬁnancing. It could
ﬁt into the PEN-CP security themes of
“Customs-customs and other government agency
cooperation”, “Customs- business partnerships” and
“Risk Management and big data”. The proposal for this
call should facilitate cross-border exchange of ﬁnancial
information and promoting public-private cooperation,
developing expertise in emerging terrorist ﬁnancing risks
related to crypto-assets, new payments systems, social
media and/or crowd-funding and developing innovative
investigative techniques in Member State law
enforcement
authorities
responsible
for
counter-terrorism ﬁnancial investigations, including for
conducting parallel investigations, exploiting associated
“non-ﬁnancial” information, examining terrorist links to
other criminal activity and on use of Artiﬁcial
Intelligence, machine learning or robotics for
investigations.

projects on
financing

Submission deadline: 21 January 2021

Weblink: https://bit.ly/2WBbtcZ
Call for proposals for Joint Action against
Trafficking in Human Beings (ISFP-2020-AG-THB)
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Submission deadline: 25 February 2021
Call information and related PEN-CP security themes:
This call is to take joint action against traﬃcking in
human being and call for proposals aims at funding
projects in the area of anti-traﬃcking action, in
particular aimed at countering the culture of impunity
for all perpetrators. It ﬁts into the PEN-CP security
theme of “Risk Management and big data” as the
proposal shall address the aspect of disrupting the
ﬁnancial business model of criminals, intensify
investigations,
including
intelligence-lead
investigations, and prosecutions in the area of
traﬃcking in human beings to dismantle the traﬃcking
chain and prevention initiatives, including reducing
the demand for traﬃcking, including by criminalising
the use of services exacted from victims of traﬃcking
of human beings.

government agency cooperation”. The proposals for this
call should address at least one of the following
priorities: Joint training programmes for law
enforcement to enhance the EU's capacity to target
drug traﬃcking, in particular of cocaine; Activities
aimed at facilitating the exchange of operational
information for capacity building in order to prevent
drug-related crime; Investigations and other activities
aimed at dismantling storage and production facilities
for illicit drugs, in particular of synthetic drugs.
Total available budget: The total budget earmarked for
the co-ﬁnancing of projects under this call for proposals
is estimated at EUR 2.500.000.
Weblink: https://bit.ly/3poJQk3
Way forward

Total available budget: The total budget earmarked
for the co-ﬁnancing of projects under this call for
proposals is estimated at EUR 4.500.000.
Weblink: https://bit.ly/3auEXS4
Better law enforcement in the area of illicit
drug trafficking, in particular of cocaine
ISFP-2020-AG-DRUGS
Submission deadline: 18 March 2021
Call information and related PEN-CP security themes:
This call aims for better law enforcement in the area of
illicit drug traﬃcking, in particular of cocaine. It could
ﬁt into the PEN-CP security themes of “Detection
technologies”, “Customs-customs and other
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Expert Report:
Mapping National
Innovation Calls in 3 EU
Countries
(PEN-CP-2020-ER5)
Background
Traditionally, European customs administrations are
responsible for interdiction of broad variety of illicit
commodities and goods, such as illicit drugs, but are
today becoming more sensitive to the need to detect
security threats in goods. Many governments, in order
to increase capability of technology and stimulate
innovation, have been publishing national calls for
innovation in technology, which set out a particular
challenge and oﬀer funding to encourage research for a
speciﬁc purpose.
There have been considerable
initiatives and developments in technologies for security
applications in recent years, a number of which are used
for areas such as aviation security.
The detection technologies used by customs play a vital
role in supporting operations, but administrations have

FUNDING TYPE**

Country

observed that there have been many advances in
technology for the security ﬁeld, while only little
change within detection technologies speciﬁc to
customs needs and requirements. Administrations
feel that these innovations, while possibly designed
for ‘one group of commodities not in customs focus’,
might have a role in detecting a diﬀerent commodity
set for the customs environment; administrations thus
becoming interested in expanding knowledge of the
calls and those with the skills that participate in them.
Although innovation calls run by customs themselves
may be less frequent, it is desirable to have sight of
them, too.
In table below, we present examples of ‘past
innovation calls with potential customs security
interest’*

Name of the call

Launch date

* Note that the table with examples on past innovation calls is on purpose ‘not limited narrowly in customs detection -domain’; but
it has bit broader coverage on ‘customs relevant security challenges’.
**Innovation call refers to any type of call that has a speciﬁc challenge attached to it. Funding types include: grant, procurement,
prize, contract, subsidy, seed funding, donation, etc.
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This Expert report will identify and present a list of
innovation calls in Sweden, Germany, and one
Mediterranean country, proposed by the Expert. This
mapping will be focused on calls launched by customs
administrations, transport security agencies, other
governmental agencies, or any other national funding
agencies. The identiﬁed calls should have an impact on
European Customs administrations, supporting them in
better material discrimination and detection (can be
both short-term & long run).
If selected to produce this Expert Report, you and/or
your organisation will become well connected with
PEN-CP, known as the ‘Novel Customs Innovation
Boosting Network and On-line Platform, oﬀering
Valuable Innovation Intermediary Services’.
This
networking could provide you for example with more
visibility when PEN-CP organisations seek partners for
future funding calls, including Horizon Europe.
www.pen-cp.net

Goal and scope for the Expert Report
The report is expected to create a baseline of which
innovation calls have been launched in the selected
countries. This baseline will be a valuable input for the
PEN-CP project as it avoids overlapping of topics and
provide insights of innovations and organisations who
participated in the events. The results can also be used
to establish a framework for a permanent monitoring
system of innovation calls in the analysed countries.

and discussed in a broader PEN-CP web-meeting,
once the report has been ﬁnalized.
Tasks to be carried out
The main tasks to be carried out are as follows:
• Identify the websites where relevant agencies in
the three countries publish their innovation calls.
• Collect detailed information on the past, and
on-going calls, launched between years 2013 to
2020
• Include indications on future calls (year 2021
onwards), if available.
Report structure, length and language
• Chapter 1. Explain the overall approach and
methodology for mapping and monitoring
relevant innovation calls, on a country level.
Include the following information:
o All the relevant websites and other digital
sources used to obtain the information.
o Recommendations on how to collect the
most relevant data.
o Suggestion on the frequency to monitor
each source in the future.
• Chapter 2. Mapping of the year 2013-2020
innovation calls in Germany, Sweden and the
selected Mediterranean country. The mapping
should include the following items:
o Name/ title of the call.
o Explanation of the challenge attached to
the call / problem the call is intending to
address
o Structure of the call (for example, indicate
if it has a step-wise approach, where the
ﬁrst step is a proof-of-concept and the
second step the funding of the prototype).
o Website where the call is published.
o Schedule and status of the call (for
example: call currently open; work is
on-going; project has been ﬁnished etc.)
o Funding type in the call (for example:
grant, prize, contract, etc).
o Budget of the call.
o Winner(s) of the call, if information
available.
o List of all organisations and individuals
that participated in the call, if information
available.

The scope for information collection is the following:
• The innovation calls must have a speciﬁc challenge
associated to them (i.e., general funding for
start-ups or SMEs without any challenge associated
to it are out of scope in this Expert Report).
• The calls can be those launched by customs
administrations, any other governmental agency
(such as police, border guards and forensics), or
any other organisation (such as universities,
non-proﬁt organisations, etc), as long as they might
be of interest for customs – the topics need to be
related to the customs security, in particular aimed
at identiﬁcation of a particular good or material.
• National funding in Germany, Sweden and the
selected Mediterranean country is included (e.g. EU
funding, grants and tenders are out of scope in this
study).
• Time frame: national innovation calls launched
between 2013 to 2020.

The Expert Report is expected to be 15-20 pages, plus
possible annexes.
The language for the report is English.

The outcomes of the Expert Report will be presented
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Applicants and application process
You can apply either as a natural person or as a legal
entity (registered company with a VAT ID). In case you
are a team of two natural persons, please identify clearly
who is the main contact person for contractual purposes.
It is also important to note that the call is announced in
public and is open for anyone knowledgeable on the
topic to apply. We may also approach potential experts
by email.

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project
work and risk plan = max 60 points
• Criteria 2: The relevant past experience of the 1-2
experts included in the proposal = max 40 points
• Minimum threshold to be considered for selection:
Criteria 1 = min 35 points; Criteria 2 = min 25 points

Evaluation and contract signing process
• Step 1: Evaluation of all applications by scoring and
ranking them.
• Step 1: Applicant expresses his/her interest by
• Step 2: Selection of the applicant with the highest
sending an email to pen-cp-arttic@eurtd.com
score and initiation of the contractual process.
• Step 2: Applicant receives credentials by email (from
• Step 3: Communication with the non-selected
PEN-CP) enabling the proposal submission
applications of the evaluation results.
• Step 3: Applicant submits the proposal (both
• Step 4: Contracting with the selected applicant.
technical and cv -sections
• Step 5: Possibility to contact the unsuccessful
applicant (if the contract cannot be closed with the
Documents to submit
selected applicant for a reason), to suggest contract
Submit the following documents as part of your proposal
negotiation (then follow with Step 4)
1. Technical proposal (max 2 pages)
• Describe the methodology you will use to
achieve the goal for this project
Dates, contacts and consulting fee
• State a list of planned activities, with a
• Call publication date: 8 December 2020
respective time frame (please plan for project
• Deadline for proposal submission: 19 January 2021
duration of three months)
• Call results available (expected): 29 January 2021
• Explain which Mediterranean country you
• Project start date: Latest on 1 March 2021
would select and why (next to Sweden and
• Project duration: Three months
Germany which are given)
• Administrative contact person: Ms. Amrita
• List the main risks/limitations you foresee
Choudhary, ARTTIC; pen-cp-arttic@eurtd.com
with the assignment, with a mitigation plan
• Consulting fee: 5.900 EUR
2. CVs of 1-2 experts who will carry out the work,
Note: PEN-CP reserves rights to make updates on the dates
highlighting their past experiences working on
listed above, in case no proposal reaches the minimum
similar topic(s).
The application process consists of following three steps:

threshold.
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A framework and critical
considerations on PEN-CP
hackathons
By Juha Hintsa and Toni Männistö Cross-border Research Association, and
Susana Wong Chan, University of Lausanne, Switzerland

What are hackathons and how customs can benefit
from them? This article provides answers to the
fundamental questions concerning hackathon
organization in the customs innovation context.
Quotes from prominent web sources define key
concepts and list best practices for hackathon
organizers to follow.

Hackathons and PEN-CP
The previous issue of PEN-CP Magazine (Magazine 9)
presented the ﬁrst ideas for the event that could one
day become the ﬁrst PEN-CP hackathon. As a new
PEN-CP innovation instrument (PIN), the vision is to use
hackathon as way to develop solutions that help
customs to deal with critical challenges of digital
customs*, for example in the context of ‘data linking
between multiple data sources, for customs risk
management purposes’.
Since the last issue, the PEN-CP Expert Team on Data
and Risk (PET-1) has discussed the hackathon idea in
detail and realized the level of work it takes to organize
a hackathon from the very beginning. For this reason,
this article takes one step back from the earlier
hackathon plans, by presenting a framework and critical
considerations that underpin a successful hackathon. In
this way, this article serves as a guide for PEN-CP
partners to follow on the road towards possible PEN-CP
Hackathons during years 2021, 2022, and 2023.

Box 1. What
hackathons are?
…”Hackathon is a tool to drive sustained
innovation and crowdsource solutions to address
pressing real-life business problems and social
issues. A hackathon is typically a time-bound
competitive event where participants collaborate to
build proofs of concept and minimum viable
products for a specific pre-defined problem or to
innovate”...
Source: https://bit.ly/2KpJ9YK

Note: these days hackathons are being organized ‘beyond digital world’ for example ‘policy hackathons’ have been introduced in
Europe during the past few years. In PEN-CP, particularly when thinking years 2022 and 2023, we can also consider hackathon topics
beyond digital customs, for example policy hackathons or standardization hackathons. All PEN-CP Expert Teams (PETs) are invited to
start brainstorming on such ideas, latest by fall 2021.
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How will hackathons beneﬁt PEN-CP customs
The idea of hackathon is nothing new, but the concept partners?
Past hackathons with customs relevance

has become increasingly popular over the past years.
Industries from banking and retail to defense and
energy are embracing hackathons as a powerful
technique to boost innovation. At the same, many
government functions have realized the potential of
hackathons. For instance, the customs community is no
longer a stranger when it comes to organizing
hackathons. Examples of recent hackathons of customs
interest include events in Dubai , Finland and the
Netherlands ,
• Dubai, the United Arab Emirates: “The Datathon
initiative by Dubai Customs aims at attracting the
best minds and harnessing the latest innovation in
the areas of data science and its applications.”
(2020)
• Finland: “Finnish Customs challenged participants
to imagine solutions that would make it easier to
access information on Customs regulations and
procedures.” (2016)
• The Netherlands: The fourth edition of the World
Port Hackathon (WPH) was organized in Rotterdam,
under the motto “The Smartest Port” (a team from
Dutch Customs participated in the event) (2016)

Hackathons have potential to advance the PEN-CP
innovation agenda and help PEN-CP partners to
develop solutions for digital customs. It takes
considerable time and eﬀort to organize a hackathon,
no question about it, but this work can pay oﬀ
generously. As a high-risk, high-reward innovation
instruments, in the best-case the PEN-Hackathons can
lead to serendipitous discoveries and pave the road
towards digital innovations. Now, what concrete
beneﬁts can customs administrations expect to get
out of a customs-centric hackathon?
• A new solution or technique to overcome a
previously unsolved customs problem; and/or
• Gradual, incremental improvements to existing
solution and techniques to optimize the work
how customs operate today; and/or
• Innovative ideas for radical technological
breakthroughs for later development.

Box 3. Advantages of
hackathons over traditional
innovation management
processes

For Magazine 11, we plan to explain more about the
outcomes and lessons learned across these three
hackathons, and possibly more, with ‘customs interest’
in mind.

…”Hackathons have some clear advantages over
traditional innovation management processes.
They are inclusive, agile, promote multidisciplinary
collaboration, and have shorter innovation cycles
that are better suited to addressing fast-changing
consumer demands. Along with generating new
ideas and future proofing a business, hackathons
help de-risk product development, improve
employee engagement and retention, find excellent
talent, enable customer focused innovation and
engagement, accelerate the speed of innovation
and problem solving, enhance collaboration
between teams, bring about cost savings through
R&D, and build community, brand, and
leadership”…

Box 2. The evolution of the
hackathon as an innovation
instrument
…”In recent years, hackathons have evolved,
transitioning from a stereotypical computer
programming weekend filled with a bloodshot eyes,
energy drinks, pizza, and software innovations into
a real idea vehicle for a variety of industries. Today
there are hackathons for medical technology,
lifestyle apps, social media innovation, and
important social issues -- and the list is continually
growing”...

Source: https://bit.ly/2KpJ9YK

Source: https://tek.io/38oaBy6
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Some outcomes of PEN-Hackathons might be readily
usable for customs, in particular when the PEN-CP
Expert Team (PET) in question (i) has done a good job
in identifying and agreeing on a high priority challenge
/ PUNI, well-suited for hackathon purposes; and (ii)
has written a clear document on the detailed scope,
expectations, rules, and scoring criteria for the
hackathon. At the same time, it is realistic to assume
that most hackathon projects would require further
development and tailoring before they could be
implemented in any real-life operational context,
including that of the customs. Fortunately, PEN-CP has
several innovation instruments that can be used to
develop hackathon outcomes further, for example
challenge competitions and prototype grants.

Box 4. Hackathon as
a pit-stop on a long
innovation journey

…”Don’t expect to have actually solved a problem
by the end of the hackathon. Real life problems are
hard! Think of the hackathon as a pit-stop on a long
journey to solve problems or as a training session
to prepare participants for solving problems”...
Source: https://hackathon.guide/

It is important to note that much additional work,
discussions and thinking is required before we can really
ﬁx the topic for the ﬁrst PEN-Hackathon; again, it might
be one of the three above, or, a new topic can still be
introduced.

Box 4. Hackathon as a
pit-stop on a long
innovation journey
…”For a solution that makes a difference in terms of
quality and relevance, a succinct, focused theme is
non-negotiable…. be it online or onsite, you need to have
clearly defined goals in place if it is a themed hackathon.
Unlike open-ended hackathons, themed hackathons
expect participants to work on specific projects, such as
those that require you to use a company’s technology or
for social good… the organizer or committee will need to
identify key business areas that are suffering because of
definite challenges that haven’t been addressed
satisfactorily. A well-defined problem statement will define
your hackathon strategy. Focusing on the challenge during
the event will require mentors in the form of managers,
experts, or speakers to provide real-time feedback to
guarantee solutions are designed keeping in mind the end
user”
Source: https://hackathon.guide/

Potential themes of PEN-Hackathons
Like
with
any
open
innovation
activity,
well-thought-out scoping and detailed instructions lay
the basis for a successful hackathon. No doubt, it will
be hard to explain a customs-centric hackathon
assignment for participants who might not have prior
knowledge on customs operations and objectives.
Even more importantly, the heart of a hackathon is the
problem participants try to solve. In the PEN-CP
context, hackathons can be used to overcome
challenges of digital customs. Based on the ﬁrst
discussions with PEN-CP experts, the following
promising hackathon topics have been identiﬁed:
1. Linking of datasets for customs risk assessment
2. Discovering new online data sources for the
beneﬁt of customs risk assessment
3. Clearing databases and datasets oﬀ personal
data
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Few considerations with PEN-Hackathon
datasets
First of all, the organizers have to choose what kind of
datasets hackathon participants will be given access
to. To make the hackathon assignment more realistic,
it is tempting to rely on real customs datasets, even if
the datasets were simpliﬁed and cleared oﬀ any
sensitive information. Data could also originate from
sources external to customs, for example the open
internet or commercial data suppliers through
subscriptions. Alternatively, in many cases the use of
both internal and external datasets might be the best
option. The participants could be instructed to use
certain datasets or let free to use datasets they
consider most useful for their hackathon projects.
Organizers of data-driven hackathons must naturally
consider questions of data sensitivity and protection.
Customs datasets might contain law enforcement
sensitive information or disclose commercially
sensitive information on traders and their
transactions. Data privacy is another critical aspect for
the organizers to consider. As a default, all such data
would have to be pseudonymized, masked somehow,
or removed totally.

Clear rules, scoring criteria and schedules
Just like with any type of competitions, was it in
technologies, in sports, in arts, or anywhere else,
drafting and distributing clear rules covering all
aspects of the participation – including which methods
or tools are allowed to be used; how the outcomes are
scored and ranked, etc. – is crucial for
PEN-Hackathons.

Box 6. Everyone
needs to understand
the rules

…..”This rule ties into the first two. When participants
register for the event, make sure they immediately get
a copy of the rules. Give it to them in advance so
there is no doubt that everyone understands them. If
there are changes, make sure to send out
notifications. Rules include the mission, time allotted,
limits of the software or hardware being created, and
sources/data participants can use to create their
product. While at the event, make sure to state the
rules aloud before it begins”… source:
Source: https://tek.io/38oaBy6

Next, the organizers have to think how hackathon
projects are scored and ranked. The scoring
principles should be fair, transparent, and easily
understood. Depending on the hackathon
assignment, the organizers may know the optimal
outcome (e.g. via numeric results) in advance, in
which case the scoring logic could be ﬁxed as “the
ﬁrst one who came with the correct result”; or “the
fastest performing solution to do the work (also for
the future needs)” With hackathon assignments
where the optimal outcome is not known in
advance, we have to be bit more creative when
drafting the scoring criteria, having possibly to rely
on more qualitative assessments.
Another important practical consideration is the
duration of a hackathon. Is it reasonable to have a
24-hour event, or extend the length up to 48-hours
or beyond? Next, how to best prepare the
participants in advance, so that hackathon
outcomes become of maximum quality and
follow-up use. Should there be a brieﬁng webinar,
with Q&A session, say 1-2 months before the
hackathon is launched? Then, should the
participants see the hackathon assignment some
days or weeks before the event to get time to
prepare? In some cases, it might be even a good
idea to organize a hackathon in two sessions, to
allow the participating teams to recover and
develop their ideas in the interim.
PEN-CP will discuss and deﬁne all relevant details on
the hackathon rules, scoring criteria, brieﬁng
materials and event schedules, well in advance
before publicly announcing the event. In addition,
we will agree up-front on who (from PEN-CP) will
become the mentors for the hackathon teams, as
this is crucial to ensure that everyone understands
well the full set-up, including what customs really
expects from the participating teams.
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Who should participate in PEN-CP hackathons How to best promote PEN-Hackathons
and why?
towards external parties?
Although PEN-Hackathons focus on customs topics,
the events will be open to everybody with basic
understanding in data science, computer science,
operations management, or any other discipline
connected with digital customs, one way or another.
As customs expertise is not a prerequisite for
participation, PEN-Hackathons can be promoted at
technical universities, research institutes, and IT
companies — basically tech-savvy people from any
background can participate.

Box 7. The hackathon
target audience must
be a good fit
…”Choosing your target audience depends on the
problem you are trying to solve and the success
criteria. Before you find your community of
interest—employees,
developers,
startups,
customers, or students, decide how creative and
technically competent you want them to be. How
relevant will your audience be if the objective of the
hackathon is digital transformation or brand
enhancement? You would want the deliverable to
be an idea, a scenario, a prototype, an app, an
interface, a proof of concept, or a turnkey solution;
these different levels of completion also decide
your participant group”…
Source: https://bit.ly/2KpJ9YK

We will also need to ﬁx and communicate about the
intrinsic and extrinsic incentives for the external
parties to participate and contribute in
PEN-Hackathons. Our hackathon topics should of
course be a good problem for the participating experts
to solve, thus oﬀering the opportunity on ‘joy of
learning about and solving a real problem’. Next, we
need to consider if we could oﬀer (distantly) basic
things during the hackathon event, like meals and
drinks, for the participating teams. The winners would
naturally gain broad, global recognition and visibility
on the work done; and maybe even (small) monetary
or other tangible prizes, could be handed out. Finally,
one or more of the best hackathon outcomes would
be invited to participate in further innovation
upscaling activities, possibly in the context of other
PEN-CP Innovation Instruments (PINs), like Challenge
competitions or Prototype grants.

Depending on the theme and detailed topic,
expectations what we want to achieve and of course
the target audience for a PEN-Hackathon, a
comprehensive marketing / outreach plan has to be
produced, well in advance before announcing about
the event ﬁrst time in public domain.
Academic and industry associations focusing on
speciﬁc aspects of PEN-CP hackathon themes – for
example artiﬁcial intelligence, machine learning, big
data, or internet of things (these will vary per
hackathon themes) – can be approached, asking
advice and support in reaching out to relevant
experts, via social media, blogs, podcasts or any
other types of channels. Start-up and scale-up
networks, such as the European Startup Network
(ESN, which was the author of the ﬁrst Expert report
in PEN-CP; as well as now we have ESN expert with
a seat in PEN-CP Advisory board), may prove to be
very valuable when reaching out to dozens or even
few hundreds of interesting technology companies.
Then, just like with some other PEN-CP Innovation
instruments, e.g. Expert reports and Crowdsourcing
ideas, the WCO PICARD (Partnership in Customs
Academic Research and Development) Programme
and the INCU (International Network of Customs
Universities) could be used as newsletter channels
to promote the PEN-CP hackathons (subject to
respective managers approving this idea, of course).
Lastly, the pre-existing PEN-CP social media
channels in Facebook, LinkedIn, Twitter, YouTube
and ReserchGate can always be used to promote
PEN-Hackathons to (currently) near 1000 experts –
asking them also to do ‘avalanche postings’ in their
own networks.
Options are many when it comes to promoting
PEN-Hackathons; and, it goes without saying that
we really need to keep the speciﬁc target audience
in mind, when making choices on spending time and
eﬀorts on some promotional channels over the
others.
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Box 8. Let the world
know about it!
…”You can say that letting the world know about it is perhaps the best way
to get the right mix of attendees. You need to be very clear about what skill
sets you are looking for. Promote your event using low-cost
channels—blogs, Twitter, Facebook, LinkedIn, Google Groups, Map,
Mailing lists, Websites, and ask attendees, your employees, and
community honchos to spread the word. (Tip: Try not to spam.) Outreach
campaigns must target developer groups, universities, and startups. Use
PR measures, such as a press release, to let media know about your event,
including all the relevant details (theme, vision, timeline, prizes, and
sponsors)…. Contact university admins and campus ambassadors to get y
our foot into the academic sphere…. If you don’t have enough resources to
manage the promotional campaign, employ partners—advertising agencies
can bring in innovative ideas, PR agencies can help with visibility, call
centers can help to interact directly, and specialized networks can help
with more accurate targeting and outreach… Compelling copy goes a long
way in capturing people’s interest”...
Source: https://bit.ly/2KpJ9YK

Box 9. Covid-19 as a
game changer to
online

Online platform and IT-tools for
PEN-CP hackathons
Even before Covid-19 outbreak, PEN-CP was
thinking about online set up for hackathons,
mainly due to constraints with available travel
budgets for hackathon participants. By now it
is obvious that online hackathons are the right
way to go for PEN-CP, at least for year 2021.
Inclusivity and accessibility for a large number
of participants, from around the world, is one
of the obvious beneﬁts with online
arrangements, compared to physical
hackathon set ups.

…”Since their inception back in 1999, hackathons
have evolved from software developers’ meetups
into corporate and civic events embracing an
increasingly wide range of topics and participants.
By moving online during the Covid-19 lockdown,
hackathons have become more inclusive and
accessible than ever”...
Source: https://bit.ly/3rkW52P
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When it comes to selecting the PEN-Hackathon IT
platform and IT-tools, solid advance planning is
required, like with many other aspects in organizing
successful hackathons. We will beneﬁt from
experiences gained and lessons learned in other
web-conferencing and communication toolbox related
activities in PEN-CP, namely with the Year 2 Annual
event platforms and tools (January 2021), as well as
the two Expert reports linked to the communication
toolboxes (ER2 and ER3, spring 2021). Ultimately,
PEN-CP will select the most suitable IT-platform, and
most relevant IT-tools, to facilitate the success of
PEN-hackathons.

assignments with customs experts and testing the
assignments with non-customs people before the
event. The risk of failing technology can be reduced by
having test session prior to the main event and having
fallback plans in case one of the primary technologies
fail.
PEN-CP will produce a comprehensive risk
management plan, as part of the next-step
PEN-Hackathon preparations.

Box 11. Be always prepared
for the unexpected!
…What would be your advice to anyone organizing a
hackathon? “Be prepared to be unprepared,”
answers Céline promptly. “Have a clear goal in
mind,” suggests Nevena. “At the end of the day, the
point of any hackathon is to deliver some positive
result, so if you don’t define what you want to
achieve, your event won’t be successful.”… Whether
you are organizing an online hackathon or are
looking forward to the next in-person event,
remember: a clear purpose, a dedicated team and
committed partners are what you need to organize a
successful hackathon- even in the most extreme
circumstances!...

Box 10. Well-functioning
IT-platform and
fit-to-purpose IT-tools are
of fundamental importance
…“Our main communication channel was Slack, but
we also used Zoom for staff and jurors meetings.
Teams had access to BeMyApp, a customizable
hackathons platform that allows to book calls with
mentors, access background material and upload
final projects. One of our partners, … also provided
a list of no-code tools that participants could use to
develop their prototypes”…

Source: https://bit.ly/3ri0rYd

Source: https://bit.ly/3ri0rYd

Moving forward with PEN-CP hackathons
Risks and mitigation strategies
Organizing a hackathon is a complex project that
require careful planning and coordination from the
side of the organizers. As many things can go wrong,
proactive risk management is critical. Typical risks are
related to poor scoping of the hackathon assignment,
ineﬀective promotion, failing technology during the
event, overspending of budget, disputes over
intellectual property, and unimpressive outcomes of
hackathon projects.
These risks cannot be eliminated altogether, but
organizers can follow best practices to mitigate their
impact and likelihood. Proactive promotion through
the entire PEN-CP network is the key for attracting
competent participants. Unclear scoping and
instructions can be avoided by designing hackathon
-32-

What would be the next steps for advancing the
vision of PEN-CP hackathons? Some obvious steps
include the scoping of the hackathon assignment,
agreeing on the technical setup, and planning for
event promotion. in addition, the organizers have to
script brieﬁng material for the participants, organize
datasets for the hackathon, produce contracts to
resolve issues of intellectual property and potential
sensitivity of information, draft the timeline for
organizing the event from start to end, among other
tasks.
PEN-CP Expert Team 1 (PET-1) on Data and risks is
well-positioned to continue the preparations for the
1st PEN-Hackathon, hopefully to be launched by the
end of 2021. Updated views and ideas for the next
steps will be brieﬂy presented and discussed during
Year 2 Annual event (online, 11-15.1.2021).

Part 3 on Opioids Challenge Competition in
the US – Interview with the Project
Coordinator
Building on the US Opioid Challenge competition articles presented in PEN-CP Magazine 8 of May 2020
(Part 1 on pages 24 to 27), and in Magazine 9 of October 2020 (Part 2 on pages 9 to 10), we now
have the pleasure to share the interview with the challenge competition project coordinator, Ms.
Rosanna (Robertson) Anderson, PhD, Science and Technology Directorate, Department of Homeland
Security, United States of America. This also closes now the PEN-CP Magazine series on deep-diving into
the set-up, outcomes and lessons learned with this customs relevant challenge competition, from the
new continent. (https://www.challenge.gov/challenge/opioid-detection-challenge/ )
You were project leader for the Opioid Challenge, we
have understood. Can you tell us a little bit about that?
In seeking solutions to the nation’s toughest Homeland
Security challenges, the Department of Homeland
Security’s Science and Technology Directorate (DHS
S&T) uses a variety of tools to engage the innovation
community, everything from traditional contracting to
competitive prize challenges. The ability to detect and
intercept shipments of illicit opioids in mailed packages
is an important key to addressing the opioid crisis. One
of the key projects within S&T’s Opioid Program was
the Opioid Detection Prize Challenge. As the Program
Manager, I was responsible for identifying and securing
the necssary resources and support for the Challenge
and for overseeing the start-to-ﬁnish process to
successfully accomplish our objectives. Importantly, I
led organization of the multi-agency Challenge Team,
comprised of DHS S&T, Customs and Border Protection
(CBP), United States Postal Inspection Service (USPIS),
and the U.S. White House Oﬃce of National Drug
Control Policy (ONDCP). We utlized the NASA Center of
Excellence for Collaborative Innovation to obtain the
support of Luminary Labs Inc, an open innvoation
consultant, to provide a nubmer of services, such as
hosting the Challenge site, solver and media outreach,
among others. Because this was a high-visibility project
with many stakeholders, I served a critical role as the
central person to manage coordination and
communication across the partner agencies to ensure
that we stayed on track during the design and
execution of the Challenge.

How early in the project did you start working with it,
what challenges did you have as a project leader

working with several authorities, and so on?
I was involved with the Challenge from its inception.
Given the urgent need to combat the devastaing impacts
of the opiod crisis in the U.S., CBP sought a partnership
with DHS S&T to execute a prize competition to tap into
the ecosystem of global innovators and rapidly
accelerate prototyping of the most promising solutions.
USPIS and ONDCP have shared missions in addressing
this crisis and, therefore, were natural partners, which
we enlisted early in the project. Each agency provided
unique but complementary perspectives to collaborate
on the overall Challenge design, support innovator
outreach and stakeholder engagement, and provide
resources for solvers. Challenges encountered in
working with several authorities included scheduling,
ensuring accurate and up- to-date communications, and,
at times, divergent priorities which resulted in
conﬂicting program decisions. Early agreement on
successful outcomes and continual, collaborative
engagement throughout the process ensured that we
were able to work through challenges encountered and
the drive innovation we sought.

There were some very clear criteria on selection of the
contributions. How did you work on the formulation of
the criteria? The selection criteria were developed in
lockstep with CBP and USPS and were driven by their
mission needs, balanced against the state-of-the-art for
potential technology solutions. The criteria were
formulated to evaluate not only the technical feasibility
of achieving rapid identiﬁcation of packages that likely
contained synthetic opioids without signiﬁcantly slowing
the speed of commerce but also the potential
integration into operational workﬂows. An important
-33-
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outcome of the Challenge was to identify a range of
solutions from established technologies, early-stage
technologies, and nascent technology concepts, all
with potential for future transformative impact on
operations within International Mail Facilities (IMFs)
and Express Consignment Centers (ECCs).

Were you also involved in the selection of the Jury?
Can you tell us a little bit about that?
To assess potential solutions from multiple
persepctives, we wanted to have a good mixture of
CBP and USPS operational experts with intimate
knowledge of mail operations, as well as Subject
Matter Experts (SMEs) with technical knowledge
spanning narcotics, chemical forensics, chemical
detection, data analytics, and Artiﬁcial Intelligence and
Machine Learning. Working with Luminary Labs, we
identiﬁed and recruited variety of submission
reviewers for Stage I and Final Judges from the US
Government,
Academia,
and
Industry
(https://www.opioiddetectionchallenge.com/judgingpanel/).

What have been the most rewarding learning
experiences during the project?
The most rewarding learning experience was working
with my interagency colleagues and gaining a better
understanding and appreciation for what they do
everyday to keep our nation safe and the challenges
they face in doing so. Collaborating on the Challenge
gave me an extraordinaary opportunity to put the
science and technology development into context of
their operational mission. Through the prototyping
accelerator, we were able to share ﬁrsthand insight
into daily operations with the Finalists, which also
helped them bridge the gap between the science and
the operational need and, ultimately, deliver better
capabilities that were designed with the mission in
mind.

diminishing both solutions’ weaknesses.

If you were to repeat this exercise, would you change
anything in the approach and organisation of the
challenge?
CBP’s mission of identifying and seizing contraband
items within the international mail ﬂow is a
monumental task, with the massive volume of packages
and other parcels that enter the US daily. Given the
breadth of mission, the large number and variety of
packages, and diversity of commerce, the potential
solutions for the Challenge goal of identifying
”automated, nonintrusive, and user-friendly tools and
technologies that quickly and accurately detect opioids
in parcels, without disrupting the ﬂow of mail”
represent very broad and varied technology
possibilities. If we were to repeat this, we would likely
start with a more narrowly deﬁned problem scope at
the beginning of the process to target a more speciﬁc
subset of technologies that apply to a particular set of
needed capabilities or within a certain stage of the
inspection process. This would enable greater ﬁdelity in
solutions to close particular gaps and enable more
rigorous evaluation of the solution.

Do you have any advice for PEN-CP planning to organise
challenge competitions (customs, border security etc.)
but with much smaller amounts of prize money than the
Opioid Detection Challenge?
Following from the previous response, my advice would
be to select and clearly deﬁne a speciﬁc problem that
needs to be solved that might enable incremental
innovation, that when summed together could
revolutionize the problem space. Also, I recommend
considering innovation of the process itself, which may
not require a new technology but be transformative
nonetheless.

How about the 6 that did not win a prize? Will the DHS
continue to work with them in any way or were they
very far behind the winner and the runner-up?
In keeping with one of our desired outcomes, the
Opioid Detection Challenge succeeded in attracting a
diverse set of promising technologies at diﬀerent
levels of maturity. DHS is working with both the
winner and runner-up and exploring options to
continue work with the remaining Finalists and other
emerging technologies as resources allow. For
example, DHS has entered an agreement with the
winner, who partnered with one of the other ﬁnalists,
to produce a fused option that could leverage the
advantages of both technologies, while eﬀectively
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H2020 project ENTRANCE kicked-off in
October 2020
The H2020 project ENTRANCE (for EfficieNT Risk-bAsed iNspection of freight Crossing bordErs without
disrupting business) is concerned with developing, implementing and testing through field-trials a
comprehensive user-based Toolbox for risk-based non-intrusive inspection of cross-border freight
movements. It aims to address the specific challenges that EU border security practitioners are facing
and enhance their capabilities to protect society against a wide range of threats while minimally
disrupting cross-border flow of goods.
The Toolbox that ENTRANCE aims to deliver is
composed of ﬁve key elements, namely:
1. Automated Risk Assessment, Threat
Recognition and Information Sharing Platform
(ENARTIS) which will bring together all
risk-assessment and threat detection data into a
single integrated, automated and secure
platform.
2. Suite of Non-Intrusive Inspection (NII)
technologies for detecting contraband hidden
in high-density cargo which will combine two
novel automated ﬁrst-line techniques for
detection of contraband and a second-line
technique to provide more information in case
further investigation is required
3. Enhanced relocatable unit for non-intrusive
detection of a wide number of threats with
improved identiﬁcation and discrimination
capabilities for materials ranging from
explosives, illicit drugs, chemical warfare
agents, radioactive and nuclear material,
including enriched uranium and plutonium
4. Trans-European network of Radiation Portal
Monitors (RPM) for passive detection of illicit
nuclear and radioactive material combining
detection facilities of diﬀerent types and
technologies
5. Novel high-speed RPM detection technology
for passive detection of nuclear and radioactive
with minimal disturbance of ﬂow
“The tools for customs oﬃcers developed by the
ENTRANCE project present a very ambitious
technological level for carrying out checks on
containers, lorries and wagons, without having to
open then empty them. I am convinced that the
eﬃciency gains in the search for targets, such as

explosives and drugs in particular, will represent a
signiﬁcant potential advantage” Guillaume Sannié
(CEA, France), ENTRANCE Coordinator
Adopting a use case approach involving detailed
contextual analysis, the ENTRANCE Toolbox will be
validated by a variety of ﬁeld trials conducted on
diﬀerent sites. The site selection was made in such a
way that it should support a broad variety of
scenarios, with diﬀerent environments (road, seaport,
rail at border crossing point, train in motion and
stopped …) and diﬀerent conﬁgurations. Field trials
will permit not only to validate the new technologies
developed by ENTRANCE but also make the
involvement of practitioners pivotal in the project’s
assessment and success.
Guillaume Sannié, from the Commissariat à l’Energie
Atomique et aux Énergies Alternatives (CEA) in France,
is the coordinator of the ENTRANCE project. The
sixteen partners of the consortium include research
institutes, border authorities and industry. The project
started on 1 October 2020 with a partly physical and
partly virtual kick-oﬀ meeting.
“The eﬀorts carried out by the partners at the
proposal stage to carefully deﬁne all the objectives
make the development of the project easier today.
ENTRANCE therefore started on the ﬁrst of October
2020 in good conditions and, what’s more, with no
COVID-caused delays” Guillaume Sannié (CEA,
France), ENTRANCE Coordinator
PEN-CP has been identiﬁed by ENTRANCE as one of
the main related H2020 projects with which to
establish collaborative links and create synergies. To
contact ENTRANCE: entrance-coord@eurtd.com
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Recently published European reports of
customs interest
PEN-CP Information Observatory (PIO) and PEN-CP Magazine jointly identify and share summary
information on research, review, foresight, and consulting reports of interest for Customs
administrations, in the EU, and beyond. Below we explain few key points from two recent EC reports, in
Innovation procurement (security field), as well as is Customs foresight (year 2040).
Report title: ASSESSMENT REPORT on the
performance of the EC funded
Innovation Procurement Projects in the
Security Field according to the EC
Guidance
Notice
on
Innovation
Procurement - An assessment report prepared for

by sustainable test and evaluation capabilities.
https://www.broadway-info.eu/
• SHUTTLE: The project aims at developing a toolkit
which will facilitate the analysis of microtraces
collected in crime scenes. Web page:
https://www.shuttle-pcp.eu/

the European Commission, DG for Migration and Home
Aﬀairs by Vasileios Tsanidis Dr.Jur (2020)

HOW TO ATTRACT INNOVATORS - 1
In order to attract innovators and lessen the
bureaucratic burden for tenderers the following advice is
given:
• Use the European Single Procurement Document
or just a self-declaration.
• Selections criteria with no turn-over criteria or a
turnover equal or lower than the contract value
is best practice.
• The division of the procurement into smaller lots
is helpful to small-sized contractors.
• Use standards, open data, open interfaces and
open sources software.
• Use payment schemes that allow for advance
payments to the main contractors and payment
schemes specially designed for subcontractors.
• Use innovation brokers to help reaching the right
innovative supplier and in general in assessing
the market.

Background and context:
In view of a renewed mandate for EU-funded
innovation procurements projects in the Horizon
Europe programme in the next 7-year EU budget, the
Commission has looked into the results of ﬁve
innovation procurement projects and reached out to
them with a questionnaire. The results are encouraging
when it comes to the utility of the EU-funded projects
and the accomplishments made for SMEs and for
opening up the Single Market. At the same time, a
number of hurdles when implementing a project have
been highlighted, such as ﬁnancial and legal hurdles; as
well as issues attracting tenderers.
Projects surveyed:
• CLOSEYE: Validation of innovative services
applicable to the surveillance of the EU
Maritime Borders in real operational
environment. http://www.closeye.eu/
• EWISA: Assessment of the management of
illegal migration ﬂows in the land border,
through the increase of knowledge degree of
operational situation and the enhancement of
reaction capacity of the participating authorities
responsible for land border security.
http://www.ewisa-project.eu/
• EUCISE2020: The project aimed at achieving the
pre-operational information sharing on
sea-basins between the maritime authorities of
the involved European States.
http://www.eucise2020.eu/
• BROADWAY: Enabling a pan-European
broadband mobile system for PPDR, validated

HOW TO ATTRACT INNOVATORS - 2
The formulation and design of the procurement process
is also of importance to attracting innovation:
• A wide-ranging needs assessment to deﬁne the
problem is preferred to a clear deﬁnition of the
desired solution to the problem.
• A functional analysis of the organisation’s needs
should be a part of the tender document
articulation.
• This should be mirrored in the tender
requirements, that should be functional and not
focus on the means for achieving the desired
outcomes.
• Use EU-wide market consultation when exploring
possible solutions and solutions-providers.
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• Allow variants of a solution to be submitted,
either based on alternative techniques or
alternative processes.
• There should be awards criteria with a ratio
between price and quality where quality has a
heavier weight.
• IPR allocation should be indicated up-front in
the tender document.
• Leave the IPR with the suppliers, as that will
lower the cost for the procurement and
encourage the development of innovative
businesses.
Full report download:
https://ec.europa.eu/home-aﬀairs/sites/homeaﬀairs/
ﬁles/what-we-do/policies/industry-for-security/assess
ment_report_innovation_procurement_dg_home_ﬁn
al.pdf

Report title: Ghiran A., Hakami A., Bontoux L.,
Scapolo, F. The Future of Customs in the EU
2040: A foresight project for EU policy,
EUR 30463 EN, Publications Oﬃce of the European
Union, Luxembourg, 2020, ISBN 978-92-76-26299-2,
doi:10.2760/29195, JRC121859.
Background and context:
In 2018 the European Union celebrated the 50th
anniversary of the Customs union. That brought about
a recognition of the achievements of these 50 years,
but also an insight of the challenges ahead and the
need to adapt to a world trade in transformation. In the
Political Guidelines for the European Commission
2019-2024 it is stated that “It is time to take the
Customs Union to the next level, equipping it with a
stronger framework that will allow us to better protect
our citizens and our single market.” The Commission
has also in September this year presented their new
Action Plan, Taking the Customs Union to the Next
Level. Against this backdrop that DG TAXUD has
launched a foresight exercise to ensure that EU
Customs will remain relevant and eﬀective in the long
term and develop a shared vision of what EU Customs
aspire to be, together with its various stakeholders.
The foresight exercise has been carried out by the EC
Joint Research Centre (JRC) in close collaboration with
DG TAXUD, and it has built on the methodology of
previous foresights in other ﬁelds.
Drivers of change – examples:
The drivers of change were identiﬁed together with
stakeholders and ranked in importance. From the list of
the 15 most important drivers a plot was made from
which degree of uncertainty a driver had and its level
of importance. Geopolitical conﬂicts and EU economic
development were judged as having the highest level

of uncertainty while having a medium importance for
the future of EU customs. Links between Customs and
other policies together with Emerging technologies for
customs operation were seen as having low uncertainty,
but high importance. Data policy and Crime pressure
were seen as having relatively high importance and a
low level of uncertainty.
The four scenarios - overview:
The four scenarios have been developed in the
crossroad between economic development and the level
of conﬂict in the world. Scenario 1 is called Customs for
Society, building on the idea of an appeased world and a
dynamic EU economy. Scenario 2, Protected Union,
builds on the assumptions of a conﬂictual world and a
dynamic EU Economy. Scenario 3 is called Customs
under Strain and it is based on a situation of a conﬂictual
world and slow EU economic growth. Finally, the fourth
scenario is called No-Stop-Shop and is based on an
appeased world and a slow EU economic growth. All four
scenarios are described in the categories of Customs
policy & Governance, International exchanges, Business
support, Data management & IT, Customs capacity and
Operational support.
Vision - highlights:
A vision for EU Customs 2040 was elaborated in a
stakeholder setting. Feedback was later collected from
the business and trade society in the EU through the
Trade Contact Group. In a process with the Member
States’ customs representatives the vision was further
enhanced and discussed at the Customs Policy Group.
Below are two key parts of the vision:
• In 2040, we, EU Customs, fully protect society,
the environment and the EU economy through
eﬀective facilitation of legitimate trade and
intelligent, risk-based supervision of supply
chains.
• We, EU Customs, are proactive, working
seamlessly with our stakeholders and committed
to innovation and sustainability. We are the
reference for customs worldwide.
Possible roadmaps:
An exploratory exercise of mapping possible roadmaps
was conducted in a workshop with the Member States.
One scenario was developed under the assumption of a
resource constrained world and one in a world not
constrained by resources. The roadmaps were divided
into ﬁve-year periods and actions on both policy and
data tools were included.
Full report download:
https://publications.jrc.ec.europa.eu/repository/bitstre
am/JRC121859/the_future_of_customs_in_the_eu_204
0_report_ﬁnal2_online.pdf
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PEN-CP Overview Updated
As part of the promotional activities on finding interested
candidates for PEN-CP Expert Report work, H2020 National
Contact Points (NCPs) in few EU countries have agreed to publish
information on Expert Report calls in particular, and PEN-CP in
general, in their (national) newsletters. We opted to draft a
2-page up-to-date overview document on PEN-CP, so that it is
convenient for the NCPs to publish some text on PEN-CP. Below we
share the ‘PEN-CP 2-pager’ with the Magazine readers.
Pan-European Network of Customs Practitioners, PEN-CP
(www.pen-cp.net), is a 5-year long EU Horizon 2020 funded
security practitioner network -project (Sep.2018 - Jan.2024),
with 13 European customs administrations – both EU and
non-EU – as active partners. In short, PEN-CP can be
described as ‘a Novel Customs Innovation Boosting
Network and On-line Platform, oﬀering Valuable
Innovation Intermediary Services’. PEN-CP’s endeavour is to
establish a customs practitioner network which facilitates
translating customs security research and innovation ideas
and requirements into scalable, viable solutions,
technologies, and process improvements that would help
European customs administrations to overcome the
challenges of the contemporary customs and border
management security.
PEN-CP has the following four main objectives, to achieve

by January 2024:
• Derive and articulate common needs for customs
security research, innovation and standardization.
• Accelerate and coordinate eﬃcient uptake of
customs security innovations and related
investments.
• Build substantial synergies and interoperability with
existing European, global and national networks of
security practitioners.
• Ensure long-term sustainability and success of the
PEN-CP customs practitioner network
Majority of PEN-CP customs innovation work takes place
in the context of following six customs security themes;
excelling in each one of them being of fundamental
importance for 21st century customs administrations, in
Europe and beyond:

Three Management themes:

Three technical themes:
Risk management and
big data

Detection
technologies

Security performance
measurement

SIX Security
themes

Laboratory
equipment

Customs-to-customs
and other
government agency
cooperation

Customs-to-business
partnerships
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As an opportunity for external innovators to contribute,
PEN-CP publishes during years 2019-23 multiple calls for
proposals on following types of open innovation
instruments and events, to increase knowledge and to ﬁnd
solutions for contemporary customs challenges:
• Prototype grants: Co-develop and ﬁeld test promising
technologies with customs practitioners
• Challenge competitions: Submit your blueprint to
solve a speciﬁc customs problem, and receive seed
funding towards making it a reality
• Hackathons: Unleash your IT development and
programming skills, in an intensive session to design
and pilot algorithms and tools, for the brighter future
of digital customs
• Crowdsourcing ideas: Submit your out-of-the-box
ideas to gain recognition and fame as a
forward-thinking customs innovator
• Innovation awards and prizes: Share the outcomes of
your innovative customs projects to claim a trophy of
excellence
• PEN-tournaments: Demonstrate your skills in
head-to-head competitions against other experts
from the customs community
• Expert reports: Produce a consulting report on a
speciﬁc topic of customs interest
Next to the seven innovation instruments listed above,
PEN-CP is working on several other key components, for
the beneﬁt of customs partners inside and outside the
consortium:
• Standardization roadmap & Pre-standardization
workshops
• Training materials: for example seal control
techniques; cross-checking declarations versus x-ray
images; etc.
• Resource pooling: needs and opportunities for
customs partners to try out existing solutions from
other customs administrations
• Liaison with other Horizon2020, national and global
projects: customs RTD projects; H2020 police
practitioner networks etc.
•Various brieﬁngs and suggestions to DG HOME, DG
TAXUD, Customs2020 groups, WCO etc.
• Research – development – innovation themes and
topics for Horizon Europe and other funding programs
• Additional ﬁnancing instruments: pro-active

monitoring on opportunities for customs partners
Key aspects on the organizational and practical
arrangements with the PEN-CP project include the
following:
• The three PEN-CP Expert Teams (PETs) - one PET
per PEN-CP technical theme; all PETs formed and
led by customs experts in the consortium - are the
drivers of the core PEN-CP work dealing with
Customs user needs and requirements (PUNIs);
Innovation instruments and events (PINs);
Standardization roadmap items; etc.
• The PEN-CP Online Platform (POP) consists of
sections for Customs user needs and requirements
(PUNIs); for Security innovation monitoring items,
like security solutions, projects and patents (PSIM);
for Match-making between PUNIs and PSIMs; and
for Observatory, Archive, Brainstorming and Annual
events.
• The PEN-CP Innovation Intermediary, formed by
the four non-customs partners in PEN-CP, is
responsible for a variety of monitoring,
dissemination, facilitation, technical and
administrative services in the network. Examples
include: PEN-CP Information Observatory (PIO) and
Security Innovation Monitoring (PSIM) frequent
updates; PEN-CP Magazine production and
distribution; Regular postings across various social
media platforms; Facilitation of PET-meetings
(schedules, agendas, notes etc.); Development and
maintenance of the PEN-CP Online Platform (POP);
and, Administration and Interaction and with EC
H2020 services.
Lastly, on PEN-CP partnership: a total of 13 Customs
administrations – Albania, Austria, Belgium, Estonia,
Hungary, Ireland, Latvia, Lithuania, the Netherlands,
Norway, Slovakia, North Macedonia and the United
Kingdom (Home Oﬃce’s Border Force) – are direct
beneﬁciaries of the project. Other project partners,
collectively the PEN-CP Innovation Intermediary service
provider, include the University of Lausanne (innovation
funnel and dissemination material etc.), the Technical
University of Delft (innovation upscaling etc.), ARTTIC
(the online platform etc.), and the Cross-border
Research Association (project coordinator).

More information on PEN-CP:
https://www.pen-cp.net/
https://www.facebook.com/groups/pencp
https://www.linkedin.com/groups/8183667/
https://twitter.com/PENCP_NET
Pan-European Network
https://youtu.be/OXwQPHHS5Ls
of Customs Practitioners
https://www.researchgate.net/project/PEN-CP-EU-H2020
Open PEN-CP calls:
https://cmt.sym.place/groups/proﬁle/302707/pen-cp-innovation-instruments-and-innovation-events
WCO News Issue 88 (Feb.2019): https://mag.wcoomd.org/magazine/wco-news-88/the-pen-cp-project/

PEN-CP
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PEN-CP Online Platform – “POP-Corner”
Updated POP statistics
Number of Security Innovation Monitoring (PSIM) items: 417

54

Solutions

226

Projects

141

Patents

47

Registered users on
the POP-platform

0

25 50 75 100 125 150 175 200 225 250

Number of Information Observatory (PIO) items: 621

64

User Needs/ Customs
Challenges (PUNIs)

Institutions

414

News

100

Events

18

Report or book

44

Scientiﬁc
publications

21
0

50 100 150 200 250 300 350 400 450 500

POP USER GUIDE-

VIDEOS
Email pen-cp@cross-border.org for the
password

How to create a PEN-CP Online Platform account
https://vimeo.com/349890798

What is PEN-CP User Need Ideas (PUNI) and how to add one
https://vimeo.com/349891263

How to add a potential solution
https://vimeo.com/349890596

About PEN-CP Security Innovation Monitoring (PSIM)
https://vimeo.com/350704256

About PEN-CP Information Observatory (PIO)
https://vimeo.com/349889753

How to use the ﬁlters
https://vimeo.com/349891128

How to manage notiﬁcations in the PEN-CP Online Platform (POP)
https://vimeo.com/349890949
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PEN-CP key terms and abbreviations

POP

POP

01

PEN-CP User
Need Ideas

02

Which includes:

PUNI

PEN-CP Online
Platform
You can access POP using this website

04

https://cmt.eurtd.com/groups
/profile/85016/pen-cp

PIO
PEN-CP Information
Observatory

03

PSIM
Monitoring
items
include:

PEN-CP Security
Innovation
Monitoring

Scientific
publication

Projects

Patents

Report or
book

06

Customs
Innovation Award

06
05

PEN-CP
Expert Team

PEN-POC

Institution

PCIA

Solutions

PET

News

Observed items

Event

07
06

PEN-CP Extended
Management Team

09

PEN-CP Point
of Contact

Examples:

H2020 Police network iLEAD
H2020 Procurement network iProcureNet

PEMAT

09
06

PIN
PEN-CP Innovation
Instrument
Prototype grants

H2020 Security Research NCP Network, SEREN4

PEN-tournaments

H2020 Security Research Events

Challenge competitions

C2020 Customs Detection Technology Expert Group, CDTPG

Hackathons

C2020 Customs Laboratories European Network, CLEN
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Crowdsourcing ideas

REC

HD

4K 25FPS

99%

PEN-CP videos
Short video: https://youtu.be/OXwQPHHS5Ls
Long animation: https://youtu.be/wq9y36J4ET8
What is PEN-CP?: https://youtu.be/4nLzL3viQ80
PEN-CP Key services: https://youtu.be/dcoI-Gjihqo
PEN-CP Customs Challenges and User Needs: https://youtu.be/QfosnAgae3M
MENU

FOR MORE INFORMATION:

w w w. p e n - c p . n e t
p e n - c p @ c r o s s - b o r d e r. o r g
+41-76-5890967
@PENCP_NET
www.researchgate.net/project/PEN-CP-EU-H2020

w w w. l i n k e d i n . c o m / g r o u p s / 8 1 8 3 6 6 7 /
https://youtu.be/OXwQPHHS5Ls

https://www.facebook.com/groups/pencp
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